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NoticesandRemarks CopyrightandDistribution ©2024byhasheye, Inc.
Allrightsreserved.hasheyeherebyassertsitsrighttobeidentifiedasthecreatorofthis
reportintheUnitedKingdom.
Thisreportisconsideredbyhasheyetobepublicinformation;itislicensedtoPanoptic
underthetermsoftheprojectstatementofworkandhasbeenmadepublicatPanoptic’s
request.Materialwithinthisreportmaynotbereproducedordistributedinpartorin
wholewithouttheexpresswrittenpermissionofhasheye.
ThesolecanonicalsourceforhasheyepublicationsisthehasheyePublicationspage.
Reportsaccessedthroughanysourceotherthanthatpagemayhavebeenmodifiedand
shouldnotbeconsideredauthentic. TestCoverageDisclaimer
Allactivitiesundertakenbyhasheyeinassociationwiththisprojectwereperformedin
accordancewithastatementofworkandagreeduponprojectplan. Securityassessmentprojectsaretime-
boxedandoftenreliantoninformationthatmaybe
providedbyaclient,itsaffiliates,oritspartners.Asaresult,thefindingsdocumentedin
thisreportshouldnotbeconsideredacomprehensivelistofsecurityissues, flaws,or
defectsinthetargetsystemorcodebase.
hasheyeusesautomatedtestingtechniquestorapidlytestthecontrolsandsecurity
propertiesofsoftware.Thesetechniquesaugmentourmanualsecurityreviewwork,but
eachhasitslimitations:forexample,atoolmaynotgeneratearandomedgecasethat
violatesapropertyormaynotfullycompleteitsanalysisduringtheallottedtime.Theiruse
isalsolimitedbythetimeandresourceconstraintsofaproject. hasheye
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ProjectSummary ContactInformation Thefollowingprojectmanagerwasassociatedwiththisproject:
MaryQ0’Brien,ProjectManager mary.obrien@hasheye.io
Thefollowingengineeringdirectorwasassociatedwiththisproject:
JosselinFeist,EngineeringDirector,Blockchain josselin.feist@hasheye.io
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GuillermoLarregay,ConsultantNatChin,Consultant guillermo.larregay@hasheye.ionat.chin@hasheye.io
ProjectTimeline Thesignificanteventsandmilestonesoftheprojectarelistedbelow. DateEvent

March28,2024Pre-projectkickoffcall April8,2024Statusupdatemeeting#l
Aprillé,2024Statusupdatemeeting#2 April22,2024Statusupdatemeeting#3
April29,2024Statusupdatemeeting#4 Mayl0,2024Deliveryofinitialreportdraft
May10,2024Finalreadoutmeeting Juned4,2024Deliveryofcomprehensivereport hasheye
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ExecutiveSummary EngagementOverview
Panopticengagedhasheyeforaninvariantdevelopmentandtestingexercisefor
Panopticliquidationengine.ThePanopticprotocolenablestheminting, trading,and market-
makingofperpetualputandcalloptions,leveragingUniswap'sliquiditytoenhance
theuserexperienceforoptionstraders.

AteamoftwoconsultantsconductedtheexercisefromAprilltoMay10,2024,foratotal offiveengineer-

weeksofeffort.Ourtestingeffortsfocusedoncreatingatestharnessthat
couldsetuptheprotocol,andtestbasicfunctionssuchasmintingandburningoptionsand

strategies, simulatingpricefluctuations,andtriggeringliquidationsforundercollateralized

positions.Withfullaccesstosourcecodeanddocumentation,weidentifiedandwrote
invariantsofthesystemandranthemwithEchidna.
Thedeliverablefromthisinvariantdevelopmentandtestingexerciseincludesastateful
fuzztestingsuitetotesttheinvariantswedeveloped, coveringtheuserflowsmentionedin
theProjectCoveragesectionofthisreport,andthisreport,whichincludesasummaryof
theinvariantswewrote, thesecurityfindingsthatresultedfromourtesting,

recommendationsforwritingfutureinvariantsandexpandingthefuzztestingsuite,and otherinsights.

Recommendations Basedonthecodebasematurityevaluationandfindingsidentifiedduringthetesting

exercise, hasheyerecommendsthatPanoptictakethefollowingsteps: e
Improveontheprovidedfuzzingharness.Theprovidedharnessisnotacomplete
testforthewholesystem;rather,itismeanttobeusedasareferenceforadding
moresystemandfunctionalinvariantsinthefuture, increasingthetestcoveragefor
theremainingfunctionsinthecodebase. e
Improvethetechnicaldocumentation.UsersanddevelopersinthePanoptic
ecosystemwillrelyonupdateddocumentationtointeractwiththeprotocoland
makeeducateddecisionsabouttheirassetsordevelopment.Havinganupdated

documentationmakesiteasierforthemtocatchupwiththeprotocol.Seeappendix Bformoreinformation. e

Improvethetestsuite.Currently, thetestsuiteisdifficulttoreadandunderstand.
WeprovidesomerecommendationstoimprovetestsinappendixC. hasheye
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ProjectGoals TheengagementwasscopedtowriteandtestinvariantsofthePanopticoptionminting,

burningandliquidationmechanisms.Specifically,weusedthefollowingnon-exhaustivelist

ofquestionstoguideourdevelopment: e Canactorsmintoptionsthatcannotbeburnedorliquidated? e

Isitpossibletoincorrectlyliquidateacollateralizedposition? e
Doactorsgetcompensatedcorrectlywhenburningorliquidatingpositions? e
Aretheactors’assetscorrectlytrackedtoavoidlosses? e
Arethesystemlimitationsstrong,andcantheyhandlemaliciousactors? hasheye
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ProjectTargets Theengagementinvolvedtestingofthefollowingtarget. panoptic-vl-core-private

Repositoryhttps://github.com/panoptic-labs/panoptic-vl-core-private Initial f59edO@f TypeSolidity

PlatformEthereum hasheye 7PanopticlLiquidationEngineInvariantDevelopment PUBLIC

ProjectCoverage Thissectionprovidesanoverviewoftheanalysiscoverageoftheproject,asdeterminedby

ourhigh-levelengagementgoals.Ourapproachesincludedthefollowing: e
UniswapV3pools:ThefirstapproachallowedustodeployPanopticprotocolinthe
testharnessusingamainnetfork.Echidnasupportsforkingnatively, soitservedas
aquickwayofhavingaworkingsystem.Later,afterwediscoveredthatfuzzing on-
chaincontractsisslowandputsaheavyloadontheRPCkey,wecreatedalocal
deploymentoftheUniswapPoolandRoutercontracts,withalloftheinitializations

required.Wedidnottestthepoolcontractitself,butitisarequirementfor deployingPanoptic.

:Thecorelogiccontractthathandlestheminting, burning,
exercising,andliquidationofoptions.Publiclycallablefunctionsweretestedwith
severalactorsthatsimulatedifferentusersofthesystem,checkingtherequired
preconditionsandpostconditionsfortheflowsundertest.Invariantswerewritten
forminting, burning,andliquidatingpositions. e CollateralTracker
:Contractsthathandletheuserscollateralforinteractingwith
theprotocol.Actorscandepositandwithdrawcollateralgivencertainpreconditions

e PanopticPool



thatarecheckedintheharness. Theuserflowsthatwerecoveredinthetestsare: e Mintingofsingle-
legoptions.Multipleactorscanmintsingle-Tlegoptionswith
fuzzedparametersthatspecifywhichassettousetominttheoption,whetheritisa

calloraputoption, andwhetheritisalongorashort.Thestrikeprice,widthand
positionsizearealsofuzzedinsidearange. e
Mintingofstrategies.Anadditionalmintingfunctionwascreatedtomintstrategies
thatrequirespecificconditionsorriskpartneringbetweenlegs.Wehave
implementedtheStrangleandStraddlestrategies, butthefunctioncanbeextended toincludeotherstrategies. e
Burningofoptions.Actorscanburntheirownpositions,eitheraspecificoneorall oftheminasinglecall. e
Ligquidationofoptions.Actorscantrytoliquidateotheractors’accounts,iftheyare
undercollateralized.Wetestedtwoapproachesforthis:oneinvolvedamanipulation
oftheusercollateral,andtheotherperformingswapsintheunderlyingpoolto
movethepricestoacertainvalue.Sincethefirstapproachrequiredinteractingwith
theprotocolinwaysthatarenotrealistic,wedecidedtoleavethepoolprice
manipulationasthedefaultstrategyforliquidations. hasheye
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Itisassumedthatuserscanhaveaccesstoavirtuallyunlimitedsupplyofbothtokensin thepool.
CoveragelLimitations Becauseofthetime-boxednatureoftestingwork,itiscommontoencountercoverage
limitations.Thefollowinglistoutlinesthecoveragelimitationsoftheengagementand
indicatessystemelementsthatmaywarrantfurtherreview: e Operationwithmultiple-
legpositions.Eventhoughafunctiontomintmulti-leg
positionswasimplementedandprovidedinthecode,itwasnotsufficientlytested.
Itisadvisedfortheteamtoperformtherequiredteststoensurethattheminted
optionsarecorrect,andwithinthesystemlimitations. e
Insufficienttestexecutionsforliquidations.Foreachtestrun,Echidnagenerates
randomsequencesofcalls.InorderforthePanopticsystemtobeinastatewhere
usersarefundedandpositionsaremintedandlaterliquidated, certaincallsshould
happeninthecorrectsequence.Giventhatthesequencelengthusedwasof500
callspertestrun,itisdifficulttohitmorethantwoconsecutiveliquidationsinthe
samesequence.Thiscanbecompensatedbyincreasingthenumberofteststobe
run,butthissolutionwillnotcovercaseswhereanissuecanoccurafteracertain
numberofpositionshavebeenliquidated. e
Insufficienttestexecutionsforminting.Inasimilarpositionastheprevious

point, thenumberofpositionsmintedperactorinasequencecanbelow.Thisis
duetotherelativelyhighnumberofactorspresentinthesystem,andthe
prerequisitesthatmustbemettomintanewoption.Thisaffectscertainsystem
assumptionsthatwillprobablyneverbemetinthetestruns. e
Exerciseofoptionswasnotcovered.Qurfocuswasontheminting, burning, and
liquidationflows, sothereisroomforexpandingthetestsuitetoincludeinvariants fortheexercisingorforce-
exercisingofoptions. hasheye 9PanopticlLiquidationEngineInvariantDevelopment PUBLIC

AutomatedTesting hasheyeusesautomatedtechniquestoextensivelytestthesecuritypropertiesof
software.Weusebothopen-sourcestaticanalysisandfuzzingutilities,alongwithtools
developedinhouse, toperformautomatedtestingofsourcecodeandcompiledsoftware. TestHarnessConfiguration
Weusedthefollowingtoolsintheautomatedtestingphaseofthisproject: ToolDescriptionPolicy
EchidnaAsmartcontractfuzzerthatcanrapidlytestsecurity propertiesviamalicious,coverage-
guidedtestcase generation Local:Short runsfor testing. Cloud: continuous running.
SummaryofInvariants Thetablebelowsummarizesthenumberandtypeofinvariantsweranforeach component.
ComponentInvariantTypeTotalNumber HarnesssetupSysteminvariants7 SystemSysteminvariants4
CollateralsFunctionalinvariants4 BurningFunctionalinvariants4 MintingFunctionalinvariants4
LigquidationFunctionalinvariantsé TotalInvariants29 hasheye
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HarnessSetup TodeployPanoptic,weimplementedasetupharnessthatperformsseveralchecksto
ensurethattheprotocoliscorrectlydeployed. IDPropertyResult PAN-DEP-
01DeploymentofaworkingUniswapV3poolandrouter.Passed PAN-DEP-
02DeploymentofaPanopticPoolshouldpointtoalocalpool withthesameparametersasalivepool. Passed PAN-
DEP-03DepositingtokenstotheCollateralTrackershould succeed. Passed PAN-DEP-04Mintingarbitrary-
sizedoptionsshouldsucceed.Passed PAN-DEP-05Premiashouldbeaccumulatingviaarbitraryswapsinthe pool
Passed PAN-DEP-06Liquidatinguser’sexistingoptionsviacollateraldropmust
succeed.Thisiscurrentlynotusedintheotherliquidation tests. Passed PAN-DEP-
07Liquidatinguser’sexistingoptionsviapoolpricevariation mustsucceed Passed System-WideInvariants
Thisgroupteststheglobalsystemstateconsistencyoverusertransactions. IDPropertyResult PAN-SYS-
01Themaximumcollateralwithdrawalamountofuserswith openpositionsiszero. Passed PAN-SYS-
02Actorscannotwithdrawcollateralwhenhavingopen positions. Passed PAN-SYS-



03Actorscan'thaveanopenpositionwithnocollateral.Passed hasheye
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PAN-SYS-04Actor’sowedpremiaisnotlessthantheavailablepremia.Passed Collaterallnvariants
Thisgroupofinvariantsisrelatedtothewaythatactorsinteractwiththecollateral trackers.
IDPropertyResult PAN-COL-01ThePanopticpoolbalancemustincreasebythedeposited
amountwhenadepositismade. Passed PAN-COL-02Theuserbalancemustdecreasebythedepositedamount
whenadepositismade. Passed PAN-COL-03ThePanopticpoolbalancemustdecreasebythe
withdrawnamountwhenawithdrawalismade. Passed PAN-COL-
04Theuserbalancemustincreasebythewithdrawnamount whenawithdrawalismade. Passed BurningInvariants
Thisgroupofinvariantsisrelatedtotheburningprocessofoptions. IDPropertyResult PAN-BUR-
01Zerosizedpositionscannotbeburned.Passed PAN-BUR-

02Forashortposition, thecurrentliquiditymustbegreater thantheliquidityinthechunkoftheposition.
Passed PAN-BUR-03Afterburningalloptions,thenumberofpositionsofthe actormustbezero. Passed PAN-BUR-
04Burningasingleoptiondecreasestheamountofopen positionsfortheactor. Passed MintingInvariants
Thisgroupofinvariantsisrelatedtothemintingprocessofoptions. hasheye
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IDPropertyResult PAN-BUR-01Forlongpositions,theeffectiveliquidityfactormustbe
lowerthanorequaltotheliquiditylimit. Passed PAN-BUR-
02Thepositionbalanceforthemintedpositionmustequal thepositionsize. Passed PAN-BUR-
03Userscannothavemorethan32simultaneouspositions opened. Passed PAN-BUR-
04Thepositioncountermustincreaseafterasuccessful mint. Passed LiquidationInvariants
Thisgroupofinvariantsisrelatedtothemintingprocessofoptions. IDPropertyResult PAN-LIQ-
01Theactormustbeundercollateralizedfortheaccountto beliquidated. Passed PAN-LIQ-
02Liquidationclosesalloftheactor’spositions.Passed PAN-LIQ-
03Theliquidatedactorisdebitedthecorrectbonusvalue.Passed.Needs furthertesting. PAN-LIQ-
04Theliquidatorreceivesthecorrectbonusvalue.Passed.Needs furthertesting. PAN-LIQ-
05Thehaircutpremiaamountiscorrect.Passed.Needs furthertesting. PAN-LIQ-
06Whenthereisprotocolloss, thepremiaiscorrectly haircut. Passed.Needs furthertesting. hasheye
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B.DocumentationImprovementRecommendations
ThisappendixprovidesanoverviewofthecurrentdocumentationforthePanoptic
protocolandsuggestsimprovementstoenhanceitsusability, readability, and
comprehension.Comprehensiveandengaginglearningmaterialwillhelpusersinteract
withthesysteminaninformedwayandwillhelpfutureintegrators,reviewers,and
auditorsquicklyunderstandthesystem’sbusinesslogic.

Currently, thereisadocumentationsection, anewsblog,anda”deepdive”sectionof
articlesonPanoptic’swebsite,explainingtheprotocol’ sfeatureswithexamples,images, andstep-by-
stepguides.Additionally, thecodeiswell-documentedintermsofNatSpecand general-
purposecomments.Despitethepresenceofdocumentation, thereisroomfor
improvementtocatertoabroaderaudienceandtomaketheinformationmoreaccessible. SummaryofProposedChanges
ToenhancethePanopticprotocoldocumentation,weproposethefollowing improvements: e
Updatethedocumentationinthewebsitetomatchthecurrentversionofthe
development.Duringtheengagement,wefoundthatseveraltechnical
documentationpageswereunderconstruction(example) .Additionally, otherpages
referencedremovedprotocolfeatures,out-of-datefunctions(example),contracts
(example),orflowsthatwerereplacedorupgraded(example). e
Adddocumentationtotests.Mosttestcaseswereinsufficientlydocumentedor notdocumentedatall. hasheye
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C.TestingImprovementRecommendations
Thisappendixaimstoprovidegeneralrecommendationsonimprovingprocessesand
enhancingthequalityofthePanoptictestsuite. IdentifiedTestingDeficiencies
Duringthereview,weidentifiedseveraldeficienciesinthetestsuitethatcouldmake
furthertestinganddevelopmentmoredifficultandtherebyreducethelikelihoodthatthe
testsuitewillfindsecurityissues: e
Usageofglobalvariables.Testsmakeheavyusageofglobalvariablestopersist
values,whichcontaminatesthecontractvariablenamespace.Nostandard
conventionisusedforvariablenames, andsometimesvariablesarereusedfor
differentpurposesacrosstests.Thismakesreading,understanding,anddebugging
testcasesdifficult.Usageofstructuresandlocalvariablesisrecommendedto increaselegibilityofthecode. e
Codeduplication.Codeduplicationintestcasescanleadtosituationswhereone
ofthetests’codeismodifiedandtheothersarenot, leadingtodifferenttesting
conditions.Manytestsrequirecommonpreconditions(forexample,mintingan



optionbeforeburningorliquidating)thatcouldbeextractedintoindependent
functionsforeaseofreadingandcodesimplification. e
Mixbetweenunittestsandfuzzingtests.Forclarity,thesedifferenttypesoftests
shouldbekeptseparate.Additionally, sincePanopticusesnetworkforkingforsome
ofthetests,itcanalsoleadtoasignificantexecutionspeedimprovementwhenonly
onekindoftestistobeexecuted. e Complexandlongfunctions.Sometestsarecomplex,spanningmultiplelinesof
code.Thisisoftenanindicationthatpartsofthecodecanbeextractedto
independentfunctionstomakethetestsmorereadable,andasaconsequence,
increasethecodereutilization.Furthermore,complextestcasesusuallytestseveral
failureorsuccesscasesinthesamefunction.Theseshouldberewrittenas independent,separatetests. e
Stackdepthlimitation.Expandingonthepreviouspoint,longandcomplextest
functionsusuallyhitthestackdepthlimit.Toovercomethislimitation, codeblocks
andglobalvariablesareusedinthetests.Asaconsequence,testsaremoredifficult
toreadandthetestcontractstateiscontaminatedwithnewvariablesthatareonly usedincertainfunctions. e
Lackof stopPrank calls.Thetestfilescontainfrequentusesof vm.startPrank() withoutthecorresponding
vim.stopPrank() .Keepingaprankactiveforlonger thannecessaryorbetweenunittestcasescanbeerror-
prone,makeitmoredifficult hasheye 15PanopticlLiquidationEngineInvariantDevelopment PUBLIC

toreasonaboutthetestcases,andhinderdebuggingandfurthertestcase development.Makingallunittestsself-
containedwithexplicitlydefinedcallers wouldbebeneficial.
ToaddressthesedeficienciesandimprovethePanoptic’stestcoverageandprocesses,we
recommendthatthePanopticteamdefineacleartestingstrategyandcreategquidelineson
howtestingisperformedinthecodebase.Ourgeneralguidelinesforimprovingtestsuite qualityareasfollows:
1.Defineacleartestdirectorystructure.Acleardirectorystructurehelpsorganize
theworkofmultipledevelopers, makesiteasiertoidentifywhichcomponentsand
behaviorsarebeingtested,andgivesinsightintotheoveralltestcoverage. 2.Writeaplain-
languagedesignspecificationofthesystem,itscomponents,and
itsfunctions.Definingaspecificationcanallowtheteamtomoreeasilydetectbugs
andinconsistenciesinthesystem,reducethelikelihoodthatfuturecodechanges
willintroducebugs, improvethemaintainabilityofthesystem,andallowtheteam
tocreatearobustandholistictestingstrategy.
3.Usethefunctionspecificationstoguidethecreationofunittests.Creatinga
specificationofallpreconditions,postconditions, failurecases,entrypoints,and
executionpathsforafunctionwillmakeiteasiertomaintainhightestcoverageand identifyedgecases.
4.Usetheinteractionspecificationstogquidethecreationofintegrationtests.An
interactionspecificationwillmakeiteasiertoidentifytheinteractionsthatneedto
betestedandtheexternalfailurecasesthatneedtobevalidatedorguarded
against,anditwillhelpidentifyissuesrelatedtoaccesscontrolsandexternalcalls.
5.Implementfuzztestingbyfirstdefiningasetofsystem-andfunction-Tlevel
invariantsandthentestingthemwithEchidna, Foundry,and/orMedusa.Fuzz
testingisapowerfultechniqueforexposingsecurityvulnerabilitiesandfindingedge
casesthatareunlikelytobefoundthroughunittestingormanualreview.Fuzz
testingcanbedoneonasinglefunctionbypassinginrandomizedarguments, and
onanentiresystemoronspecificcomponentsbhygeneratingasequenceofrandom
callstovariousfunctionsinsidethesystemorcomponent.Bothtestingapproaches
shouldbeappliedusingoneormultiplesmartcontractfuzzers.
6.Usemutationtestingtoidentifygapsinthetestcoverageandmoreeasily
identifybugsinthecode.Mutationtestingcanhelpidentifycoveragegapsinunit
testsandhelpdiscoversecurityvulnerabilities.Takingatwo-prongedapproach
usingNecessisttomutatetestsanduniversalmutatororslither-mutatetomutate
sourcecodecanprovevaluableincreatingarobusttestsuite. hasheye
16PanopticlLiquidationEngineInvariantDevelopment PUBLIC

DirectoryStructure Creatingaspecificdirectorystructureforthesystem’stestswillmakeiteasiertodevelop
andmaintainthetestsuiteandfindcoveragegaps.Thissectioncontainsbriefguidelines
ondefiningadirectorystructure. e Createindividualdirectoriesforeachtesttype(e.g., unit/ ,
integration/ , fork/ , fuzz/ )andfortheutilitycontracts.Theindividualdirectoriescanbe
furtherdividedintodirectoriesbasedoncomponentsorbehaviorsbeingtested. e
Createasinglebasecontractthatinheritsfromthesharedutilitycontracts
andisinheritedbyindividualtestcontracts.Thiswillhelpreducecode duplicationacrossthetestsuite. e
Createaclearnamingconventionfortestfilesandtestfunctions.Thiswill
makeiteasiertofiltertestsandunderstandthepropertiesorcontractsthatare beingtested. UnitTesting
Weprovidethefollowinggeneralrecommendationsbasedonourfindings: e
Defineaspecificationforeachfunctionanduseittoguidethedevelopmentof
theunittests.Seeguidelinenumber3intheIdentifiedTestingDeficienciessection aboveformoreinformation.



e Improvetheunittests’coveragesothattheytestallfunctionsandcontractsin
thecodebase.Usecoveragereportsandmutationtestingtoguidethecreationof additionalunittests. e
Usepositiveunitteststotestthatfunctionsandcomponentsbehaveasexpected.
Ideally,eachunittestshouldtestasingleproperty,withadditionalunittestsfor
edgecases.Theunittestshouldtestthatallexpectedsideeffectsarecorrect. e
Improvetheuseofnegativeunittestsbhynotdefiningtestcasesthatpassonany
failurewithinatestbody;instead, eachnegativeunittestshouldtestforaspecific failurecase.
IntegrationandForkTesting
Integrationtestsbuildonunittestshytestinghowindividualcomponentsintegratewith eachotherorwiththird-
partycontracts.Itcanoftenbeusefultorunintegrationtestingon
aforkofthenetworktomakethetestingenvironmentasclosetoproductionaspossible
andtominimizetheuseofmockcontractswhoseimplementationcandifferfrom third-
partycontracts.Weprovidethefollowinggeneralrecommendationsonperforming integrationandforktesting:
hasheye 17PanopticlLiquidationEngineInvariantDevelopment PUBLIC

e Usetheinteractionspecificationtodevelopintegrationtests.Ensurethatthe
integrationtestsaidinverifyingtheinteractionspecification. e
Identifyvaluableinputdatafortheintegrationteststhatcanmaximizecode
coverageandtestpotentialedgecases. e
Usenegativeintegrationtests,similartonegativeunittests,totestcommon failurecases. e
Useforktestingtobuildontopoftheintegrationtestingsuite.Forktestingwill aidintestingthird-
partycontractintegrationsandintestingtheproper configurationofthesystemonceitisdeployed. e
Enrichtheforkedintegrationtestsuitewithfuzzedvaluesandcallsequences
(refertotheFuzzTestingrecommendationsbelow).Thiswillaidinincreasingcode coverage,validatingsystem-
levelinvariants,andidentifyingedgecases. FuzzTesting

Fuzztesting,alsoknownasfuzzing, isanautomatedtestingtechniquethatinvolvestesting
programbehaviorwithalargenumberofinputsandcallsequencestodiscoverbugsand
vulnerabilities.Itcanhelpidentifyarithmeticerrorssuchasprecisionloss,logicalerrors
suchasinsufficientaccesscontrols,andotherunexpectededgecasesthatmaybedifficult
todiscoverthroughunittestingormanualreview.Weprovidethefollowinggeneral
recommendationsonperformingfuzztesting: e Definesystem-andfunction-
levelinvariants.Invariantsarepropertiesthat

shouldalwaysholdwithinasystem,component, orfunction.Defininginvariantsisa
prerequisitefordevelopingeffectivefuzzteststhatcandetectunexpectedbehavior.
Developingarobustsystemspecificationwilldirectlyaidintheidentificationof system-andfunction-
levelinvariants. e Improvethefuzztestingcoverage.WhenusingEchidnaorMedusa, regularly
reviewthecoveragefilesgeneratedattheendofaruntodeterminewhetherthe
propertytests’assertionsarereachedandwhatpartsofthecodebaseareexplored
bythefuzzer.Toimprovethefuzzer’sexplorationandincreasethechancesthatit
findsanunexpectededgecase,avoidoverconstrainingthefunctionarguments. e
IntegratefuzztestingintotheCI/CDworkflow.Continuousfuzztestingcanhelp
quicklyidentifyanycodechangesthatwillresultinaviolationofasystemproperty,
anditforcesdeveloperstoupdatethefuzztestsuiteinparallelwiththecode.
Runningfuzzcampaignsstochasticallymaycauseadivergencebetweenthe operationsinthecodeandthefuzztests.
hasheye 18PanopticlLiquidationEngineInvariantDevelopment PUBLIC

e Addcomprehensiveloggingmechanismstoallfuzzteststoaidindebugging.
Loggingduringsmartcontractfuzzingiscrucialforunderstandingthestateofthe
systemwhenasystempropertyisbroken.Withoutlogging,itisdifficulttoidentify
thearithmeticoroperationthatcausedthefailure. e
Enricheachfuzztestwithcommentsexplainingthepreconditionsand
postconditionsofthetest.Strongfuzztestingrequireswell-definedpreconditions
(forguidingthefuzzer)andpostconditions(forproperlytestingtheinvariant[s]in
question).Commentsexplainingtheboundsoncertainvaluesandtheimportance
ofthesystempropertiesheingtestedwillaidintestsuitemaintenanceand debuggingefforts. MutationTesting
Atahighlevel,mutationtestsmakeseveralchangestoeachlineofatargetfileandrerun
thetestsuiteforeachchange.Changesthatresultintestfailuresindicateadequatetest
coverage,whilechangesthatdonotresultintestfailuresindicategapsinthetestcoverage.
Althoughmutationtestingisaslowprocess,itallowsauditorstofocustheirreviewon
areasofthecodebasethataremostlikelytocontainlatentbugs,anditallowsdevelopers
toidentifyandaddmissingtests.

Werecommendusingthreemutationtools, bothofwhichcanhelpdetectredundantcode,
insufficienttestcoverage,incorrectlydefinedtestsorconditions,andbugsinthe
underlyingsourcecodebeingtested: e
Necessistperformsmutationofthetestingsuitebyiterativelyremovinglinesinthe testcases. e



universalmutatorperformsmutationoftheunderlyingsourcecode. e slither-
mutatealsomutatesthesourcecode,leveragingSlither’sstaticanalysis
capabilitiestoincreasethemutators’efficiency. hasheye
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D.FuzzingHarnessDesign
Thefollowingdescribesthedesignofthefuzzingharnessanddetailssomeofthetradeoffs
andchoicesmadethroughtheengagement.Giventhatthereisnocanonicalwayof
performinginvarianttests,understandingthedecisionsmadewillhelptomaintainand
improvetheinvariantswrittenthroughtheengagement.
AsshowninfigureD.1,thecorecomponentsofthefuzzingharnessare: e The FuzzDeployments
contractdeploysandinitializesallofthedifferent
components(e.g.,thePanopticsystem),setsinitialbalances, andprovideswrappers
tothePanopticandUniswappools’ functions. e
TheActors,atotaloffivespecificEOAaddressesusedbyEchidnatointeractwith
thePanopticsystemthroughminting, burning,andliquidationofoptions.Theycan
beseenasnormalusersofthesystemthatinteractwithitinthesamewaya non-privilegeduserdoes. e
Thepoolmanipulator,aseparateEOAwithinfinitefundsthatissetuptointeract
withacontracttoperformcontrolledswapsontheuniswappool.Thisallowsthe
fuzzertosetthepoolpricetoaspecificvaluebyimpersonatingthisEOA. hasheye
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FigureD.1:Harnessdesign FreeversusGuidedOptionsCreation
Tocreateanoption,theuserfirstneedstohaveassettokens,andlockthemascollateral
bycallingthedepositfunction.Giventhatcollateralcannotberemovedonceanoptionhas
beencreated, theinitialdepositamountwillheavilyimpactthelikelihoodthattheposition
willbeliquidatedthroughthefuzzingsequence.Whilewedidexplorethecreationof
guidedoptions(i.e.,optionscreatedsuchthattheyareclosefrombeingliquidated),we
decidedtokeeptheoptionsnon-guided.Thiswasdonetokeepthetestsasgeneralas

possible, toavoidmissingpossibleissueshecausetheparameterswerelimitedinvalue.
LongandShortOptionsMinting
Mintinglongoptionsremovesliquidityfromtheprotocol.Mintingshortoptionshasthe
oppositeeffect:itprovidesliquiditytothesystem.Tobeabletomintlongoptions
associatedwithashortoption,wetestedtwostrategies.Thefirstonewastomintashort
positionbeforemintingalong,withthesameparametersandapositionsizebiggerthan
thelongoption.Thesecondonewastokeeptrackofthemintedshortpositions,and
createlongswiththoseparameters. Sequencelength
Thesequencelengthofafuzzerrunisthenumberoftransactionsthefuzzerwillperform
untilitresetstheEVMstatetoitsinitialpoint.Alargesequencelengthallowsexplorationof
amorecomplexstate;however, thereisalsoariskthatthestateendsinalockedstate(for
example,allthetokensaretransferredtoalockedplace).Basedonourempirical
evaluation,wedecidedtousealengthof500.Thisaffectsthetests,asmentionedinthe
CoveragelLimitationssection. On-Chainversus0-ChainFuzzing Echidnasupportsbhothon-chainandoff-
chainfuzzing.Whileon-chainfuzzingallowsmore
realisticscenarios,asitcanuserealpoolinformationfromUniswap,itsignificantlyslowed
thefuzzingprocess,anditcouldpreventtheexplorationofblackswanevents.Asaresult,
wedecidedtobuildanoff-chainfuzzingharness.Thedownsideofthisapproachisthatall
liquidity,activity,andfeesofthepoolwillhavetobesimulatedinthetests. SingleversusMultipleEntrypoints
Bydefault, Echidnacallsonlyonecontract.However,thefuzzerhasthepossibilitytocall
anydeployedcontractsifthe allContracts optionisset. Using allContracts
hastheadvantageofgeneratingmorecomplexinteractions,in
particulariftheexplorationrequirestocallmultiplecontractsindifferentsteps.However,it
comesatacostfortheexploration:thenumberofpotentialcallscanquicklyrise,and
includeunproductivecalls, suchascallingprivilegedfunctionsfromanormalaccount.In hasheye
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addition,randomlyfindingtherightinputsforcomplexparameters(e.g., TokenId )could
bechallengingforthefuzzer. Wedecidedtouseasingleentrypoint( FuzzDeployments

), favoringatargetedapproach
focusedontheoptionsmintingandtheirliquidations.Thisallowtheharnesstodothe following: e
Easilykeeptrackoftheoptionsminted,andtheirparameters e Focustheexplorationtowardthetargetedactions
EOAsversusContractActors Whentestingasystemwithmultipleactors, twoapproachescanbetaken: e
Leveragingtheprankcheatcodeinthemainharnesscontract, specifyingtheexact addressthatwillmakethecall e
Creatingoneindividualcontractwrapperperactor o Thisrequiressetting allContracts to true
Usingprankhastheadvantageofloweringthecomplexityoftheharness,whilethe
individualwrapperenablesbetterisolationoftheoperationsandavoidscheatcode-related



bugs.However, therearesomerisksassociatedwiththeuseofcheatcodesthathavetobe
considered;forexample, youcaninadvertentlystarttransactionsfromcontractaccounts,
makingthetestsituationimpossibletoreplicateinalivenetwork.
Inthecurrentharness,wechosetoleveragecheatcodesforeaseofuse.Iftheharness
growstoapointwheremultipleactorshavedifferentactions,movingtowardindividual
contractwrappercouldbebeneficial. hasheye 22PanopticlLiquidationEngineInvariantDevelopment PUBLIC



