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NoticesandRemarks CopyrightandDistribution ©2023byhasheye,Inc.

Allrightsreserved.hasheyeherebyassertsitsrighttobeidentifiedasthecreatorofthis

reportintheUnitedKingdom. Thisreportisconsideredbyhasheyetobepublicinformation;itislicensedtoNested

Financeunderthetermsoftheprojectstatementofworkandhasbeenmadepublicat

NestedFinance’srequest.Materialwithinthisreportmaynotbereproducedordistributed

inpartorinwholewithouttheexpresswrittenpermissionofhasheye.

ThesolecanonicalsourceforhasheyepublicationsisthehasheyePublicationspage.

Reportsaccessedthroughanysourceotherthanthatpagemayhavebeenmodifiedand

shouldnotbeconsideredauthentic. TestCoverageDisclaimer

Allactivitiesundertakenbyhasheyeinassociationwiththisprojectwereperformedin

accordancewithastatementofworkandagreeduponprojectplan. Securityassessmentprojectsaretime-

boxedandoftenreliantoninformationthatmaybe

providedbyaclient,itsaffiliates,oritspartners.Asaresult,thefindingsdocumentedin

thisreportshouldnotbeconsideredacomprehensivelistofsecurityissues,flaws,or

defectsinthetargetsystemorcodebase.

hasheyeusesautomatedtestingtechniquestorapidlytestthecontrolsandsecurity

propertiesofsoftware.Thesetechniquesaugmentourmanualsecurityreviewwork,but

eachhasitslimitations:forexample,atoolmaynotgeneratearandomedgecasethat

violatesapropertyormaynotfullycompleteitsanalysisduringtheallottedtime.Theiruse

isalsolimitedbythetimeandresourceconstraintsofaproject. hasheye 2NestedFinanceSecurityAssessment
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ExecutiveSummary EngagementOverview

NestedFinanceengagedhasheyetoreviewthesecurityofitsHyVM,Tetris,NestedDCA,

andNestedtokencodebases.FromJanuary30toFebruary10,2023,ateamoffive

consultantsconductedasecurityreviewoftheclient-providedsourcecode,withfour person-

weeksofeffort.Ourtestingeffortsfocusedonidentifyingissuesthatwouldallow

attackerstostealawallet’sfunds,breaktheHyVM’sexecution,abusethedollarcost

averaging(DCA)protocol,orstealvestedtokens.Withaccesstothesourcecodeand

documentation,weperformedstaticanddynamictestingofthetargetsystem,using

automatedandmanualprocesses.AfterdiscoveringseveralfindingsrelatedtotheDCA

contractsinthefirstpartoftheaudit,weworkedwithNestedFinancetoprioritize

reviewingtheHyVM,Tetris,andtokencodebasesfortheremainderoftheaudit. ObservationsandImpact

Indevelopingthetargetcodebases,NestedFinanceseemstohaveprioritizedmodularity,

supportformultipleusecases,andoptimizations;thisfocushasincreasedthecodebases’

complexityandrelatedrisksacrossmostofthecomponents.Duringourreview,we

identifiedmanyissuesrelatedtothefollowing,indicatingthatthecodebaseswouldbenefit

fromimprovedtestinganddatastructuredesign: ● Improperuseofdatastructuresandvalidation ●

Lackofclarityandexpectationswithregardtoaccesscontrols ●

Undefinedexpectationsoverthecontracts’statetransitions(e.g.,lifecycleofaDCA)

Duringtheaudit,wediscoveredseveralsignificantfindingsacrossmostofthecomponents,

includingthefollowing: ● Thelackofaccesscontrolsonthe callcode opcode,allowinganyonetodestroythe

HyVMcontract(TOB-NESTED-1) ● TheriskofmemorycorruptionintheHyVMduetoapossiblepointeroverflow (TOB-

NESTED-7) ● Theriskoftheftofaportfolio’svotingpowerduetoincorrectbookkeeping (TOB-NESTED-17) ●

TheriskoftheftoftokensintheDCAcontractduetoimproperaccesscontrols (TOB-NESTED-21) hasheye
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Throughourreview,wefoundthatthetestingandspecificationoftheHyVMcodebase

doesnotmeetthematurityrequirementsforacomponentwrittenentirelyinrawopcodes.

Moreover,theDCAcodebaseappearstorequirefurtherdevelopment,specificallyto

addressdatastructureissues. Recommendations

hasheyerecommendsthatNestedFinanceaddressthefindingsdetailedinthisreport

andtakethefollowingadditionalsteps: ●

Changethedesignparadigmtostriveforsimplicityovermodularityandmore generalsupportofmultipleusecases.

● CreateSolidityreferenceimplementationsforanycomponentthatisoptimized throughHuff. ●

EvaluatetheHyVMfeaturesthatareneededforcreatingandmanagingNested

wallets,andfocusthedevelopmentoftheHyVMbasedonthoseneeds. ●

DefinetheexpectedstatetransitionsoftheDCAandensurethatthe implementationfollowsthespecification.

Thefollowingtablesprovidethenumberoffindingsbyseverityandcategory. EXPOSUREANALYSIS SeverityCount

High6 Medium3 Low12 Informational8 CATEGORYBREAKDOWN CategoryCount AccessControls2 Authentication1

Configuration1 DataValidation18 Patching1 UndefinedBehavior6 hasheye

6NestedFinanceSecurityAssessment PUBLIC

ProjectSummary ContactInformation Thefollowingmanagerswereassociatedwiththisproject:

DanGuido,AccountManagerMaryO’Brien,ProjectManager dan@hasheye.iomary.obrien@hasheye.io
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projectkickoffcall February6,2023Statusupdatemeeting#1 February13,2023Deliveryofreportdraft

February13,2023Reportreadoutmeeting March20,2023Deliveryoffinalreport

April28,2023Deliveryoffinalreportwithfixreview(appendixE) hasheye 7NestedFinanceSecurityAssessment
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ProjectGoals TheengagementwasscopedtoprovideasecurityassessmentofNestedFinance’sHyVM,

Tetris,NestedDCA,andNestedtokencodebases.Specifically,wesoughttoanswerthe followingnon-

exhaustivelistofquestions: ● Cananattackerstealorfreezefunds? ●

Arethereappropriateaccesscontrolmeasuresinplaceforusersandowners? ●

Doesthesystem’sbehaviormatchthespecification? ●

Isitpossibletoperformsystemoperationswithoutpayingtherequiredamount? ●

ArethereanyundocumenteddiscrepanciesbetweentheuseoftheHyVMandEVM? ● IsHyVM’smemorymanagementsafe? ●

ArethereanyrisksofusingtheHuffproxy? ● Canuserswithdrawmorefrom Vesting contractsthanexpected? ●

Cana Vesting contract’sownerpreventthewithdrawaloftokens? ●

CanuserslosemoneyfromusingtheDCAcontracts? ● CananattackerpreventtheexecutionofaDCAstrategy? ●

AreallofthecommonSolidityflawsavoided? hasheye 8NestedFinanceSecurityAssessment PUBLIC

ProjectTargets Theengagementinvolvedareviewandtestingofthetargetslistedbelow. HyVM

Repositoryhttps://github.com/oguimbal/HyVM Version 4e760d4535cf0e55d4453583c9b1484e5f3d3f9c

TypeHuff PlatformEthereum Tetris Repositoryhttps://github.com/NestedFi/nested-core-tetris Version

af206e2d1e6070574bff5c2639569812a260a7f5 TypesSolidity,Huff PlatformEthereum NestedDCA

Repositoryhttps://github.com/NestedFi/nested-dca Version cdaaedb4612f5576d644b8032350e4fce40f1ba1

TypeSolidity PlatformEthereum NestedToken Repositoryhttps://github.com/NestedFi/nested-token

Version 31e0d470277c6e20f5fe1e537635d98fa1328980 TypeSolidity PlatformEthereum hasheye
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ProjectCoverage Thissectionprovidesanoverviewoftheanalysiscoverageofthereview,asdeterminedby

ourhigh-levelengagementgoals.Ourapproachesandtheirresultsincludethefollowing: ●

HyVM:ThiscomponentisanEthereumVirtualMachine(EVM)Hypervisorwrittenin

HuffthatallowsuserstoexecutearbitraryEVMbytecode.Thiscomponentreplaces

theuseofspecificscriptstointeractwithexternalprotocols.Wemanuallyreviewed

theHyVMtolookforpotentialdivergencesfromtheEVM.Wereviewedthememory

modeloftheHyVM,withafocusonfindingwaystobreaktheprotectedmemory.

Welookedathowthejumptableisconstructedandused.Finally,weperformed

differentialteststodetectfurtherdivergencesfromtheEVM’sexecution. ●

Tetris:Thiscomponentisanaccountabstractionprotocolthatenablesthecreation

ofsmartcontractwallets,called"Nestedwallets"ontheNestedplatform.Tetris

allowsuserstointeractwithanyprotocolandstoretheirfundsintheirwalletsallin

asingletransaction.Wemanuallyreviewedthecreationofsmartcontractwallets

andtheimplementationoftheiraccesscontrols.Additionally,welookedattheir

architecturalrisksandlookedforanypotentiallyproblematicinteractionswithother

systems,eitherthroughtheHyVMordirectcalls.WereviewedTetris’sproxy

contract,writteninHuff,andlookedforincorrectstack/memorymanipulationsand

opportunitiestoperturbtheuseoftheresolver. ●

Nestedtoken:ThiscomponentcontainsthecontractsrelatedtotheNested platform’snativeERC-

20token,NST,implementedusingOpenZeppelincontracts.

NSTtokenscanbevestedanddelegated.Wemanuallyreviewedthetoken’s

capabilitiesandfeaturestoensurethatuserscannotdisrupttransferring,voting,or

vestingprocesses.Wereviewedthevestingformulaandlookedforwaystorelease

moretokensthanexpected,suchasbyabusingtimelimitationsordeals.Wealso

searchedforopportunitiesforamalicious Vesting contractownertopreventthe

withdrawaloftokens.Finally,weusedautomatedtestingtoidentifyandcheck

propertiesrelatedtothevestingprocedure. ●

NestedDCA:ThiscomponentisaDCAprotocolthatallowsuserstoinvestafixed

dollaramountinoneormoretokens,regardlessoftheirprices.Userscanprogram

automatedrecurringswaps,calledtasks,whichwillthenbeexecutedbytheGelato

Network.Usersonlyneedtoensurethattheyhavesufficientfundstocoverthe

investmentandtheautomationfee.Wemanuallyreviewedtheinternal

bookkeepingoftasksanditsaccesscontrolstoensureitscorrectcreation,

execution,andremovalofswaps.Additionally,wepartiallyreviewedtheDCA component’sintegrationwiththird-

partyautomationsystemslikeGelato.Because

wefoundalargenumberofissuesrelatedtotheDCAduringthefirstweekofthe

review,NestedFinancedecidedtoreducethepriorityofthiscomponent.TheDCA hasheye
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contractswerenotcoveredduringthesecondweekofthereview.Therefore,

additionalissuesarelikelytobepresent. CoverageLimitations Becauseofthetime-

boxednatureoftestingwork,itiscommontoencountercoverage

limitations.Thefollowinglistoutlinesthecoveragelimitationsoftheengagementand

indicatessystemelementsthatmaywarrantfurtherreview: ●

CertaincomponentssuchastheNestedDCAandtheNST’svestingprocedurehad



incompleteorunclearspecifications/documentation,whichresultedinlower

coverageofcomplexinteractionsduringthemanualreviewprocess. ● Fourissueswerefoundinthe contract-

verifier componentoftheHyVMbut

arenotpresentinthisreport,asNestedFinanceclassifiedthiscomponentasoutof

scope.Additionalissuesarelikelypresentintheverifier.Thefollowingarethefour contract-verifier

issues: ○ TOB-NESTED-3: CHECK_DELEGATECALL and CHECK_CALLCODE pushincorrect opcodes ○ TOB-NESTED-

4:Missingcheckof verifyCall ’sreturndatasize ○ TOB-NESTED-5: CHECK_SSTORE

incorrectlychecksvaluesinsteadofkeys ○ TOB-NESTED-6: CHECK_SSTORE doesnotcheckfor

ERC_2771_ACTIVATED_SLOT ● Third-partycomponentssuchasOpenZeppelinandGelatocontractswerenot

reviewed. ● TheHuffprogramminglanguagecompilerwasoutofscope,soitssecurityand

correctnesswerenotreviewed. ● Previouslyknownissues(e.g.,theincorrectvalidationof JUMPDEST inthe

HyVM contract)arenotpresentinthisreport. hasheye 11NestedFinanceSecurityAssessment PUBLIC

AutomatedTesting hasheyeusesautomatedtechniquestoextensivelytestthesecuritypropertiesof

software.Weusebothopen-sourcestaticanalysisandfuzzingutilities,alongwithtools

developedinhouse,toperformautomatedtestingofsourcecodeandcompiledsoftware. TestHarnessConfiguration

Weusedthefollowingtoolsintheautomatedtestingphaseofthisproject: ToolDescription

SlitherAstaticanalysisframeworkthatcanstaticallyverifyalgebraicrelationships

betweenSolidityvariables

EchidnaAsmartcontractfuzzerthatcanrapidlytestsecuritypropertiesviamalicious, coverage-

guidedtestcasegeneration TestResults Theresultsofthisfocusedtestingaredetailedbelow.

VestingContract PropertyToolResult Ifthepreconditionsaremet,the setLeaver functionnever reverts.

EchidnaPassed Ifthepreconditionsaremet,the acceptDeals functionnever reverts. EchidnaPassed

Thedurationofthelastscheduleisalwaysstrictlypositive.EchidnaPassed The releasable

functionneverreverts.EchidnaPassed hasheye 12NestedFinanceSecurityAssessment PUBLIC

HyVMandEVMDifferentialTesting PropertyToolResult TherearenodiscrepanciesbetweentheEVM’sandHyVM’s

executions. EchidnaTOB-NESTED -7 TOB-NESTED -10 hasheye 13NestedFinanceSecurityAssessment PUBLIC

CodebaseMaturityEvaluation hasheyeusesatraffic-

lightprotocoltoprovideeachclientwithaclearunderstandingof

theareasinwhichitscodebaseismature,immature,orunderdeveloped.Deficiencies

identifiedhereoftenstemfromrootcauseswithinthesoftwaredevelopmentlifecyclethat

shouldbeaddressedthroughstandardizationmeasures(e.g.,theuseofcommonlibraries,

functions,orframeworks)ortrainingandawarenessprograms. CategorySummaryResult

ArithmeticOverall,thecodebasesdonotrelyoncomplex arithmetic.Mostofthearithmetic-relatedcomplexityis

locatedinthevestingandDCAoperations.Whilethe vestingprocess’sformulahasbeendocumentedand

sometestsareappliedtocheckthearithmetic,theuseof afuzzer—orasimilarautomatedtestingmethod—would

increaseconfidenceinthearithmeticoperations.For example,afuzzercouldstresstestthetokensreleased

overtimeandensurethattheirvaluesmatchtheir expectations.Additionally,foroperationsthatleadtoa

lossofprecision,werecommendincludingadditional documentationtoindicatethattheroundingdirection

doesnotbenefitusers.Finally,theuseofunprotected overflowoperationsintheHyVMcontractincreasesthe

likelihoodofmistakes. Moderate AuditingWhilethereareeventsforcriticalcomponentstomonitor

thesystemoff-chain,thereisalackofdocumentationon howtodoso.Additionally,anincidentresponseplan

describinghowtheprotocol’sactorsmustreactincaseof failurewasdrafted,butthefinalversionwasnot

availableduringthereviewperiod. Moderate Authentication/ AccessControls

Certaincomponentsofthecodebasehaveveryloose accesscontrols(e.g.,DCAtasks,thebridge’svoting

power,andHyVMdirectcalls).Therolesandnamesof certaincomponentssuchasthoseinthe Vesting

contract(e.g.,team/beneficiary)areconfusingandmake thecontrolsmoredifficulttoreview. Weak

Complexity Management Althoughmostofthefunctionsareshortandwell

identified,thecodebasessufferfromoverallcomplexity Weak hasheye 14NestedFinanceSecurityAssessment
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thatmaybeunnecessary.NestedFinancehasprioritized genericityandoptimizationindevelopingthecodebases,

whichhassignificantlyreducedtheirsimplicity.We identifiedseveralcomponentsthatcouldbedrastically

simplifiedwhileretainingallthefunctionalitiesrequired

byNestedwallets,includingtheproxiesandresolvers (TOB-NESTED-14)andtheuseoftheHyVMitself (TOB-

NESTED-8,TOB-NESTED-9). DecentralizationWhileNestedwalletsareintendedtobedecentralized

portfolios,theimplementationresolverpreventsthis goalfrombeingreached.Theowner(s)oftheresolver

couldchangetheimplementationusedforanywalletor factoryatanymoment.Eveniftheresolver’sownerisa

multisigwallet,themultisigownerscouldcolludeto makesuchchangesaswell.Userscurrentlyhaveno

mechanismtooptoutofemergencyupgrades,andthey couldlosecontrolovertheirwallets. Weak

DocumentationThequalityofthedocumentationisunevenacrossthe

codebases.Whiletheproxies’interactionsarewell documentedandhavediagrams,thefunctionalitiesof

theDCAandthe Vesting walletlackclarity.Several featureshaveambiguousormissingdocumentation(e.g.,

theDCAcontract’s tokensOutAllocation parameter ) . Duetoitslow-levelcomplexityandrisks,theHyVM



requiresawell-definedspecification,whichismissing. Weak Transaction OrderingRisks

AlthoughonlytheDCAprotocolwasindicatedasanarea ofconcernformaximalextractablevalue(MEV)risks,we

foundnotestsoftheprotocol’sslippageprotectionto preventrelatedvulnerabilities.Also,thedocumentation

containsnoclearidentificationoftheknownMEVrisks, anditisunclearwhethertherisksrelatedtoGelato

operatorsarewellunderstood. Moderate Low-Level Manipulation

Thecodebasesrelyheavilyontheuseofoptimizations andassembly;however,theiruseseemsunnecessaryin

severalcases.Thedocumentationandtestingpractices donotmatchthematurityrequiredforcontractswith

thisamountoflow-levelmanipulation.Forexample,we foundnotestsforsomeopcodes(including jump / jumpi )

intheHyVM.AreferenceimplementationinSolidityfor codethatwaswritteninHuffforthesolepurposeof Weak

hasheye 15NestedFinanceSecurityAssessment PUBLIC

optimizationsismissing.Withoutareference implementation,advancedtesting(e.g.,differential

fuzzing)cannotbeapplied,makingitmoredifficultto reviewthecode. Testingand Verification

Althoughunittestsareused,theydonotcovercertain features;asaresult,weencounteredcodethatis

nonfunctionalorunreachable(e.g.,theabilityto withdrawvotingpowerinthebridgeandtouseETHasa

tokenfeeintheDCAprotocol).Inadditiontothelackof unittestingcoverage,therearenofuzztests.Thesetypes

oftestsareparticularlyusefulforensuringthattheEVM canbecorrectlyexecutedbytheHyVM. Weak hasheye
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SummaryofFindings:HyVM

Thetablebelowsummarizesthefindingsofthereview,includingtypeandseveritydetails.

DetailedFindings:HyVM IDTitleTypeSeverity 1Unprotectedcallcodeallowsanyonetodestroy

theHyVMmastercontact DataValidationHigh 2Lackofcontractexistencechecksonlow-level calls

DataValidationHigh 7RiskofoverflowinFIX_MEMOFFSETthatcould allowattackerstooverwriteprotectedmemory

DataValidationHigh 8UserscandirectlycalltheHyVMimplementationUndefined Behavior Informational

9State-changingoperationspermittedinHyVMUndefined Behavior Informational

10Lackofcompletedocumentationontheknown HyVM/EVMdivergences Undefined Behavior Informational

11OutdatedHyVMusedbynested-core-tetrisUndefined Behavior Informational

12RisksassociatedwithusingtheHuffprogramming language PatchingInformational hasheye
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DetailedFindings:HyVM 1.UnprotectedcallcodeallowsanyonetodestroytheHyVMmastercontact

Severity:HighDifficulty:Low Type:DataValidationFindingID:TOB-NESTED-1 Target: HyVM.huff Description

The HyVM contractallowsunrestrictedaccesstoexecutethe callcode opcode,allowing

anyonetodestroythecontract.

TheHyVMisavirtualmachinethatsimulatesEVMexecution.Theopcodestobeexecuted

arepassedthroughthetransaction’scalldata.AmongotherEVMopcodes,the HyVM contractallowstheexecutionof

callcode : op_callcode: //takes//[gas,address,value,argsOffset,argsSize,retOffset,retSize]

//fixargsOffset swap3//[argsOffset,address,value,gas,argsSize,retOffset,retSize]

FIX_MEMOFFSET()//[hyvmArgsOffset,address,value,gas,argsSize,retOffset,retSize]

swap3//[gas,address,value,hyvmArgsOffset,argsSize,retOffset,retSize] //fixretOffset

swap5//[retOffset,address,value,hyvmArgsOffset,argsSize,gas,retSize]

FIX_MEMOFFSET()//[hyvmRetOffset,address,value,hyvmArgsOffset,argsSize,gas, retSize]

swap5//[gas,address,value,hyvmArgsOffset,argsSize,hyvmRetOffset, retSize] //checkcancall

CHECK_CALLCODE()//[gas,address,value,hyvmArgsOffset,argsSize,hyvmRetOffset, retSize]

callcode//[success] CONTINUE() Figure1.1: HyVM.huff#L682-L698

Thisopcodehasnorestriction.Therefore,anyonecanexecute callcode toacontrolled addressandexecute

selfdestruct todestroythe HyVM contract. hasheye 18NestedFinanceSecurityAssessment PUBLIC

CombinedwithissueTOB-NESTED-2,theimpactofthisissueismoresevere:if HyVM is

destroyedandNestedwalletsuse delegatecall tocall HyVM ,thosecallswillreturn

successbutwillnotexecuteanycode. Notethatthe delegatecall

opcodehasthesamerisk,butthisopcodeisnotexecutable throughadirectcallto HyVM . ExploitScenario

BobusesaNestedwalletforhisportfolio.Bobhasa$10millionpositionthatiscloseto

beingliquidated.Evenoticesthesituationandcalls selfdestruct throughthe callcode opcodetodestroythe

HyVM contract.Bobtriestoaddliquiditythroughtheexecutionofa HyVM

payload;histransactionssucceed,butnocodeisexecuted.Asaresult,Bob’sposition isliquidated.

Recommendations Shortterm,removethe callcode opcodeanddocumenttheremoval.The callcode

opcodeisdeprecatedandgenerallyconsideredunsafe.

Longterm,carefullyreviewtheEVMyellowpaperandbeawareofthesemanticsofevery

opcode.Documenteveryopcodeusedin HyVM andjustifytheirpresence. hasheye
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2.Lackofcontractexistencechecksonlow-levelcalls Severity:HighDifficulty:High

Type:DataValidationFindingID:TOB-NESTED-2 Target:Allcodebases Description Severalofthelow-

level/assemblycallsmadeinthecodebasesdonotcheckthattheir

destinationshavecode;thesecallswillsucceedeveniftheirdestinationshavenocode. Forexample,allthelow-



levelcallsin Proxy.huff lackcontractexistencechecks: #definemacroMAIN()=takes(0)returns(0){

LOAD_IMPLEMENTATION_RESOLVER_CALLDATA()

//[gas,implementationResolverAddress,argsOffset,argsSize,retOffset,retSize] staticcall //[success]

Figure2.1: Proxy.huff#L129-L131 //Delegatethecalltotheimplementation.retOffsetandretSizeare

//0x00becausewedon'tknowthesizeyet. delegatecall// [success] Figure2.2: Proxy.huff#L148-L150

CallHelper.sol ’s functionDelegateCallUnverified functionalsolackssuchacheck:

functionfunctionDelegateCallUnverified(addresstarget,bytesmemorydata) internal returns(bytesmemory)

{ (boolsuccess,bytesmemoryreturndata)=target.delegatecall(data); if(success){ returnreturndata; }

_revert(returndata); } Figure2.3: CallHelper.sol#L53-L62

TheSoliditydocumentationincludesthefollowingwarning: hasheye 20NestedFinanceSecurityAssessment
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Thelow-levelfunctionscall, delegatecall and staticcall return true astheirfirstreturnvalueifthe

accountcalledisnon-existent,aspartofthedesignoftheEVM.Accountexistencemustbecheckedpriorto

callingifneeded. Figure2.4:AsnippetoftheSoliditydocumentationdetailingunexpectedbehaviorrelatedto

delegatecall Asaresult,anycallmadetoanonexistentcontractwillreturnsuccess,evenifnocodewas executed.

Notethat functionDelegateCallUnverified ’sdocumentationstatesthatthischeckis notneeded:

///WedonotuseverifyCallResultFromTargetastheHyVMwill

///praticallyneverreturnanything.Inthecontextoftetris,weknow

///thatthetargetwillalwaysbeacontract.Hence,removingthis ///checkallowstoreducegasconsumption.

Figure2.5: CallHelper.sol#L46-L49 However,thevulnerabilityhighlightedinissueTOB-NESTED-

1indicatesthatthis optimizationisunsafe. ExploitScenario

BobusesaNestedwalletforhisportfolio.Bobhasa$10millionpositionthatiscloseto

beingliquidated.EveusesthevulnerabilitydescribedinTOB-NESTED-1todestroythe HyVM

contract.Bobtriestoaddliquiditythroughtheexecutionofa HyVM payload;his

transactionssucceed,butnocodeisexecuted.Asaresult,Bob’spositionisliquidated. Recommendations

Shortterm,implementacontractexistencecheckbeforeeverylow-levelcall.

Longterm,carefullyreviewtheSoliditydocumentation,especiallythe“Warnings”section.

Documenteveryassumptionmadeforcodeoptimizations,andensurethattheunderlying

invariantshold.Forexample,ifaninvariantisthatallthecontractsthatareusedexist,

extracaremustbetakentoensurethatallcalls’destinationsalwayshavecode. hasheye
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7.RiskofoverflowinFIX_MEMOFFSETthatcouldallowattackerstooverwrite protectedmemory

Severity:HighDifficulty:Medium Type:DataValidationFindingID:TOB-NESTED-7 Target: Pointer.huff

Description Apointeroverflowcouldoccurinthe FIX_MEMOFFSET macro,whichcouldallowattackers

tooverwriteanymemoryslot,includingtheexecutionpointer,jumptable,andthecontract verifierspace.

TheHyVMreservesthefirstmemoryslotsforinternaluse: 

Figure7.1:The“MemoryLayout”sectionoftheHyVMdocumentation hasheye 22NestedFinanceSecurityAssessment
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Toensurethattheexecutionofauser’ssmartcontractdoesnotimpactthesememory slots, FIX_MEMOFFSET

shiftsanymemoryaccessbythesizeoftheprotectedmemory: #definemacroFIX_MEMOFFSET()=takes(1)returns(1){

//Takes//[mem_offset] [HOST_MEMORY_START]add//[mem_offset+HOST_MEMORY_START] } Figure7.2:

Pointer.huff#L44-L47 However,thereisnooverflowprotectiononthe add operation.Asaresult,anattackercan

read/writetoanyprotectedmemorybyprovidingalargeoffset.

Ifanattackercanread/writetoprotectedmemory,theycouldoverwritethememoryused

bytheverifierorcontroltheexecutionpointerandjumptoany JUMPDEST .Inthelatter

case,theattackercouldusethiscontroltodestroythe HyVM contract(similartotheissue

describedinfindingTOB-NESTED-1).Forexample,iftheverifierisenabled,theattacker couldbypassallofthe

delegatecall protectionsbyjumpingto contract-verifier.checkcall_success .Thisisalsopossibleif

op_delegatecall is refactoredtoincludea JUMPDEST afterthechecks. ExploitScenario

Theverifierisenabled.Evecallsthe HyVM contractdirectlyandcausesanoverflowin FIX_MEMOFFSET

;theexecutionjumpsdirectlyover contract-verifier.checkcall_success andbypassesthe delegatecall

protections.EvehastheHyVMmakea delegatecall toacontractthatexecutes selfdestruct

.Asaresult,Evedestroyedthe HyVM contract. Recommendations Shortterm,addanoverflowcheckto

FIX_MEMOFFSET . Longterm,useafuzzertoensurethatuserscannotarbitrarilychangetheprotected memory.
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8.UserscandirectlycalltheHyVMimplementation Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-8 Target: HyVM.huff Description Althoughthe HyVM

contractisintendedtobecalledvia delegatecall (sothatthecodeis

executedinthecontextofthecaller),thecontractalsoallowsuserstomakedirectcallsto

theimplementationcontract.Thisbehaviorisrisky,anditisunclearwhetherthisfeatureis needed.

Becauseoftheincreasedriskassociatedwiththisissue,extracaremustbetakensothat

noforbiddenopcodeisexecutedinthecontextoftheHyVM.



Thefollowingaresomeoftherisksassociatedwithallowinguserstocallthe HyVM contract directly: ●

ThesettingofstoragevaluesthattheHyVMrelieson(asanyonecouldsetthem) ●

TheuseoftheHyVMasaswaprouterandtoapprovetokenspending ● TheriskthatuserscouldhavetheHyVMcallanOFAC-

sanctionedaddress,tainting theHyVM(andpossiblyallusers) ●

TheemissionofinappropriateordeceivingeventsfromtheHyVM Recommendations

Shortterm,preventtheHyVMfrombeingcalleddirectly;allowittobecalledonlyvia delegatecall .

Longterm,carefullyidentifythefeaturesthatareneededforNestedwallets,andfocusthe

developmentoftheHyVMbasedonthoserequirements. hasheye 24NestedFinanceSecurityAssessment PUBLIC

9.State-changingoperationspermittedinHyVM Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-9 Target: HyVM.huff Description The HyVM

contractallowsuserstoexecuteriskyoperations,includingstate-changing

operations,whichcouldmaketheuseoftheHyVMthroughNestedwalletsriskyand error-prone.

Amongotherriskyoperations, HyVM allowsuserstoexecutethefollowing: ● SSTORE and SLOAD

toreadandwritetoaNestedwallet’sstorage ● delegatecall and callcode toexecutearbitrarycode ● create

and create2 tocreatenewcontracts

AlthoughtheHyVMwasdesignedtobeagenericVM,theneedtoincludesupportforany

Nestedwalletusecaseisunclear.ManagementofaNestedwallet’sstoragelayoutthrough user-

providedscriptsishighlyriskyandislikelytoleadtomistakes.Thisalsosignificantly

increasestheattacksurface,allowingattackerstomoreeasilyexploitusersiftheycantrick

themintoexecutingmaliciouscode. Moreover,thecurrentversionoftheNestedSDKdoesnotseemtouseanystate-

changing operations,indicatingthatsuchoperationsarenotrequiredforusingNestedwallets.

Recommendations Shortterm,disable delegatecall , callcode ,and SSTORE .Consideralsodisabling SLOAD

, create ,and create2 . Longterm,evaluatethefeaturesrequiredfortheHyVM,anddisableanyunnecessary

operations.Changethedesignparadigmtostriveforsimplicityovermodularityand supportforanyusecase.
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10.LackofcompletedocumentationontheknownHyVM/EVMdivergences Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-10 Target: HyVM.huff Description

TheHyVMdoesnotstrictlyfollowtheEVMspecification.Theknowndivergencesarenot

clearlydocumented,whichincreasesthelikelihoodthatuserswillmakemistakeswhile usingtheHyVM.

ThefollowingaresomeoftheHyVM’sbehaviorsthatdonotalignwiththeEVM: ● calldataload

:Theopcode’sdocumentationinthe HyVM contractreads,"getting

calldataisnotsupportedinavm,"butinsteadofreverting, calldataload putsthe mockcalldata 0x0

onthestackwithoutwarning. ● calldatacopy :Thisopcodehasthesamedocumentationas calldataload ,

exceptitputs 0x0 intomemory. ● calldatasize :Thisopcodealwaysputsazeroonthestack. ● delegatecall

:Thisopcodereverts(unlessitiscalledinthecontextofa delegatecall ). ● selfdestruct

:Thisopcodereverts. ● jumpdest :Thisopcodedoesnotincludeachecktoensurethevalidityofthe opcode. ●

codesize :Thisopcodereturnsthe calldatasize andnottheVMsize.

Someofthesechoicesseemarbitrary,anduserswillhavetogothroughthe HyVM codeto identifythem.

Recommendations Shortterm,listalltheexpecteddivergencesbetweentheHyVMandEVMinacentralized

document.Explainandjustifyeverydivergence.

Longterm,usedifferentialfuzzingtoidentifyadditionaldivergencesbetweentheHyVM andEVM. hasheye
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11.OutdatedHyVMusedbynested-core-tetris Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-11 Target: nested-core-tetris/lib/HyVM/src/HyVM.huff

Description The nested-core-tetris folderusesanoutdatedversionof HyVM .Thisversionis error-

proneandincreasesthelikelihoodthatchangesin HyVM willnotbeproperlyhandled inthecorecontracts.

Asofthiswriting,thelatestcommitfor HyVM ,usedduringthiscodereview,is

4e760d4535cf0e55d4453583c9b1484e5f3d3f9c .However, nested-core-tetris is stillusing

849a1922f5f015bfe8f6f0089a31efe851d3665d ,whichisacommitfrom

Octoberof2022.Severalchangeshavebeenmadeto HyVM sincethiscommit:

Figure11.1:Thechangesmadebetweencommits 4e760d and 849a19

Thechangesmadesignificantmodifications,includingthefollowing: ● Arefactorofthejumptable ●

Newopcodes ● Changesintheopcodesemantics(e.g.,theuseoftheword“jump”) ● nested-core-tetris

’suseofthe HyVM contractfortestingin NestedWallet.t.sol , WalletFactory.invariants.t.sol ,

WalletFactory.t.sol , LegoUseCases.t.sol ,and NestedDca.t.sol Moreover,runningthetestswiththelatest

HyVM versiondoesnotresultinanyfailures, indicatingalackofin-depthtestingofthe HyVM

integrationinthecorecontracts. hasheye 27NestedFinanceSecurityAssessment PUBLIC

ExploitScenario Testsarewrittenthatassertthatthe HyVM contractdoesnotreverton delegatecall in

certainsituations,andnewcodeisdeployedbasedonthisfallacy.

BobusesaNestedwalletforhisportfolio.Hehasa$10millionpositionthatiscloseto

beingliquidated.Bobsubmitscodetoaddcollateral,butitreverts.Asaresult,Bob’s positionisliquidated.

Recommendations Shortterm,update nested_core_tetris ’suseoftheoutdated HyVM contractwiththe



latestversion.Additionally,consistentlyusethelatestdependenciesacrossallrepositories.

Increasetheintegrationtestsof HyVM inthecorecontracts.

Longterm,enableCIactionstoensurethecorrectdependenciesarebeingused.Ensure

thatadequatetestingisperformedtocatchpotentialdifferences.Considerusingmutation

testingtoincreasetheconfidenceinthetestsuite(seenecessist’sSoliditysupport). hasheye
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12.RisksassociatedwithusingtheHuprogramminglanguage Severity:InformationalDifficulty:Low

Type:PatchingFindingID:TOB-NESTED-12 Target: HyVM.huff , proxy.huff Description

TheuseoftheHuffprogramminglanguageleadstorisksrelatedtoitsunstablecodethat

arenotjustifiedandmaybeunnecessary.

TheHuffprogramminglanguageisstillunderheavydevelopment,andtherearenostable

releasesofityet.NestedFinanceusesaspecificunidentifiednightlyversionoftheHuff

compilerinitsGitHubCItestsinordertocompile HyVM ;otherwise,recentcompiler

versionswillcrash(e.g.,withnightlyversion e0f640f12373e0a98edfc1e33eb4cc40c6bec129 ).

$huffcsrc/HyVM.huff �Compiling... thread'main'hasoverfloweditsstack fatalruntimeerror:stackoverflow

Aborted Figure12.1:Acrashthatoccurswhentryingtocompile HyVM withoutthespecificversionofthe

HuffcompilerusedbyNestedFinance Additionally,toaddressabugintheHuffcompilerthatcausesthebuilt-

inHuff __codesize functiontoreturnanincorrectamountwhencalledfromwithinthe

constructoritself,thecodebasecontainsaworkaroundthatisspecifictotheHuffversion

used:intheconstructorfor HyVM.huff ,thereturnvalueof __codesize isadjustedby

addingtwo(bytes).WhenanewversionoftheHuffcompilercontainingafixforthisbugis released,if HyVM

continuestousethelatestcompilerversion,thentheruntimecodewillbe

twobytesshort,overwritingthelasttwobytesofthecodeandleft-shiftingtheaddressby twobytes.

///@devTheconstructorstorestheaddressoftheHyVmattheendofthe ///runtimebytecode.Seeop_delegatecall.

#definemacroCONSTRUCTOR()=takes(0)returns(0){ //storeaddressofHyVMcontractattheendoftheruntimecode

//memorypositionatconstructiontime. //Itseems__codesize(CONSTRUCTOR)doesnottakeintoaccount2bytes

//hencewefixitmanually hasheye 29NestedFinanceSecurityAssessment PUBLIC

0x02//[0x02] __codesize(CONSTRUCTOR)//[__codesize(CONSTRUCTOR),0x02] add//[offset] Figure12.2:

HyVM.huff#L22-L31 ExploitScenario TheknownHuffcompilerbugmentionedaboveisfixed,and HyVM

isdirectlydeployed. Because HyVM isstilladdingtwobytestothecodesize,thelayoutofthebytecodeis

incorrect,andtheretrievalof HyVM ’saddressinthecodesectionleadstoanincorrect value.Asaresult,the

delegatecall protectiondoesnotwork.Evemakes HyVM directly executea delegatecall toacontractthatruns

selfdestruct ,whichdestroysthe HyVM contract. Recommendations

Shortterm,properlydocumenttheversionoftheHuffcompilerandalloftheworkarounds

relatedtoitthatareusedinthecodebases.CreatereferenceimplementationsinSolidity

foreverycontractwritteninHuffandcomparetheirexecutiontotheexecutionoftheHuff contracts.

Longterm,carefullyrevieweverydesignchoiceandalwaysstriveforsimplicity.Makesure

tojustifyeveryuseofanewprogramminglanguage. hasheye 30NestedFinanceSecurityAssessment PUBLIC

SummaryofFindings:TetrisCore

Thetablebelowsummarizesthefindingsofthereview,includingtypeandseveritydetails. IDTitleTypeSeverity

13TimelockControllerEmergencycouldbeusedto allowanyonetoexecuteproposals ConfigurationLow

14Risksassociatedwiththeuseanddesignofthe Huffproxy Undefined Behavior Informational

15Useoftx.originforaccesscontrolsAccessControlsMedium 16AbilitytocreatewalletsbeforeWalletFactoryis

initialized DataValidationLow hasheye 31NestedFinanceSecurityAssessment PUBLIC

DetailedFindings:TetrisCore 13.TimelockControllerEmergencycouldbeusedtoallowanyonetoexecute

proposals Severity:LowDifficulty:High Type:ConfigurationFindingID:TOB-NESTED-13 Target:

TimelockControllerEmergency.sol Description

Thetimelockcontractcanbeconfiguredtouseopenroles,whichallowanyusertorun proposals. The

TimelockControllerEmergency contractisimplementedusingOpenZeppelin’s TimelockController

contracttoaddadelayforgovernancedecisionstobeexecuted: ///@authorNestedFi

///@authorExtendsTimelockControllerfromOZ

///@noticeItintroducesthe"Emergency"role,whichbypassesthetimelock

///process.Thisroleshouldbeamultisigwithmoremembersthanthe

///operationalmultisig,andcanbeusedincaseswherethetimelock

///delayisaproblem(e.g.inthecaseofacriticalvulnerability ///thatneedstobefixedimmediately).

contractTimelockControllerEmergencyisTimelockController{ ... Figure13.1:Thedefinitionofthe

TimelockControllerEmergency contractin TimelockControllerEmergency.sol

TheOpenZeppelincodeimplementstwofunctionstoexecuteproposalsusing"openroles":

//Thisfunctioncanreenter,butitdoesn'tposeariskbecause_afterCallchecks thattheproposalispending,

//thusanymodificationstotheoperationduringreentrancyshouldbecaught. //slither-disable-next-

linereentrancy-eth functionexecute( addresstarget, uint256value, bytescalldatapayload,



bytes32predecessor, bytes32salt )publicpayablevirtualonlyRoleOrOpenRole(EXECUTOR_ROLE){ hasheye
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... } functionexecuteBatch( address[]calldatatargets, uint256[]calldatavalues,

bytes[]calldatapayloads, bytes32predecessor, bytes32salt

)publicpayablevirtualonlyRoleOrOpenRole(EXECUTOR_ROLE){ ... } Figure13.2:Partofthe

TimelockController.sol codefromOpenZeppelin

Theuseofopenrolesmeansthatifthezeroaddressisaddedwiththeexecutorrole,then

anyonewillbeabletoexecuteproposals.Ifopenrolesisafeaturethatshouldneverbe

used,thenitshouldbedisallowedwhenthe TimelockControllerEmergency contractis deployed.

However,thecontract’sconstructordoesnotcontaincodetopreventtheuseofthezero

addressand,therefore,openroles: constructor( uint256minDelay, address[]memoryproposers,

address[]memoryexecutors, addressemergency )TimelockController(minDelay,proposers,executors){

//Adminroleforemergency _setRoleAdmin(EMERGENCY_ROLE,TIMELOCK_ADMIN_ROLE); //registeremergency

_setupRole(EMERGENCY_ROLE,emergency); } Figure13.3:Theconstructorofthe TimelockControllerEmergency

contract ExploitScenario Alicecreatesa TimelockControllerEmergency

contract,whichismisconfiguredusing onezeroaddress.Asaresult,Eveisallowedtorunproposals.

Recommendations Shortterm,eitherproperlydocumenttheopenrolesfeatureordisallowtheuseofzero

addresseswhensettingroles. hasheye 33NestedFinanceSecurityAssessment PUBLIC

Longterm,carefullyreviewanddocumenttheassumptionsandlimitationsregarding third-

partycodeintegrationsandconsiderwhetherthelimitationsareacceptableand whethertheassumptionshold.
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14.RisksassociatedwiththeuseanddesignoftheHuproxy Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-14 Target: Proxy.huff Description

ThedesignanduseoftheHuffproxycontractintroducerisksthatarenotjustifiedandmay beunnecessary.

TheHuffproxyisusedintwoplaces: ● Thewalletfactorycontract ● TheNestedwalletcontract

TheuseofHufftowritetheproxyisjustified:toreducetheproxy’ssize.However,theuse

oftheproxyinthewalletfactoryisunlikelytomeaningfullyreducethecostofdeploying thecontract.

Moreover,theproxyretrievestheimplementation’saddressusingaresolverwithdynamic dispatching: hasheye
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Figure14.1:The“Mechanism”sectionofthe nested-core-tetris documentation

Here,theproxycallstheimplementationresolverwitheither“ WalletFactory” or “ NestedWallet” .

Whentheimplementationisconstructed,theproxyappendsthenameofthe

implementationtotheendofthebytecode.Atruntime,theproxythenretrievesthename

fromthebytecodebycopyingitsvalue.

AlloftheseoperationsfollowthesameschemathatSolidity’simmutablevariablesdo,but

theyaredonethroughrawopcodemanipulations: /*-------------------------------------------------------

-------------------*/ /*MACROS*/ /*----------------------------------------------------------------

----------*/ ///@devCopytheimmutableimplementationnametomemory. /// hasheye
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///Immutablesareappendedattheendoftheruntimebytecodelikethe ///constants.

#definemacroCOPY_TO_MEMORY_IMPLEMENTATION_NAME()=takes(0)returns(0){

[IMPLEMENTATION_NAME_SIZE]//[size] dup1codesizesub//[offset,size]

[IMPLEMENTATION_NAME_OFFSET]//[destOffset,offset,size] codecopy//[] } Figure14.2: Proxy.huff#L89-

L95 Thispatternishighlyerror-prone.Becausealloftheseoperationscouldbereplacedwith

oneimplementationresolverpertypeofcontract,therisksthatcomewithusingthis patternmaybeunnecessary.

Recommendations Shortterm,useaSolidityproxyforthefactorycontract.Useoneimplementationresolver

pertypeofcontract. Longterm,carefullyrevieweverydesignchoiceandalwaysstriveforsimplicity.Makesure

tojustifyeveryuseofassemblycode. hasheye 37NestedFinanceSecurityAssessment PUBLIC

15.Useoftx.originforaccesscontrols Severity:MediumDifficulty:High Type:AccessControlsFindingID:TOB-

NESTED-15 Target: WalletFactory.sol Description Thewalletfactoryuses tx.origin

toauthenticateusers.Thispatterniscommonly

consideredinsecure,anditcouldresultinthecreationofundesiredwalletsorwalletsina vulnerablestate.

WalletFactory allowsuserstocallthe createAndCallTxOrigin functiontocreate walletswhoseowneris

tx.origin : functioncreateAndCallTxOrigin(bytes32salt,bytescalldatacall) external payable override

nonReentrant returns(addressnestedWallet,bytesmemorydata) { addresssender=tx.origin;

//DeployaNestedWallet nestedWallet=_deployWallet(salt,sender);

//TheWalletFactorymustbetemporarilytheownertobeabletoforward //thecalltotheWallet.

owners[nestedWallet]=address(this); //CallthedeployedNestedWallet

data=CallHelper.functionCall(nestedWallet,call,msg.value);

//(Re)setthesenderasownerofthecreatedwallet owners[nestedWallet]=sender;

emitNestedWalletCreated(nestedWallet,sender); } Figure15.1: WalletFactory.sol#L175-L198



However,theusercreatingthetransactionmightnotbeawarethatthisfunctionis

executed,whichwouldcreateanundesiredwallet.Moreover,amaliciousinitialcalltothe hasheye
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CallHelper.functionCall isexecutedin createAndCallTxOrigin ,whichcouldput

thecreatedwalletinavulnerablestate. ExploitScenario

BobfrequentlycreatesnestedwalletsthatholdUSDCtokens.Evenoticesthisandtricks

Bobintotransferringatokenwithacallback,andsheusesthecallbacktocall createAndCallTxOrigin

.Duringthewallet’sinitialization,thewalletapprovesEveto

transferallofitsUDSCtokens.ThenewwalletisshownintheNestedFinanceinterface.

Bobstartsusingthewallet.Aftersometime,thewalletholds$10millionworthofUSDC. Evestealsthetokens.

Recommendations Shortterm,remove createAndCallTxOrigin . Longterm,neveruse tx.origin

forauthentication. hasheye 39NestedFinanceSecurityAssessment PUBLIC

16.AbilitytocreatewalletsbeforeWalletFactoryisinitialized Severity:LowDifficulty:High

Type:DataValidationFindingID:TOB-NESTED-16 Target: WalletFactory.sol Description

Whenausercreatesanewwalletthroughthe WalletFactory contract,acheckfor

whetherthefactoryhasbeeninitializedcorrectlyismissing.Thismissingcheckcanresultin

thecreationofunusablewallets. Whenanewwalletiscreated,the _deployWallet

functioniscalled,whichdeploysa proxycontractgiventhebytecodefromthe _bytecodeWithArgs function.

///@devReturnthebytecodewithargsnecessaryforcreate2.

///Itisnotstoredinstorageasitismoreexpensivethanusing ///memory.

function_bytecodeWithArgs()privateviewreturns(bytesmemory){

returnabi.encodePacked(proxyByteCode,implementationResolver, bytes32("NestedWallet")); }

Figure16.1:The _bytecodeWithArgs functionin WalletFactory.sol Ifthe _deployWallet

functioniscalledbutthe WalletFactory contracthasnotbeenyet initialized,thenthe proxyByteCode

variablewillbeempty.Andifthebytecoderesulting fromthe abi.encodePacked(implementationResolver,

bytes32("NestedWallet")) functioncanbeinterpretedasvalidexecutablebytecode,

thenthewalletcreationwillsucceed,creatinganonfunctioningwallet.

Theabovesituationcanhappenwhentheimplementationresolveraddressstartswitha certainvalue,suchas 0x00

,whichisinterpretedasthe stop opcode.

AsnotedbyNestedFinance,thisissueiscurrentlynotreachableduetotheuseofthereentrancy

modifier.SeetheTOB-NESTED-16fixreviewresultsinthefixreviewappendixformoredetails. ExploitScenario

Alicecreatesanew NestedWallet proxy.Thecontractcreationsucceeds;however,Aliceis

unabletouseherwalletbecausethecontractdeployerforgottoinitialize WalletFactory . hasheye
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Recommendations Shortterm,have _deployWallet checkwhether initialized is true orrequirethatthe

proxybytecodebenon-empty.

Longterm,creatediagramsorflowchartsonthewalletcreationprocess,includingthe creationof WalletFactory

.Documentanyrequirementstobefulfilledforanyfunction,

andensurethattherelevantfunctionsrevertifthoseconditionsarenotmet. hasheye
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SummaryofFindings:Token

Thetablebelowsummarizesthefindingsofthereview,includingtypeandseveritydetails. IDTitleTypeSeverity

17RiskofportfoliovotingpowertheftDataValidationHigh 18acceptDealaddsunreleasedtokenstonew

vestingschedules DataValidationLow 19Vestingcontractownerisnotupdatedwhen

VestingFactoryownerchanges AuthenticationInformational 20Unboundedloopscouldcausedenialofservice

forthird-partyintegrations DataValidationLow hasheye 42NestedFinanceSecurityAssessment PUBLIC

DetailedFindings:Token 17.Riskofportfoliovotingpowertheft Severity:HighDifficulty:Low

Type:DataValidationFindingID:TOB-NESTED-17 Target: Bribes.sol Description

Duetoincorrectbookkeeping,anyonecanstealaportfolio’svotingpower. The deposit

functiondepositsthegivennumberoftheuser’sNST( amount )andincreases

thechosenportfolio’spowerbythatnumber.

functiondeposit(addressptf,uint256amount)externaloverridenonReentrant{

if(amount==0)revertInvalidAmount(amount); powers[ptf]+=amount; deposits[_msgSender()]+=amount;

nst.safeTransferFrom(_msgSender(),address(this),amount); emitDeposited(ptf,_msgSender(),amount); }

Figure17.1:The deposit functionin Bribes.sol The withdraw functiondoestheopposite—

itwithdrawstheuser’sdepositanddecreases thechosenportfolio’spowerbythenumberoftokenswithdrawn.

functionwithdraw(addressptf,uint256amount)externaloverridenonReentrant{

if(amount==0)revertInvalidAmount(amount); if(deposits[_msgSender()]

<amount)revertAmountExceedsDeposit(amount); powers[ptf]-=amount; deposits[_msgSender()]-=amount;

nst.safeTransfer(_msgSender(),amount); emitWithdrawn(ptf,_msgSender(),amount); } Figure17.2:The

withdraw functionin Bribes.sol hasheye 43NestedFinanceSecurityAssessment PUBLIC



However,thereisnochecktoensurethattheportfoliousedtowithdrawwastheoneused

todeposit.Asaresult,anattackercoulddepositNSTtoincreasethepowerofportfolioA

andwithdrawNSTtodecreasethepowerofportfolioB. ExploitScenario

Bobdelegates100NSTofbribestoAlice'sportfolio.Eveallocates100NSTofbribesto

herself.Evethenremoves100NSTofbribesfromAlice'sportfolio.Asaresult,Evehas

stolen100NSTofvotingpowerfromAlice’sportfolio. Recommendations Shortterm,use

mapping(addressdepositor=>addressportfolio) totrackportfolio bookkeeping.

Longterm,carefullydocumentthedatastructurechoicesandtheirassumptions.Ensure

thatpropervalidationandtestsareplacedonoperationsthatimpactandareimpactedby

userfunds.ConsiderusingEchidnatotestmultiple-transactioninvariantsontheNested contracts. hasheye
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18.acceptDealaddsunreleasedtokenstonewvestingschedules Severity:LowDifficulty:Medium

Type:DataValidationFindingID:TOB-NESTED-18 Target: Vesting.sol Description

Claimabletokensbecomeunclaimableifnewvestingschedulesarecreated,delayingthe

opportunityforuserstowithdraw. Whenadealisacceptedthroughthe acceptDeal

functionduringanactivevesting schedule,anewvestingscheduleisautomaticallypushed.

functionacceptDeal(addressrecipient,uint256amount)externaloverrideonlyOwner onlyTeam{ ...

//Createanewschedule,ifit'safterthecliffandnotfullyvested if( block.timestamp>currentSchedule.start

&&block.timestamp<currentSchedule.start+currentSchedule.duration ){ schedules.push( Schedule({

start:block.timestamp, duration:currentSchedule.duration-(block.timestamp- currentSchedule.start),

released:0, dealed:0 }) ); } //Removethecurrentdeal currentDeal=bytes32(0);

emitDealAccepted(recipient,amount); } Figure18.1:The acceptDeal functionin Vesting.sol

However,claimabletokensinthepreviousschedulewillbeaddedtothenewvesting

scheduleinsteadofbeingreleased.Thiscreatesadelayedvestingscheduleandaslower

tokenreleasethanexpected. hasheye 45NestedFinanceSecurityAssessment PUBLIC

ExploitScenario Bobreceives1,001NSTthatwillbevestedoverthenexttwoyears.Afteroneyear,Bob

createsanOTCdealfor1NST.BobstillhasnotclaimedanyofhisclaimableNSTtokens

(around500NST).Alice,theowner,acceptsBob’sdeal,andBobreceives1vestedNST.

Becausehisdealwasaccepted,anewvestingscheduleisautomaticallycreatedforBob.

Thenewscheduleissettoreleaseallofhisremaining1,000NSTovertheremainingyear.

NowBobistemporarilyunabletoclaimhisoriginallyclaimable500NST. Recommendations

Shortterm,includeacallto _releaseNst in acceptDeal sothatallclaimabletokensare

releasedbeforeanewvestingscheduleispushed.

Longterm,createadiagramhighlightingthestatetransitionsofthe Vesting contract.In

thisdiagram,emphasizethetransitiontonewvestingschedulesandidentifyunderlying

invariants.Ensurethatunittestscovereverytransition.ConsiderusingEchidnatotest

invariantsrelatedtovesting. hasheye 46NestedFinanceSecurityAssessment PUBLIC

19.VestingcontractownerisnotupdatedwhenVestingFactoryowner changes

Severity:InformationalDifficulty:High Type:AuthenticationFindingID:TOB-NESTED-19 Target:

VestingFactory.sol Description Afterownershipofthe VestingFactory

contractistransferred,thepreviousownerstill controlsthepreviouslycreated Vesting

contractsandcanwithdrawfundsfromthem.Itis unclearwhetherthisbehaviorisintended. Whencreatinga

Vesting contract, VestingFactory assignsitsowncurrentownertothe created Vesting contract’sowner:

functioncreateVesting( boolteamBeneficiary, addressbeneficiary, uint256cliff, uint256duration,

uint256leaverIncrease, uint256allocation )externalonlyOwnerreturns(VestingnewVesting){

newVesting=newVesting(nst,teamBeneficiary,beneficiary,owner(),cliff, duration,leaverIncrease);

vestings.push(newVesting); IERC20(nst).safeTransfer(address(newVesting),allocation);

emitVestingCreated(address(newVesting),allocation); } Figure19.1:The createVesting functionin

VestingFactory.sol Ownershipofthe VestingFactory contractcanbetransferredinatwo-stepprocess.If the

VestingFactory ownerchanges,allnew Vesting contractswillbeownedbythenew VestingFactory

owner;however,theprevious VestingFactory ownerwillcontinueto controltheexisting Vesting

contracts.Asaresult,twodifferentownerswillcontrol differentsetsof Vesting

contracts.Thepreviousownercanwithdrawfundsfrom Vesting

contractsbeforetheirvestingschedulescomplete. Recommendations

Shortterm,documenttheprocesssothatusersareinformedofwhowillcontrola Vesting contractwhenthe

VestingFactory owneristransferred. hasheye 47NestedFinanceSecurityAssessment PUBLIC

Longterm,exercisecautionwhenimplementingcodethatreusescontractownersfor

othercontracts;ensurethattransactionsfortransferringownershipofallthecontracts

ownedbyasingleaddressareexecutedatonce. hasheye 48NestedFinanceSecurityAssessment PUBLIC

20.Unboundedloopscouldcausedenialofserviceforthird-party integrations Severity:LowDifficulty:High

Type:DataValidationFindingID:TOB-NESTED-20 Target: VestingFactory.sol , Vesting.sol Description

Unboundedloopstocomputethetotalnumberoftokensreleasedinthe VestingFactory and Vesting



contractscanresultinadenialofserviceofthecontracts integratingwiththese Vesting contracts. The

VestingFactory contractcreates Vesting contractsandstorestheiraddressesin the vestings variable.The

totalReleased functioninthe VestingFactory contract

iteratesoverthislistofvestingcontractsandcallsitselfonthegiven Vesting contractto

computethetotalnumberoftokensreleasedtoallofthebeneficiaries.

functiontotalReleased()externalviewreturns(uint256total){ for(uint256i;i<vestings.length;i++){

total+=vestings[i].totalReleased(); } } Figure20.1:The totalReleased functionin VestingFactory.sol

The totalReleased functioninthe Vesting contractalsoiteratesoverthelistof

schedulestocomputethetotalnumberoftokensreleasedtothebeneficiaries.Anew

scheduleisaddedtothelistforeverydealmadebetweenthestartandendofthevesting

period.Thisway,thenumberofschedulescangrowtoanyarbitrarynumber.

functiontotalReleased()externalviewoverridereturns(uint256){ uint256total;

for(uint256i=0;schedules.length>i;i++){ total+=schedules[i].released; } returntotal; }

Figure20.2:The totalReleased functionin Vesting.sol Therefore,the totalReleased functioninthe

VestingFactory contractcanthrowan out-of-

gaserroriftoomanyvestingsorschedulesareadded,resultinginadenialofservice

ofthecontractcallingthisfunction. hasheye 49NestedFinanceSecurityAssessment PUBLIC

Similarunboundedloopsareusedinotherfunctionslike totalReleasable and totalAllocation inthe

VestingFactory contractandthe totalDealed functioninthe Vesting

contract.Allofthesefunctionscanalsocauseadenialofserviceofthecontract callingtheminatransaction.

ExploitScenario TheNestedFinanceteamcreates100 Vesting contracts,oneforeachteammemberand

stakeholder.Eve,oneoftheteammembers,creates100,000dealstosellhertokensduring

thevestingperiod.Theowneracceptsallofthesedeals.Now,anycontractcallingthe totalReleased

functiononthe VestingFactory contractwillneedtoiteratethrough

10,000,000items,whichmayresultinanout-of-gaserrorandmakethecontractunusable. Recommendations

Shortterm,documentthisbehaviortomakesurethirdpartiesareawareoftherisks.

Longterm,carefullyreviewoperationsthatconsumealargeamountofgas,especially

thoseinloops.Modelanyvariable-lengthloopstoensurethattheycannotblockcontract

executionwithintheexpectedsystemparameterlimits. hasheye 50NestedFinanceSecurityAssessment PUBLIC

SummaryofFindings:DCA

Thetablebelowsummarizesthefindingsofthereview,includingtypeandseveritydetails. IDTitleTypeSeverity

21DCAownershiptransferscanbeabusedtosteal tokens AccessControlsHigh

22RiskofunlimitedslippageinNestedDcaswapsDataValidationHigh

23InsufficientDCAexistencecheckcouldresultinan inconsistentstate DataValidationLow

24UserspreventedfromusingspecialETHaddress topayGelatofees DataValidationLow

25DCAtaskscanbestoppedbyanyoneDataValidationMedium 26DCAtaskIDscanbemanuallysetDataValidationLow

27restartDcalacksdatavalidationDataValidationMedium 28ReentrancyvulnerabilitiesinNestedDcacould

allowGelatooperatorstodrainleftovertokens DataValidationLow

29UnclearusageofDca.tokensOutAllocationUndefined Behavior Informational hasheye
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DetailedFindings:DCA 21.DCAownershiptransferscanbeabusedtostealtokens Severity:HighDifficulty:Low

Type:AccessControlsFindingID:TOB-NESTED-21 Target: NestedDca.sol Description

DCAownershipistransferredwithouttheconsentofthenewowner,whichmeansthat

DCAownershiptransferscanbeabusedtostealusers’tokens.

TherecipientofaDCAswapisstoredintheswapparameter ISwapRouter.ExactInputSingleParams.recipient .

structDca{ uint120lastExecuted; uint112interval; uint16swapSlippage; boolisGelatoWatching;

uint16[]tokensOutAllocation; bytes32taskId; ISwapRouter.ExactInputSingleParams[]swapsParams; }

Figure21.1:The Dca structin INestedDca.sol

Inmostcases,therecipientoftheswapwillalsobethecreatoroftheDCA,storedin ownerOf[dcaId]

.Whenanautomatedswapisperformed,thetokensaretransferred

fromthecurrentownerofthegivenDCAtotherecipientdefinedintheswapparameters.

IERC20(swapParams.tokenIn).safeTransferFrom( ownerOf[dcaId],address(this),swapParams.amountIn );

//PerformtheDCAprogrammedswap amountsOut[i]=_performDcaSwap(dcaId,i); Figure21.2:The performDca

functionin NestedDca.sol WhenownershipofaDCAistransferredviathe transferDcaOwnership function,the

functionsetsthenewownerwithoutcheckingforthenewowner’sconsent.Ifownershipis hasheye
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transferredaftertheDCAhasalreadybeensetupandstarted,thenthetokenswillbe

transferredfromthenewuserinstead.

Thisissuecanbeabusedtostealtokensfromanyuserthathasalreadygiventheir token-spendingapprovaltothe

NestedDca contract. ExploitScenario

BobsetsupaDCAtoconverthisUSDCtokenstoETH.Forthispurpose,hehasgiventhe NestedDca

contractunlimitedapproval.Hecurrentlyhas$1millionworthofUSDCinhis



wallet.EvenoticesthisandsetsupaDCAthattransfers$1millionofUSDC(thatshedoes

notown)toETHinasingleswap.ShethenstartstheDCAandimmediatelytransfersthe

ownershipoftheDCAtoBob.OnceEve’sautomatedtaskisperformed,Bob’s$1millionof USDCistransferredtoEve.

Recommendations Shortterm,eitherdisallowtransfersofDCAownershiporaddatwo-stepownership

transferprocess,inwhichthenewownermustaccepttheownershiptransfer.

Longterm,createdocumentation/diagramsthathighlightallofthetransfersofassetsand

thetokenapprovals.Addadditionaltests,anduseEchidnatotestsysteminvariants

targetingtheassetsandDCAtransfers. hasheye 53NestedFinanceSecurityAssessment PUBLIC

22.RiskofunlimitedslippageinNestedDcaswaps Severity:HighDifficulty:Low

Type:DataValidationFindingID:TOB-NESTED-22 Target: NestedDca.sol Description Theswapsexecutedbythe

NestedDca contractfromUniswapV3allowunlimitedslippage

becausetheslippageprotectionisassignedtoamemoryvariablethatisnotpassedonto

thenextfunctionexecutingtheswap.

WhenexecutingswapsonUniswap,aslippagecheckparameterisrequiredtoprotect

usersfrompayinganunexpectedlyhigheramountforthetokenbeingbought. The NestedDca

contractexecutestheDCAbyswappinguser-configuredtokensinaloop, asshownbelow:

for(uint256i;i<swapsAmount;){ ISwapRouter.ExactInputSingleParamsmemoryswapParams=

dcas[dcaId].swapsParams[i]; addressuniswapPool=

uniswapFactory.getPool(swapParams.tokenIn,swapParams.tokenOut, swapParams.fee);

if(pools[uniswapPool]==0)revertUnauthorizedUniswapPool(uniswapPool);

//Computetheminimumacceptableoutputamount

swapParams.amountOutMinimum=ExchangeHelpers.estimateDcaSwapAmountOut(

uniswapPool,swapParams,uint32(pools[uniswapPool]), dcas[dcaId].swapSlippage );

IERC20(swapParams.tokenIn).safeTransferFrom( ownerOf[dcaId],address(this),swapParams.amountIn );

//PerformtheDCAprogrammedswap amountsOut[i]=_performDcaSwap(dcaId,i); unchecked{ ++i; } } hasheye
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Figure22.1:The performDca functionin NestedDca.sol

Theswapparametersareassignedfromcontractstoragetoalocalmemoryvariable named swapParams

.Theslippagevalueiscomputedandsettothememoryvariable swapParams.amountOutMinimum

.Thisvalueisnotsettothestoragevariable;therefore,

itisvisibleonlyinthescopeofthisfunction,notinotherfunctionsthatreadswap parametersfromstorage. The

performDca functionthencallsthe _performDcaSwap function,whichagainassigns

swapparametersfromcontractstoragetoalocalmemoryvariablenamed swapParams ,as shownbelow:

function_performDcaSwap(bytes32dcaId,uint256swapParamsIndex) private returns(uint256amountOut) {

ISwapRouter.ExactInputSingleParamsmemoryswapParams= dcas[dcaId].swapsParams[swapParamsIndex];

amountOut=uniswapRouter.exactInputSingle(swapParams); } Figure22.2:The _performDcaSwap functionin

NestedDca.sol Sothevalueof swapParams.amountOutMinimum isnotcorrectinthescopeofthe _performDcaSwap

function—itis 0 ,indicatingnoslippageprotection.Thisincorrectvalue

isthensentasanargumenttotheUniswapV3router,whichexecutestheswapwithout

slippageprotection.Anattackercanfront-runorsandwichtheswaptransactiontobenefit

fromthisunprotectedswaptransaction. ExploitScenario

AliceusesaDCAstrategytobuy$50,000worthofMyTokeneveryday.TheDCAisexecuted

everydayat9a.m.ETbytheGelatooperators.Evefront-runsthetransaction,buys$10,000

worthofMyToken,andsellsthemdirectlyafterAlice'stransaction.Asaresult,Alicebought

MyTokenatanunfairprice,andEveprofitedfromit. Recommendations

Shortterm,havethecodepassthevalueofthememoryvariable swapParams fromthe performDca functiontothe

_performDcaSwap functionasanargument.

Longterm,carefullyreviewthecodetocheckforthecorrectuseofvaluessettomemory

variables.Addunittestcasesthatmimicfront-runningtocapturesuchissues. hasheye
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23.InsucientDCAexistencecheckcouldresultinaninconsistentstate Severity:LowDifficulty:Low

Type:DataValidationFindingID:TOB-NESTED-23 Target: NestedDca.sol Description

AfterrenouncingownershipofaDCA,ausercanrecreatethesameDCAandloseaccessto

thetasksassociatedwiththepreviousDCA.ThiscanbreakassumptionsmadebyGelato’s

componentsandbreakotherthird-partyintegrations. The createDca

functioncomputesanIDforaDCAbyhashingtheparametersprovidedby

theuser.ItthenchecksfortheexistenceofaDCAwiththesameIDbycheckingwhetheran

ownerisalreadyassignedtothegiven dcaId .

functioncreateDca(Dcacalldata_dca)publicnonReentrantreturns(bytes32dcaId){

if(_dca.isGelatoWatching)revertDcaMustNotBeStartedAtCreation(); //SetuptheDCA

dcaId=_setupDca(_dca); if(ownerOf[dcaId]!=address(0))revertDcaAlreadyExist(dcaId); ...

Figure23.1:The createDca functionin NestedDca.sol The renounceDcaOwnership

functionallowsausertorenounceownershipofaDCAby settingtheownertoaddress 0x0



.However,thisfunctiondoesnotcheckwhetherthe GelatotaskcreatedfortheDCAhasbeenstopped.

functionrenounceDcaOwnership(bytes32dcaId)publicvirtualonlyDcaOwner(dcaId){

_transferDcaOwnership(dcaId,address(0)); } Figure23.2:The renounceDcaOwnership functionin

OwnableDca.sol IfauserwhorenouncedownershipcreatesanewDCAwiththesameparameters,thenew

DCAwillhavethesame dcaId asthepreviousoneandwillresetthe isGelatoWatching and taskId variables.

PreviouslycreatedtaskswillnolongerbeassociatedwiththeDCAintheNestedcontract,

preventingthemfrombeingstopped.TheywillstillbeenabledintheGelatonetwork.Asa hasheye
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result,multipleunstoppabletaskscanbecreatedforthesameDCA.Thiscouldbreakthe

system’sintegrationswiththird-partycomponents. ExploitScenario

AlicecreatesandstartsaDCA.Aftersometime,sherenouncesherownershipofit.Later,

AlicecreatesanewDCAwithexactlythesameparameters.AnewDCAgetscreatedwith herpreviousDCA’s dcaId

,whichalreadyhasaGelatotaskrunningforit.Alicestartsthe newDCAagainandselectsadifferent feeToken

,allowinghertocreateanewGelatotask forherDCA,whichwillthensetanewthe dca.taskId

inthecontractstorage.Thisleaves AlicewithtwoactiveGelatotasksforone dcaId . Recommendations

Shortterm,implementourrecommendationsforanalternativeschemaforstoringDCAsin the NestedDca

contract,proposedinappendixC.

Longterm,documenttheexpectedvalidationthatshouldoccurwhenaDCAiscreated.

CreateadiagramhighlightingthelifecycleofaDCAandtheunderlyinginvariants.Create

unittestsforeachstatetransition,andconsiderusingEchidnatotestmultiple-transaction invariants.
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24.UserspreventedfromusingspecialETHaddresstopayGelatofees Severity:LowDifficulty:Low

Type:DataValidationFindingID:TOB-NESTED-24 Target: NestedDca.sol Description The startDca

function’scheckoftheprovidedfeetokenaddressblocksusersfromusing ETHtopayGelatofees. The startDca

functionallowsuserstostarttheirDCAsusingaparticularfeetoken

addresstopayGelatofees.Aspartofthevalidation,itchecksthatthefeetokenaddress

pointstoadeployedaddress(i.e.,anaddresswithdeployedcode).

functionstartDca(bytes32dcaId,addressfeeToken) public override onlyDcaOwner(dcaId)

returns(bytes32taskId) { Dcastoragedca=dcas[dcaId];

if(dca.isGelatoWatching)revertDcaAlreadyStarted(dcaId);

if(feeToken.code.length==0)revertAddressNotContract(feeToken); ... Figure24.1:The startDca

functionin NestedDca.sol Gelatofeesarepaidbythe _transferGelatoFees

functioninthetokenspecifiedbythe user:

addressinternalconstantETH=0xEeeeeEeeeEeEeeEeEeEeeEEEeeeeEeeeeeeeEEeE; ...

function_transferGelatoFees(bytes32dcaId,uint256feeAmount,addressfeeToken) private{

if(feeToken!=ETH){ IERC20(feeToken).safeTransferFrom(ownerOf[dcaId],gelato,feeAmount); }else{

WETH.transferFrom(ownerOf[dcaId],address(this),feeAmount); WETH.withdraw(feeAmount);

(boolsuccess,)=gelato.call{value:feeAmount}("");

if(!success)revertEthTransferFail(address(this),gelato); hasheye 58NestedFinanceSecurityAssessment
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} } Figure24.2:The _transferGelatoFees functionin NestedDca.sol However,thespecialETHaddress(

0xEee.. )willneverhavedeployedcode;therefore,it cannotbeusedasafeetoken.If 0xEee issupplied,the

else branchin _transferGelatoFees isunreachable. ExploitScenario

AlicecreatesaDCAandwantstopaytheGelatofeesusingETH.ShecheckstheGelato

documentationandusesthecorrectfeetokenaddress,butthe NestedDca contract

revertswhenshetriestostartherDCA.Sheisforcedtouseanothertokentopayherfees. Recommendations

Shortterm,properlydocumentthespecialETHaddressandmodifythe startDca function

toallowuserstousetheETHaddresstopayGelatofees.

Longterm,makesurethatthecodehasenoughunitandintegrationteststotestallofits features. hasheye
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25.DCAtaskscanbestoppedbyanyone Severity:MediumDifficulty:Low Type:DataValidationFindingID:TOB-

NESTED-25 Target: NestedDca.sol Description StoppinganactiveDCAtaskreliesonauser-

providedparameter,thetaskID.However,

thereisnovalidationperformedonthisvalue,soanyautomatedDCAtaskcanbestopped byanyone. The stopDca

functiontakesasinputaDCAIDanda gelato-ops taskID.

functionstopDca(bytes32dcaId,bytes32_taskId)publicoverrideonlyDcaOwner(dcaId) {

Dcastoragedca=dcas[dcaId]; if(!dca.isGelatoWatching)revertDcaAlreadyStopped(dcaId);

IOps(ops).cancelTask(_taskId); dca.isGelatoWatching=false; emitDcaStopped(dcaId,_taskId); }

Figure25.1:The stopDca functionin NestedDca.sol OwnershipoftheDCAisverifiedthroughthe

onlyDcaOwner(dcaId) modifier.However, therearenochecksperformedonthe _taskId

parametertoverifythatthegiventaskID belongstotheprovidedDCAID(i.e.,

require(_taskId==dcas[dcaId].taskId) ),or



thatthegivenDCAhaseversuccessfullystartedataskinthefirstplace.

ThismeansthatanyoneisabletosupplyataskIDofarunningDCAtoshutdownanother user'sautomatedtask.

ExploitScenario Alicesetsupatasktodollar-cost-averageher100millionTokenAbacktoUSDCoverthe

nextmonth.EvestopsAlice’sDCAtask.Afteronemonth,TokenA'svaluesuddenlydeclines

tonearlyzero.Withoutherknowledge,Alice’stokenhaslostallofitsvalue,sincetheDCA

taskwasnotperformedafterbeingstoppedbyEvewithoutAlice’sapproval. hasheye
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Recommendations Shortterm,addacheckthatverifiesthatthetaskIDmatchesthetaskIDfromtheprovided

DCA,orhavethecodesimplydirectlyaccessthetaskIDstoredforthegivenDCA.

Longterm,documenttheexpectedvalidationthatshouldoccurwhenaDCAtaskis

stopped.CreateadiagramhighlightingthelifecycleofaDCAandtheunderlyinginvariants.

Createunittestsforeachstatetransition,andconsiderusingEchidnatotest multiple-transactioninvariants.
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26.DCAtaskIDscanbemanuallyset Severity:LowDifficulty:Low Type:DataValidationFindingID:TOB-NESTED-26

Target: NestedDca.sol Description The taskId

parameterofaDCAshouldbesetonlybyGelato,butitcanbearbitrarilyset

bytheuser.ThiscanbreakassumptionsmadebyGelato’scomponentsandbreakother third-partyintegrations. The

createDca functiondoesnotcheckwhethertheuserhasmanuallysetthe dca.taskId

parameter,eventhoughitverifiesthatotherparametershavenotbeen manuallyset.

functioncreateDca(Dcacalldata_dca)publicnonReentrantreturns(bytes32dcaId){

if(_dca.isGelatoWatching)revertDcaMustNotBeStartedAtCreation(); //SetuptheDCA

dcaId=_setupDca(_dca); if(ownerOf[dcaId]!=address(0))revertDcaAlreadyExist(dcaId);

ownerOf[dcaId]=msg.sender; dcas[dcaId]=_dca; dcas[dcaId].lastExecuted=uint120(block.timestamp-

_dca.interval); ... } Figure26.1:The createDca functionin NestedDca.sol

ThetaskIDshouldbeassignedonlybyGelatowhen startDca iscalled.Itcanbeassigned

onlyonceandismeanttobeuniquetoonecreatedDCAtask. functionstartDca(bytes32dcaId,addressfeeToken)

public override onlyDcaOwner(dcaId) returns(bytes32taskId) { Dcastoragedca=dcas[dcaId];

if(dca.isGelatoWatching)revertDcaAlreadyStarted(dcaId); hasheye 62NestedFinanceSecurityAssessment
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... taskId=IOps(ops).createTask( address(this),abi.encodeCall(this.performDca,(dcaId)),moduleData,

feeToken ); dca.isGelatoWatching=true; dca.taskId=taskId; emitDcaStarted(dcaId,taskId,feeToken); }

Figure26.2:The startDca functionin NestedDca.sol

BecausethecodedoesnotensurethattaskIDshavebeensetonlybyGelato,anattacker

couldclaimtobethecreatorofanyexistingtaskorofataskthatdoesnotexist.Thiscould

breakthesystem’sintegrationwiththird-partycomponents. ExploitScenario

AlicehasabotthatwatchesthetaskIDofeveryDCA.BobcreatesaDCAandataskIDof 0x41414141

.EvecreatesanewDCAandsetsthetaskIDto 0x41414141 .Alice’sbotwas

notdesignedtohandlemultipleDCAswiththesametaskID,soitcrashes. Recommendations

Shortterm,implementourrecommendationsforanalternativeschemaforstoringDCAsin the NestedDca

contract,proposedinappendixC.

Longterm,documenttheexpectedvalidationthatshouldoccurwhenaDCAiscreated.

CreateadiagramhighlightingthelifecycleofaDCAandtheunderlyinginvariants.Create

unittestsforeachstatetransition,andconsiderusingEchidnatotestmultiple-transaction invariants.
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27.restartDcalacksdatavalidation Severity:MediumDifficulty:Medium Type:DataValidationFindingID:TOB-

NESTED-27 Target: NestedDca.sol Description The restartDca functionhassimilarfunctionalitytothe

createDca function;however,it lacksimportantsafetychecksandcouldbeabused. restartDca

behavessimilarlyto createDca .ItsetsupaDCAandstoresitsparameters andowner.

functionrestartDca(bytes32dcaId,Dcacalldata_dca)publicoverride

onlyDcaOwner(dcaId)returns(bytes32newDcaId){ //SetuptheDCA newDcaId=_setupDca(_dca);

if(dcaId==newDcaId)revertNothingToRestart(dcaId); //ErasethepreviousDCA deletedcas[dcaId];

deleteownerOf[dcaId]; //StorethenewDCA dcas[newDcaId]=_dca;

dcas[newDcaId].lastExecuted=uint120(block.timestamp-_dca.interval); ownerOf[newDcaId]=msg.sender;

emitDcaRestarted(dcaId,newDcaId,msg.sender,_dca.swapsParams); } Figure27.1:The restartDca

functionin NestedDca.sol Thefollowingarethestepsinwhich restartDca differsfrom createDca :

1.Itdoesnotcheckwhetherthe .isGelatoWatching parameterisalreadyset.

2.ItdoesnotcheckwhetherthenewDCAalreadyexistsandisrunning.

3.Itdoesnotsetthemaximumtokenallowancefortherelevanttokens. 4.Itdoesnotcheckwhether

dca.swapsParams[i].sqrtPriceLimitX96 is 0 . hasheye 64NestedFinanceSecurityAssessment PUBLIC

Themissingcheckinstep1allowsuserstosetthe .isGelatoWatching and .taskId

systemparameters.AnyusercouldstopanyDCAtaskbyresettinganexistingDCA, spoofingthetaskID,andsetting

isGelatoWatching to true .



Themissingcheckinstep2allowsuserstooverwriteanexistingDCA.Withoutthischeck,

userscandisruptanexistingDCAbysetting isGelatoWatching to false againor taskId totheempty bytes32

value.Byresettingthe taskId ,theoriginaltaskwillnotbe

associatedwithaDCAanymore,anditwillnotbepossibletocancelit.

Furthermore,themissingapprovalsinstep3meanthatthe performDca functionwillfailif

thetokensforthenewDCAdifferandifthe NestedDca contracthasnotpreviouslygiven

tokenspendingapprovalforthesetokens. ExploitScenario Alicesetsupatasktodollar-cost-

averageher100millionTokenAbacktoUSDCoverthe

nextmonth.EvestopsAlice’sDCAtask.Afteronemonth,TokenA'svaluesuddenlydeclines

tonearlyzero.Withoutherknowledge,Alice’stokenhaslostallofitsvalue,sincetheDCA

wasnotperformedafterbeingstoppedbyEvewithoutAlice’sapproval. Recommendations

Shortterm,implementthefourmissingstepsdescribedinthisfindingin restartDca .

Longterm,documenttheexpectedvalidationthatshouldoccurwhenaDCAiscreated.

CreateadiagramhighlightingthelifecycleofaDCAandtheunderlyinginvariants.Create

unittestsforeachstatetransition,andconsiderusingEchidnatotestmultiple-transaction invariants.
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28.ReentrancyvulnerabilitiesinNestedDcacouldallowGelatooperatorsto drainleftovertokens

Severity:LowDifficulty:High Type:DataValidationFindingID:TOB-NESTED-28 Target: NestedDca.sol

Description The performDca and updateDcaAmount functionscontainareentrancyvulnerabilitythat

couldallowmaliciousGelatooperatorstodrainleftovertokens. The performDca

functionletsGelatooperatorsperformDCAtasks.The safeTransferFrom functioniscalledbefore

_performDcaSwap totransferthenumberof tokensspecifiedinthe swapParams.amountIn variable:

IERC20(swapParams.tokenIn).safeTransferFrom( ownerOf[dcaId],address(this),swapParams.amountIn );

//PerformtheDCAprogrammedswap amountsOut[i]=_performDcaSwap(dcaId,i); Figure28.1:

NestedDca.sol#L312-L317 The _performDcaSwap functioncallstheUniswaprouterandswapsthenumberoftokens

specifiedin swapParams.amountIn : function_performDcaSwap(bytes32dcaId,uint256swapParamsIndex)

private returns(uint256amountOut) { ISwapRouter.ExactInputSingleParamsmemoryswapParams=

dcas[dcaId].swapsParams[swapParamsIndex]; amountOut=uniswapRouter.exactInputSingle(swapParams);

Figure28.2: NestedDca.sol#L401-L407 TheDCA’sownercanchangethevalueof swapParams.amountIn

atanytimebycalling the updateDcaAmount function:

functionupdateDcaAmount(bytes32dcaId,uint256_amount)publicoverride hasheye
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onlyDcaOwner(dcaId){ if(_amount==0)revertInvalidDcaAmount(_amount);

for(uint256i;i<dcas[dcaId].swapsParams.length;){

ISwapRouter.ExactInputSingleParamsstorageswapParams= dcas[dcaId].swapsParams[i];

swapParams.amountIn=(_amount*dcas[dcaId].tokensOutAllocation[i])/ 10000; Figure28.3:

NestedDca.sol#L231-L236 However,thereisnoreentrancyprotectionineither performDca or updateDcaAmount

.If atokenbeingtransferredhasacallbackmechanism,amaliciousGelatooperatorcoulddo thefollowing: ●

Make performDca transferasmallnumberoftokens ● Reenterinto updateDcaAmount tochange

swapParams.amountIn tobealarger number ●

TriggertheUniswapswapwithmoretokensthanweresentthroughtheDCAtask

Asaresult,amaliciousGelatooperatorcouldstealtokensthatareleftinthecontract. ExploitScenario

EveisamaliciousGelatooperator.Shenoticesthat$10,000worthofTokenAarestuckin the NestedDca

contract.TokenAhasacallbackmechanism.Eveexploitsthereentrancy vulnerabilityin performDca

tostealthetokens. Recommendations Shortterm,addthe nonReentrant modifierto performDca and

updateDcaAmount . Longterm,carefullyevaluateeveryfunctionthatdoesnotfollowthe check-effect-

interactionpattern.Documentanyknownreentrancyrisks. hasheye 67NestedFinanceSecurityAssessment
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29.UnclearusageofDca.tokensOutAllocation Severity:InformationalDifficulty:Low

Type:UndefinedBehaviorFindingID:TOB-NESTED-29 Target: NestedDca.sol Description

Thedocumentationofthe tokensOutAllocation parameterofthe Dca structisunclear

anddoesnotmatchthecurrentimplementation. The tokensOutAllocation parameter,a uint16

array,isdefinedinthe Dca struct. structDca{ uint120lastExecuted; uint112interval;

uint16swapSlippage; boolisGelatoWatching; uint16[]tokensOutAllocation; bytes32taskId;

ISwapRouter.ExactInputSingleParams[]swapsParams; } Figure29.1:The Dca structdefinitionin

INestedDca.sol Thedocumentationindicatesthatthevaluesin tokensOutAllocation aretheallocation

percentageforeachtoken. -**tokensOutAllocation**:DCA'sallocationpercentageforeachtoken

Figure29.2:ThedescriptionoftheDCAdatastructurein README.md

Itis,however,notarequiredparameterbecausethenumberoftokenstobetransferred arestoredinthe

tokensOutAllocation parameter.The tokensOutAllocation parameterisusedonlyinthe updateDcaAmount

function,inwhichthe swapParams.amountIn parameterisupdated.

///@noticeUpdateaDCAinputtokensamounttoswaponeachperiod. ///@paramdcaIdTheDCAbytes32ID.

///@param_amountThenewDCAamounttoswap.



functionupdateDcaAmount(bytes32dcaId,uint256_amount)publicoverride onlyDcaOwner(dcaId){

if(_amount==0)revertInvalidDcaAmount(_amount); hasheye 68NestedFinanceSecurityAssessment PUBLIC

for(uint256i;i<dcas[dcaId].swapsParams.length;){

ISwapRouter.ExactInputSingleParamsstorageswapParams= dcas[dcaId].swapsParams[i];

swapParams.amountIn=(_amount*dcas[dcaId].tokensOutAllocation[i])/ 10000; unchecked{ ++i; } }

Figure29.3:The updateDcaAmount functionin WalletFactory.sol Theamountsin tokensOutAllocation

arecomputedfractionsoftheamountgivenasa parameter.Theexactpercentagesforeachtokenarestoredin

tokensOutAllocation , whichisnotchangeablewithoutrecreatingtheDCA.Thisintroducesmorecomplexityand

gasusageandlimitsthenumberofpossiblevaluesthatthenewamountscantake.

Furthermore,itassumesthatalloftheinputtokensin swapParams arethesame. Recommendations

Shortterm,remove tokensOutAllocation andallowthetokenamountsforDCAtasksto

begiveninabsolutequantities.

Longterm,carefullyconsidereveryfeatureaddedtoasmartcontract.Makesurethe

feature’sgoalsareclearandnecessary. hasheye 69NestedFinanceSecurityAssessment PUBLIC

A.VulnerabilityCategories

Thefollowingtablesdescribethevulnerabilitycategories,severitylevels,anddifficulty

levelsusedinthisdocument. VulnerabilityCategories CategoryDescription

AccessControlsInsufficientauthorizationorassessmentofrights

AuditingandLoggingInsufficientauditingofactionsorloggingofproblems

AuthenticationImproperidentificationofusers

ConfigurationMisconfiguredservers,devices,orsoftwarecomponents

CryptographyAbreachofsystemconfidentialityorintegrity DataExposureExposureofsensitiveinformation

DataValidationImproperrelianceonthestructureorvaluesofdata

DenialofServiceAsystemfailurewithanavailabilityimpact

ErrorReportingInsecureorinsufficientreportingoferrorconditions

PatchingUseofanoutdatedsoftwarepackageorlibrary

SessionManagementImproperidentificationofauthenticatedusers

TestingInsufficienttestmethodologyortestcoverage TimingRaceconditionsorotherorder-of-

operationsflaws UndefinedBehaviorUndefinedbehaviortriggeredwithinthesystem hasheye
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SeverityLevels SeverityDescription

InformationalTheissuedoesnotposeanimmediateriskbutisrelevanttosecuritybest practices.

UndeterminedTheextentoftheriskwasnotdeterminedduringthisengagement.

LowTheriskissmallorisnotonetheclienthasindicatedisimportant.

MediumUserinformationisatrisk;exploitationcouldposereputational,legal,or moderatefinancialrisks.

HighTheflawcouldaffectnumeroususersandhaveseriousreputational,legal, orfinancialimplications.

DifficultyLevels DifficultyDescription

UndeterminedThedifficultyofexploitationwasnotdeterminedduringthisengagement.

LowTheflawiswellknown;publictoolsforitsexploitationexistorcanbe scripted.

MediumAnattackermustwriteanexploitorwillneedin-depthknowledgeofthe system.

HighAnattackermusthaveprivilegedaccesstothesystem,mayneedtoknow

complextechnicaldetails,ormustdiscoverotherweaknessestoexploitthis issue. hasheye
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B.CodeMaturityCategories

Thefollowingtablesdescribethecodematuritycategoriesandratingcriteriausedinthis document.

CodeMaturityCategories CategoryDescription

ArithmeticTheproperuseofmathematicaloperationsandsemantics

AuditingTheuseofeventauditingandloggingtosupportmonitoring Authentication/ AccessControls

Theuseofrobustaccesscontrolstohandleidentificationand

authorizationandtoensuresafeinteractionswiththesystem Complexity Management

Thepresenceofclearstructuresdesignedtomanagesystemcomplexity,

includingtheseparationofsystemlogicintoclearlydefinedfunctions Cryptographyand KeyManagement

Thesafeuseofcryptographicprimitivesandfunctions,alongwiththe

presenceofrobustmechanismsforkeygenerationanddistribution

DecentralizationThepresenceofadecentralizedgovernancestructureformitigating

insiderthreatsandmanagingrisksposedbycontractupgrades

DocumentationThepresenceofcomprehensiveandreadablecodebasedocumentation Transaction OrderingRisks

Thesystem’sresistancetofront-runningattacks Low-Level Manipulation

Thejustifieduseofinlineassemblyandlow-levelcalls Testingand Verification

Thepresenceofrobusttestingprocedures(e.g.,unittests,integration

tests,andverificationmethods)andsufficienttestcoverage RatingCriteria RatingDescription

StrongNoissueswerefound,andthesystemexceedsindustrystandards.



SatisfactoryMinorissueswerefound,butthesystemiscompliantwithbestpractices.

ModerateSomeissuesthatmayaffectsystemsafetywerefound. hasheye 72NestedFinanceSecurityAssessment
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WeakManyissuesthataffectsystemsafetywerefound.

MissingArequiredcomponentismissing,significantlyaffectingsystemsafety.

NotApplicableThecategoryisnotapplicabletothisreview.

NotConsideredThecategorywasnotconsideredinthisreview. Further Investigation Required

Furtherinvestigationisrequiredtoreachameaningfulconclusion. hasheye
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C.RecommendationsforNestedDca’sDataSchema

SeveralissuesdescribedinthisreportstemfromanincorrectschemausedtostoreDCAs in NestedDca

.Thisappendixproposesanalternativestrategythatwillreducethecode’s complexityandtheunderlyingrisks.

CurrentSchema DCAsarerepresentedbythe Dca structure: structDca{ uint120lastExecuted;

uint112interval; uint16swapSlippage; boolisGelatoWatching; uint16[]tokensOutAllocation;

bytes32taskId; ISwapRouter.ExactInputSingleParams[]swapsParams; } FigureC.1: INestedDca.sol#L24-L32

Thesefieldsaresetbyeithertheuserorthe NestedDca contract: ● The interval , swapSlippage ,

tokensOutAllocation ,and swapsParams fields aremeanttobecontrolledbytheusers. ● The lastExecuted ,

isGelatoWatching ,and taskId fieldsaremeanttobesetby NestedDca ,followingtheDCAlifecycle.

EverycreatedDCAisstoredinthe dcas mapping: ///@noticeMapoftheDCAsidwithalltheirinformation.

///IfyouwanttogetaDCAdetails,usegetDcafunction.thesolidity

///compilerdoesnotsupportreturningstructwitharraysusing ///mappings.

mapping(bytes32=>Dca)privatedcas; FigureC.2: NestedDca.sol#L78-L82

Thekeyofthemappingisgeneratedbyhashingalloftheparametersofthe Dca structure:

dcaId=keccak256(abi.encode(msg.sender,_dca)); FigureC.3: NestedDca.sol#L420

Thisschemaintroducesseveralrisks,includingthefollowing: hasheye 74NestedFinanceSecurityAssessment
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● Parametersthataremeanttobesetbythesystemcanbedirectlysetbyusers.This

requiresthecontracttoperformadditionalcheckstoensurethattheyhavenot

beensetbyusers,whichcouldresultinissues(seefindingsTOB-NESTED-23and TOB-NESTED-26). ●

DCAscanberecreatedaftertheyarestartedortheirownershipisdropped(see findingsTOB-NESTED-23andTOB-

NESTED-27). ● UsersarenotabletocreatetwoDCAswiththesameparameters. ProposedSchema

Insteadofhashingthestructure,useaglobalcounter.The createDca functionwouldtake onlytheuser-

controlledparametersanddirectlysetthesystemparameterstotheirdefault values:

createDCA(interval,swapSlippage,tokensOutAllocation,swapsParams){

dcaId=dcaCounter++;//note:itcouldbeauser-levelcounterifneeded ..//DCAvalidation dca[dcaId]=Dca( 0,

interval, swapSlippage, false, tokensOutAllocation, 0x0, swapsParams ) FigureC.4:Pseudocodefor

createDca Thisschemawouldmakeiteasiertovalidatetheuser-controlledinputandwouldprevent system-

controlledvariablesfrombeingaffectedbyusers. hasheye 75NestedFinanceSecurityAssessment PUBLIC

D.CodeQualityFindings Thisappendixlistsfindingsthatarenotassociatedwithspecificvulnerabilities.

HyVM ● Updatethesignatureofthe CONTINUE macro.Thesignaturestatesthatthe

macroreturnsoneelement,butitreturnsnoelements. NestedWallet ●

Beexplicitwhenreferencingmultipleoverloadedfunctionsinthe NestedWallet

contract.Toavoidconfusion,thecodeinfigureD.1couldbe changedtothecodeinfigureD.2:

addresssender=isERC2771Activated()?_msgSender():Context._msgSender(); FigureD.1:

NestedWallet.sol#L80 addresssender=isERC2771Activated()?ERC2771Context._msgSender():

Context._msgSender(); FigureD.2:AlternativetothecodeinfigureD.1 ● ReconsidertheuseofETHin

NestedWallet .Thiscontractwasdesignednotto

holdanyETH.However,usersareallowedtounwrapETH,butareunabletoeasily

transferitout.Thisisbecausethecallhelperfunctionsrequiretherecipientto

containcodewhencallswithvaluearemade. Vesting ● Documenttheuseofthe delegate

function.Thisfunctionallowsthebeneficiary

ofvestedtokenstodelegatethevestingvotingpower,butitisnotdocumented outsideoftheSoliditycode. ●

Renamethe onlyTeam modifier.Themodifier’scurrentnamecouldmisleadusers

intothinkingthatthemodifierperformsanaccesscontrol,whileitdoesnot. Consideralternativenames,suchas

allFeaturesEnabled or onlyIfTeamBeneficiaryIsEnabled . ● CorrecttheNatSpeccommentssurroundingthe

Vesting.setLeaver function in src/Vesting.sol (lines174–178).Thiscommentreferstoaspecificperiodof

timetoincreasethevestingschedule("15months'')whencalling setLeaver ,but

thisperiodisnolongerrelevantasthedurationisvariablewhenthecontractis initialized. hasheye
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DCA ● Reducethecomplexityofthe setMaxAllowance functionorjustifyitspurpose.

Thisfunctionhasanuncleargoalandpurpose. TestingandDeployment ● Addvalidationfortheinputofthe

HuffHelper.getHuffByteCode function.



Thisfunctionwillnotworkcorrectlyifthefilepathusedcontainsspacesorspecial

characters,resultingeitherinarevertorevenanincorrectdeploymentofthe

bytecodecompiledbytheHuffcompiler. hasheye 77NestedFinanceSecurityAssessment PUBLIC

E.FixReviewResults Whenundertakingafixreview,hasheyereviewsthefixesimplementedforissues

identifiedintheoriginalreport.Thisworkinvolvesareviewofspecificareasofthesource

codeandsystemconfiguration,notcomprehensiveanalysisofthesystem.

FromApril24toApril26,2023,hasheyereviewedthefixesandmitigationsimplemented

bytheNestedFinanceteamfortheissuesidentifiedinthisreport.Wereviewedeachfixto

determineitseffectivenessinresolvingtheassociatedissue.

Insummary,ofthe25issuesdescribedinthisreport,NestedFinancehasresolved12

issues,haspartiallyresolvedtwoissues,andhasnotresolvedtheremainingtwoissues.In

addition,noneofthenineDCAissueswereresolved,asNestedFinancedecidedtorewrite

thiscodebase.Foradditionalinformationonthefixstatusesofselectissues,pleaseseethe

DetailedFixReviewResultsbelow. HyVM IDTitleSeverityStatus

1Unprotectedcallcodeallowsanyonetodestroythe HyVMmastercontact HighResolved(PR #39)

2Lackofcontractexistencechecksonlow-levelcallsHighPartially resolved(PR #102)

7RiskofoverflowinFIX_MEMOFFSETthatcould allowattackerstooverwriteprotectedmemory HighResolved(PR

#40) 8UserscandirectlycalltheHyVMimplementationInformationalResolved(PR #36) 9State-

changingoperationspermittedinHyVMInformationalUnresolved 10Lackofcompletedocumentationontheknown

HyVM/EVMdivergences InformationalResolved(PR #38) 11OutdatedHyVMusedbynested-core-

tetrisInformationalResolved(PR #107) hasheye 78NestedFinanceSecurityAssessment PUBLIC

12RisksassociatedwithusingtheHuffprogramming language InformationalPartially resolved(PR

#33,PR#108, PR#104) TetrisCore IDTitleSeverityStatus 13TimelockControllerEmergencycouldbeusedto

allowanyonetoexecuteproposals LowResolved(PR #101) 14Risksassociatedwiththeuseanddesignofthe

Huffproxy InformationalUnresolved 15Useoftx.originforaccesscontrolsMediumResolved(PR #100)

16AbilitytocreatewalletsbeforeWalletFactoryis initialized LowResolved Token IDTitleSeverityStatus

17RiskofportfoliovotingpowertheftHighResolved(PR #10) 18acceptDealaddsunreleasedtokenstonewvesting

schedules LowResolved(PR #13) 19Vestingcontractownerisnotupdatedwhen VestingFactoryownerchanges

InformationalResolved 20Unboundedloopscouldcausedenialofservicefor third-partyintegrations

LowResolved(PR #11) DCA IssuesrelatedtotheDCAcodebasewerenotaddressed.NestedFinancestatedthe

following: hasheye 79NestedFinanceSecurityAssessment PUBLIC

nested-dca hasevolvedalotsinceitscreation;itwasauditedwhenitwasnotstable

enough.Significantchangesjustbeforetheauditledtomanyerrorsandpoortest

coverage.Evenafterthisaudit,wecannotconsiderittobestableandsecure.

Webelievewehavechosenthewrongarchitecture/design,itwillnotgoinproduction

andwillbearchived.Wewillnotapplytherecommendationsforalltheissuesregarding

theDCAforthisreason.Wehavestartednewdevelopmentsforanewversionthatis outsidethescopeofthereview.

PR�https://github.com/NestedFi/nested-core-tetris/pull/105

GiventhenumberofissuesfoundwithintheDCAcodebase,hasheyeagreeswiththis approach.

DetailedFixReviewResults Additionalcontextforthefixstatusesofselectissuesisprovidedinthissection.

TOB-NESTED-2:Lackofcontractexistencechecksonlow-levelcalls

PartiallyresolvedinPR#102.TheissuewasfixedinTetrisbutnotintheproxy.Nested

Financestatedthefollowing:

Regardingthevariouspointsmentionedinthereport,wewillnotaddresstheproblemin

thesamemanner.Inthecontextof Proxy.huff ,wewishtoretaintheunverifiedcall,as

thereisalreadyaverificationofthe ImplementationResolver addressfromthe WalletFactory

,whichpassesthisaddresstoourProxy. For functionDelegateCallUnverified ,weremoveditandused

functionDelegateCall forcallstotheHyVM,despitetheoptimizationitprovided(see PR).

Lastly,theHyVMwillnotincorporateverificationdirectlyattheopcodelevel,asthisis

achievablebyaddingthelogicdirectlytothecalltotheHyVM. TOB-NESTED-9:State-

changingoperationspermittedinHyVM Unresolved.NestedFinancestatedthefollowing:

Itisconceivabletopreventmodificationstothestateofa NestedWallet ;atpresent,we

donotrequirethisfunctionality.Ifsuchaneedarises,wehavetheoptionofemployinga

storagecontract(accessedviaa call ). Nonetheless,thisfeaturemaypertainmoretothe NestedWallet

ratherthanthe HyVM , whichweaimtokeepasflexibleaspossible.Wemustcarefullyconsiderthismatter.
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TOB-NESTED-11:OutdatedHyVMusedbynested-core-tetris

ResolvedinPR#107.Whiletheimmediateissuehasbeenfixed,werecommendthat

NestedFinancedocumentaprocesstoensurethatthedependenciesstayproperlyupto date. TOB-NESTED-

12:RisksassociatedwithusingtheHuffprogramminglanguage

PartiallyresolvedinPR#33,PR#108,andPR#104.NestedFinancestatedthefollowing:

Wepartiallyfollowedtherecommendationbydocumentingtheversionused.Itisnot



possibletopinconsistentlytheversioninCIatthistime.Thecreationofreference

implementationsinSolidityforeverycontractwasdonefor proxy.huff butnotfor HyVM . TOB-NESTED-

14:RisksassociatedwiththeuseanddesignoftheHuffproxy Unresolved.NestedFinancestatedthefollowing:

Weprefertokeepourarchitecturewith proxy.huff withoutfollowingthe recommendations. TOB-NESTED-

16:AbilitytocreatewalletsbeforeWalletFactoryisinitialized

Resolved.NestedFinancepointedoutthatthisissuewasafalsepositiveduetothe initializationofthe

nonReentrant modifier: Here,ifwecall WalletFactoryProxy::create() whilethe WalletFactory proxy (

Proxy.huff )hasnotyetbeeninitialized,itrevertswiththe Reentrency() error. Indeed,themodifier

ReentrancyGuardUpgradeable::nonReentrant() needstobe

initializedinordertoworkproperly,ifthat'snotthecase,italwaysrevertswiththe Reentrancy()

error.Andthis ReentrancyGuardUpgradeable isinitializedbythe WalletFactoryProxy::initialize

functionin _reentrancyGuard_init() .

Thisissuedoesn'tseemcorrect.Wecannotcreateawalletwithouthavinginitializedthe WalletFactory proxy.

However,itdoesindeedrevertwith Reentrency() ,whenitshouldrevertwith somethinglike Locked() .

Whilethereentrancyindeedpreventsthisissuefrombeingtriggered,wehighly

recommendrefactoringthelogictonotrelyonthisadhocprotection. TOB-NESTED-

19:VestingcontractownerisnotupdatedwhenVestingFactoryowner changes

Resolved.NestedFinancestatedthatthisbehaviorisintended: hasheye 81NestedFinanceSecurityAssessment
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Nolinkbetweenthe Vesting ownerandtheVestingFactoryowner,thebehavioris intended.

Duringthefixreview,hasheyeaskedifthisbehaviorwasdocumented,towhichNested

Financerespondedwiththefollowing: Iclarifyinthe Vesting

contract’snatspecthattheowneristhecompany,soifthe VestingFactory

passesitsownerduringthedeploymentofthe Vesting tobecome

theownerofthesamevesting,weassumethattheownersarealwaysthecompany(for

bothcontracts).Ifanownershiptransferneedstobedone,itcouldbedoneatomically(if

theownerisasmartcontractlikemultisig).Icanadddocumentationtospecifythatthe

changecouldbemadecontractbycontract,it’snotaproblem.Ade-synchronizationof theownershipbetweenthe

VestingFactory andthe Vesting contractsistolerated, sinceitwillnotreallyimpactthebeneficiary.
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