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NoticesandRemarks CopyrightandDistribution ©2023byhasheye,Inc.

Allrightsreserved.hasheyeherebyassertsitsrighttobeidentifiedasthecreatorofthis

reportintheUnitedKingdom. Thisreportisconsideredbyhasheyetobepublicinformation;itislicensedtoMYSO

Financeunderthetermsoftheprojectstatementofworkandhasbeenmadepublicat

MYSOFinance’srequest.Materialwithinthisreportmaynotbereproducedordistributed

inpartorinwholewithouttheexpresswrittenpermissionofhasheye.

ThesolecanonicalsourceforhasheyepublicationsisthehasheyePublicationspage.

Reportsaccessedthroughanysourceotherthanthatpagemayhavebeenmodifiedand

shouldnotbeconsideredauthentic. TestCoverageDisclaimer

Allactivitiesundertakenbyhasheyeinassociationwiththisprojectwereperformedin

accordancewithastatementofworkandagreeduponprojectplan. Securityassessmentprojectsaretime-

boxedandoftenreliantoninformationthatmaybe

providedbyaclient,itsaffiliates,oritspartners.Asaresult,thefindingsdocumentedin

thisreportshouldnotbeconsideredacomprehensivelistofsecurityissues,flaws,or

defectsinthetargetsystemorcodebase.

hasheyeusesautomatedtestingtechniquestorapidlytestthecontrolsandsecurity

propertiesofsoftware.Thesetechniquesaugmentourmanualsecurityreviewwork,but

eachhasitslimitations:forexample,atoolmaynotgeneratearandomedgecasethat

violatesapropertyormaynotfullycompleteitsanalysisduringtheallottedtime.Theiruse

isalsolimitedbythetimeandresourceconstraintsofaproject. hasheye 2MYSOFinanceSecurityAssessment
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ExecutiveSummary EngagementOverview

MYSOFinanceengagedhasheyetoreviewthesecurityofitsLendingcontracts.From

March20toMarch24,2023,ateamofthreeconsultantsconductedasecurityreviewofthe client-

providedsourcecode,withtwoperson-weeksofeffort.Ourtestingeffortsfocused

onidentifyingissuesthatwouldresultinattackersstealingfundsbyabusingthearithmetic

intheproducts.Withaccesstosourcecodeanddocumentation,weperformedamanual reviewofthetargetsystem.

ObservationsandImpact Indevelopingthetargetcodebases,MYSOFinanceimplementedpeer-to-pooland peer-to-

peerlendingpools.Ourreviewsuggestedthatthecodebasewouldbenefitfrom

moreeffortstowardunitandautomatedtestingandarithmeticanalysis.Issuesfound duringthisauditstemfrom:



● Improperprecisionhandlinginarithmetic ● Insufficientsystemdocumentation

Duringtheaudit,wediscoveredseveralhigh-andmedium-severityfindingsthatimpact

manyofthecomponents,including: ● ManipulationofLiquidityProviderprices ● Lossoftokensthroughthe

arrangerFee configuration ●

Rollbackfunctionalityincorrectlytransferringcollateraltocallerinsteadofborrower ●

Denialofserviceforlendersduetomissingaccesscontrol Recommendations

Basedonthecodebasematurityevaluationandfindingsidentifiedduringthesecurity

review,hasheyerecommendsthatMYSOFinanceaddressthefollowing recommendationspriortodeployingthepeer-

to-peerandpeer-to-poollendingproducts: ●

Remediateissuesfoundduringthisreview.Thefindingsdescribedduringthis

reviewposetangibleriskstoMYSOFinance.Thesefindingsshouldbeaddressed

immediatelyaspartofadirectremediation. ● Identifyglobalandper-

functionsysteminvariantsthatareexpectedtohold

trueagainstthesystem.Theseinvariantsshouldspecifyexpectedsystem

behaviorwhencallingcertainfunctionsandspecifytheglobalsystemstate. hasheye
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● Buildafuzzingsuitetotestend-to-endsysteminteractions.Implementingthe

aforementionedsysteminvariantsintofuzztestswillhelptoidentifyadditionaledge

casesthatthesystemmaynotsupport.Thesepracticesshouldhelpuncover obscurebugsthatmaynotbeobvious. ●

Enhanceexistingdocumentationtocoverexpecteduserflowsandexpected

datavalidationinthesystem.Thecodereliesonanumberofassumptionsinthe

expecteduserflow.Allcontractentrypointsandexpectedchecksshouldbe explicitlydocumented.

Thefollowingtablesprovidethenumberoffindingsbyseverityandcategory. EXPOSUREANALYSIS SeverityCount

High2 Medium5 Low3 Informational4 Undetermined2 CATEGORYBREAKDOWN CategoryCount AccessControl2

AuditingandLogging1 Authentication1 Configuration3 DataValidation6 Patching1 Timing1

UndefinedBehavior1 hasheye 5MYSOFinanceSecurityAssessment PUBLIC

ProjectSummary ContactInformation Thefollowingmanagerswereassociatedwiththisproject:

DanGuido,AccountManagerBrookeLanghorne,ProjectManager dan@hasheye.iobrooke.langhorne@hasheye.io

Thefollowingengineerswereassociatedwiththisproject: NatChin,ConsultantRobertSchneider,Consultant

natalie.chin@hasheye.iorobert.schneider@hasheye.io ElvisSkozdopolj,Consultant

elvis.skozdopolj@hasheye.io ProjectTimeline

Thesignificanteventsandmilestonesoftheprojectarelistedbelow. DateEvent March15,2023Pre-

projectkickoffcall March27,2023Deliveryofreportdraft March27,2023Reportreadoutmeeting

April18,2023Deliveryoffinalreport hasheye 6MYSOFinanceSecurityAssessment PUBLIC

ProjectGoals TheengagementwasscopedtoprovideasecurityassessmentoftheMYSOLoans.

Specifically,wesoughttoanswerthefollowingnon-exhaustivelistofquestions: ●

Isitpossibleforattackerstostealfunds? ● Isthesystemsusceptibletofront-running? ●

Doesthesystemsafelyhandlepricefeedchanges? ● Areallfunctionsprotectedadequatelywithaccesscontrols?

● Doesthesystempreventsignaturereplays? hasheye 7MYSOFinanceSecurityAssessment PUBLIC

ProjectTargets Theengagementinvolvedareviewandtestingofthefollowingtarget. MYSOSmartContractsv2

Repositoryhttps://github.com/mysofinance/v2 Version4ff4e1ee98278eca953ce6a412c57664937d11c0

TypeSolidity PlatformEthereum hasheye 8MYSOFinanceSecurityAssessment PUBLIC

ProjectCoverage Thissectionprovidesanoverviewoftheanalysiscoverageofthereview,asdeterminedby

ourhigh-levelengagementgoals.Ourapproachesincludeabest-effortsreviewofthe following: Peer-to-

PeerContracts.Thissetofcontractsimplementsaborrower-lendermatching

system,allowingborrowerstoborrowdirectlyfromLendervaults.Wereviewedthese

contractsusingSlither,ourstaticanalyzerandmanualreview. ● BorrowerGateway

:ThiscontractistheentrypointforBorrowerswhentheywantto

lendmoneyfromthesystem.Thiscontractinteractswiththe AddressRegistry ,

whichkeepstrackofdeployedvaultsforlenders,andprocessesthetransferof

fundsintoandoutoflendervaults.Wereviewedthissystemfocusingonaccess controlsanditscross-

contractinteractionswiththe LenderVaultImpl . ●

LenderVaultFactoryandImplementation:Thiscontractistheentrypointfor

Lenderstoaddmoneyintothesystem,towithdrawfunds,andtounlockcollateral.

Thiscontractcontainsasetofborrower-relatedfunctionsthatareintendedtobe

callablebyonlytheBorrowerRegistry,aseriesoffunctionsthatarelender vault-

onlycontrolled.Wereviewedthissystemwithafocusonaccesscontrolsand itsinteractionwiththe

BorrowerGateway .Wefocusedonanalyzingtheinflowand outflowoftokens. ●

QuoteHandler:Thiscontractistaskedwiththeverificationandprocessingof off-

chainloansandthematchingofon-chainloans.Webrieflyreviewedthe

signatureverificationprocess,withafocusonreplayattacksandsignatureforgery. ●

MiscellaneousHelperContracts(AddressRegistry,DataTypes):Theseconsistof



helperfunctionscreatedtosupporttheabovecontracts.Wereviewedthese

contractsusingSlitherandmanualreview. Peer-toPool-

Contracts.Thissetofcontractsallowslenderstoaddfundsintoapool,and borrowerstoborrowfrompools. ●

FundingPool :Thiscontractistheentrypointthatborrowersandlenderswoulduse

todeposit,withdraw,subscribe,unsubscribe,andexecuteloanproposals.We

brieflyreviewedthearithmeticinthiscontract;however,thisarearequires additionalexploration. ●

LoanProposal FactoryandImplementation: Thesecontractsconstructthestate

chainofaloantakenoutfromapool.Thesecontractsalsohandletherelevant

checksbeforechangingstate,andtheactualadjustmentofthatstate.Webriefly hasheye
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reviewedthedatavalidationbetweenstatetransitionsandtheprogressionofthe statemachine.

CoverageLimitations Becauseofthetime-boxednatureoftestingwork,itiscommontoencountercoverage

limitations.Thefollowinglistoutlinesthecoveragelimitationsoftheengagementand

indicatessystemelementsthatmaywarrantfurtherreview: ●

SignatureverificationandMerkletrees: werecommendfurtherinvestigationon thesignatureprocessforoff-

chainloans,asourreviewwasnon-conclusive. ●

Arithmetic:Duetotheintricatenatureofthelendingpools,thearithmeticinthe

systemrequirescloserinvestigationandfurthereffortinautomatedtesting. hasheye
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CodebaseMaturityEvaluation hasheyeusesatraffic-

lightprotocoltoprovideeachclientwithaclearunderstandingof

theareasinwhichitscodebaseismature,immature,orunderdeveloped.Deficiencies

identifiedhereoftenstemfromrootcauseswithinthesoftwaredevelopmentlifecyclethat

shouldbeaddressedthroughstandardizationmeasures(e.g.,theuseofcommonlibraries,

functions,orframeworks)ortrainingandawarenessprograms. CategorySummaryResult

ArithmeticSolidityv0.8.0+,whichusesnativeoverflowand

underflowprotection,isusedthroughoutthecodebase. Weidentifiedonlyafewinstancesofunchecked

arithmeticinthecodebase,asidefromcertainusesof loopsasincrementors.Withrespecttothespecific

protocolactions,itwaschallengingtodetectdeviations betweenexpectedandcurrentcodebehavior,as

specificationsonarithmeticformulaswerenotpresent. Moreover,automatedprogramanalysistechniquessuch

asfuzzingwerenotappliedtothispartofthecodebase. Further Investigation Required AuditingAfewstate-

changingfunctionsweremissingevents, whichwouldhavemadeiteasierforthecodebaseto

detectunexpectedbehavior.TheMYSOFinanceteam currentlyusesOpenZeppelinDefenderandacustom

cronjobtodetectandalerttoanystatechanges.We recommendensuringthatallstate-changingfunctionsin

thesystemadequatelyemitevents(Slitheranalyzercan helpwiththis). Moderate Authentication/

AccessControls Thecurrentsetofcontractssplitsupaccesscontrolsinto

avarietyofdifferentroles,whichensuresthatnosingle roleisgiventoomuchpower.TheMYSOFinanceteam

usesamultisigtoexecutespecialactions.Certain contractsmakeassumptionsontheflowofaccess

controls;thesewouldbenefitfromfurtherclarification andreasoning. Satisfactory Complexity Management

Thecodebasesupportsanumberoffeatures,andsplits upreusablecodeintolibrariesandhelpercontracts.We

Weak hasheye 11MYSOFinanceSecurityAssessment PUBLIC

alsofoundafewinstancesofduplicatedcodeinthe codebase,whichshouldbeaddressedthroughtheuseof

helperfunctions.However,someoftheseflowsrequire callerstogothroughdifferententrypointstocall

contracts;itwouldbebeneficialtoeitherdocumentor simplifythisprocess.

DecentralizationTheprivilegedfunctionalityiscontrolledbyamultisig,

whichcontrolssystemparametersandadjustshow contractsworktogether.Werecommendprovidingusers

withadditionaldocumentationonthecircumstances underwhichsystemparametersandprivilegesacrossall

systemroleswouldneedtochange. Moderate DocumentationTheMYSOFinancecontractslackdocumentation

specifyingexpecteddatavalidationforcross-contract calls,andtheidentificationofcorecomponentsand

criticalcodeblocks.Inafewreportedcases,thecode commentsdeviatedfromthecodeandwerenotinline

withsystemexpectations.WerecommendMYSOFinance investadditionaleffortintowrittenandflow-chart

documentationonallimportantaspectsoftheirsystem. Weak Transaction ReorderingRisks

Inherentlybydesign,thesecontractscanbeabusedby MEVand/orsequencerreordering.Assuch,we

recommendMYSOFinanceanalyzethesystemasa wholetoensureallpotentialsforfront-runningare

understood,mitigatedifpossible,anddocumentedif mitigationisimpossible. Weak Low-Level Manipulation

Theassemblyinthecodebaseiskepttoaminimum.The signatureverificationschemecontainsusesofoff-chain

signatures,whichrequireadditionalinvestigation. Further Investigation Required Testingand

Verification Althoughthecodereaches96.9%statementand87.29% branchcoverage,ittestsprimarilyhappy-

pathscenarios. Moreover,althoughthistestsuiteisbeingusedina

continuousintegrationpipeline,testsonArbitrumwere failingwhenweranit.Assuch,werecommendinvesting

Weak hasheye 12MYSOFinanceSecurityAssessment PUBLIC



furthereffortsintoautomatedtesting(Echidna)and ensuringthatthoroughunitandintegrationtestsexist

forallexpectedandunexpectedpaths. hasheye 13MYSOFinanceSecurityAssessment PUBLIC

SummaryofFindings Thetablebelowsummarizesthefindingsofthereview,includingtypeandseveritydetails.

IDTitleTypeSeverity 1IncorrectconstantsDataValidationLow

2TokenscanbestolenthrougharrangerFeeDataValidation High 3ArrangercanfrontrunacceptLoanTermsTiming

Medium 4RiskofmisconfiguredloansDataValidation Informational

5LoanrollbackcantransferfundstocallerAccessControl Medium

6LPtokenpricecanbemanipulatedDataValidation Undetermined 7MissingimportantChainlinkpricefeedsafety

checks DataValidation Medium 8RiskofdenialofserviceattackviaunlockCollateralAccessControl Medium

9InsufficienteventgenerationAuditingand Logging Low

10LackofzerochecksonfunctionargumentsDataValidation Low 11DocumentationcanbeimprovedUndefined

Behavior Informational 12Insufficientprotectiononsensitiveownerprivate keys Configuration

Informational hasheye 14MYSOFinanceSecurityAssessment PUBLIC

13UseofchainIDvalidationallowsre-usingsignature acrossforks Configuration Informational 14Off-

chainsignatureschemamaybeatargetfor phishing Authentication High

15ProjectdependenciescontainvulnerabilitiesPatching Medium 16Insufficientprotectiononcross-

vaultsignature reuse Configuration Undetermined hasheye 15MYSOFinanceSecurityAssessment PUBLIC

A.VulnerabilityCategories

Thefollowingtablesdescribethevulnerabilitycategories,severitylevels,anddifficulty

levelsusedinthisdocument. VulnerabilityCategories CategoryDescription

AccessControlsInsufficientauthorizationorassessmentofrights

AuditingandLoggingInsufficientauditingofactionsorloggingofproblems

AuthenticationImproperidentificationofusers

ConfigurationMisconfiguredservers,devices,orsoftwarecomponents

CryptographyAbreachofsystemconfidentialityorintegrity DataExposureExposureofsensitiveinformation

DataValidationImproperrelianceonthestructureorvaluesofdata

DenialofServiceAsystemfailurewithanavailabilityimpact

ErrorReportingInsecureorinsufficientreportingoferrorconditions

PatchingUseofanoutdatedsoftwarepackageorlibrary

SessionManagementImproperidentificationofauthenticatedusers

TestingInsufficienttestmethodologyortestcoverage TimingRaceconditionsorotherorder-of-

operationsflaws UndefinedBehaviorUndefinedbehaviortriggeredwithinthesystem hasheye
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SeverityLevels SeverityDescription

InformationalTheissuedoesnotposeanimmediateriskbutisrelevanttosecuritybest practices.

UndeterminedTheextentoftheriskwasnotdeterminedduringthisengagement.

LowTheriskissmallorisnotonetheclienthasindicatedisimportant.

MediumUserinformationisatrisk;exploitationcouldposereputational,legal,or moderatefinancialrisks.

HighTheflawcouldaffectnumeroususersandhaveseriousreputational,legal, orfinancialimplications.

DifficultyLevels DifficultyDescription

UndeterminedThedifficultyofexploitationwasnotdeterminedduringthisengagement.

LowTheflawiswellknown;publictoolsforitsexploitationexistorcanbe scripted.

MediumAnattackermustwriteanexploitorwillneedin-depthknowledgeofthe system.

HighAnattackermusthaveprivilegedaccesstothesystem,mayneedtoknow

complextechnicaldetails,ormustdiscoverotherweaknessestoexploitthis issue. hasheye
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B.CodeQualityRecommendations ● Usehelperfunctionstoreducecodeduplication.Forexample,considermoving

toUint128() intoahelperfunctioninsteadofusingitin LenderVaultImpl . ● Rename toggleTokens to

setWhitelistState .Thefunctiondoesnot

automaticallytoggletheexistingstate,butrathersetsittoaspecifiedargument. ● UseSoliditybuilt-

intimeunitstoenhancereadability.The Constants library

storesaseriesofnumbers,withcodecommentsnexttothemthatidentifytheir meaning.UseofSolidityin-

builttimeunitscanmakethiscontentmucheasierto read. ● Differentiate IEvents and DataTypes forpeer-

to-poolandpeer-to-peerloans. Theidenticalnamingmaycauseadeveloperwhoattemptstoupdateafunction

relatedtooneoftheloantypestoaccidentallyeditthewrongone. ●

Useimmutablevariableswherepossible.Thisensuresthatvariablescannot accidentallybeoverwritten. ○

isUSDBased in BaseOracle.sol canbedeclaredimmutable. hasheye 18MYSOFinanceSecurityAssessment PUBLIC

C.IncidentResponseRecommendations

Inthissection,weproviderecommendationsaroundtheformulationofanincident responseplan.

Identifywho(eitherspecificpeopleorroles)isresponsibleforcarryingoutthe

mitigations(deployingsmartcontracts,pausingcontracts,upgradingthefrontend, etc.). ●



Specifyingtheseroleswillstrengthentheincidentresponseplanandeasethe

executionofmitigatingactionswhennecessary.

Documentinternalprocessesforsituationsinwhichadeployedremediationdoes notworkorintroducesanewbug. ●

Consideraddingafallbackscenariothatdescribesanactionplanintheeventofa failedremediation.

Clearlydescribetheintendedprocessofcontractdeployment.

ConsiderwhetherandunderwhatcircumstancesMYSOFinancewillmakeaffected

userswholeaftercertainissuesoccur. ●

Somescenariostoconsiderincludeanindividualoraggregateloss,alossresulting

fromusererror,acontractflaw,andathird-partycontractflaw.

DocumenthowMYSOFinanceplanstokeepuptodateonnewissues,bothtoinform

futuredevelopmentandtosecurethedeploymenttoolchainandtheexternal on-chainandoff-

chainservicesthatthesystemrelieson. ●

Foreachlanguageandcomponent,describenoteworthysourcesforvulnerability

news.Subscribetoupdatesforeachsource.Considercreatingaspecialprivate

Discordchannelwithabotthatwillpostthelatestvulnerabilitynews;thiswillhelp

theteamkeeptrackofupdatesallinoneplace.Alsoconsiderassigningspecific

teammemberstokeeptrackofthevulnerabilitynewsofaspecificcomponentof thesystem.

Considerscenariosinvolvingissuesthatwouldindirectlyaffectthesystem.

Determinewhenandhowtheteamwouldreachouttoandonboardexternalparties

(auditors,affectedusers,otherprotocoldevelopers,etc.)duringanincident. ●

Someissuesmayrequirecollaborationwithexternalpartiestoefficientlyremediate them. hasheye
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Definecontractbehaviorthatisconsideredabnormalforoff-chainmonitoring. ●

Consideraddingmoreresilientsolutionsfordetectionandmitigation,especiallyin

termsofspecificalternateendpointsandqueriesfordifferentdataaswellasstatus

pagesandsupportcontactsforaffectedservices.

Combineissuesanddeterminewhethernewdetectionandmitigationscenariosare needed.

Performperiodicdryrunsofspecificscenariosintheincidentresponseplantofind

gapsandopportunitiesforimprovementandtodevelopmusclememory. ●

Documenttheintervalsatwhichtheteamshouldperformdryrunsofthevarious

scenarios.Forscenariosthataremorelikelytohappen,performdryrunsmore

regularly.Createatemplatetobefilledinafteradryruntodescribethe

improvementsthatneedtobemadetotheincidentresponse. hasheye 20MYSOFinanceSecurityAssessment PUBLIC

D.TokenIntegrationChecklist

Thefollowingchecklistprovidesrecommendationsforinteractionswitharbitrarytokens.

Everyuncheckeditemshouldbejustified,anditsassociatedrisks,understood.Foran up-to-

dateversionofthechecklist,see crytic/building-secure-contracts .

Forconvenience,allSlitherutilitiescanberundirectlyonatokenaddress,suchasthe following: slither-

check-erc0xdac17f958d2ee523a2206206994597c13d831ec7TetherToken--ercerc20 slither-check-

erc0x06012c8cf97BEaD5deAe237070F9587f8E7A266dKittyCore--ercerc721

Tofollowthischecklist,usethebelowoutputfromSlitherforthetoken: slither-check-erc[target]

[contractName][optional:--ercERC_NUMBER] slither[target]--printhuman-summary slither[target]--

printcontract-summary slither-prop.--contractContractName#requiresconfiguration,anduseofEchidna

andManticore GeneralConsiderations

�Thecontracthasasecurityreview.Avoidinteractingwithcontractsthatlacka

securityreview.Checkthelengthoftheassessment(i.e.,thelevelofeffort),the

reputationofthesecurityfirm,andthenumberandseverityofthefindings.

�Youhavecontactedthedevelopers.Youmayneedtoalerttheirteamtoan incident.Lookforappropriatecontactson

blockchain-security-contacts .

�Theyhaveasecuritymailinglistforcriticalannouncements.Theirteamshould

adviseusers(likeyou!)whencriticalissuesarefoundorwhenupgradesoccur. ContractComposition

�Thecontractavoidsunnecessarycomplexity.Thetokenshouldbeasimple

contract;atokenwithcomplexcoderequiresahigherstandardofreview.Use Slither’s human-summary

printertoidentifycomplexcode. �Thecontractuses SafeMath .Contractsthatdonotuse SafeMath

requireahigher standardofreview.Inspectthecontractbyhandfor SafeMath usage.

�Thecontracthasonlyafewnon-token-relatedfunctions.Non-token-related

functionsincreasethelikelihoodofanissueinthecontract.UseSlither’s contract-summary

printertobroadlyreviewthecodeusedinthecontract. hasheye 21MYSOFinanceSecurityAssessment PUBLIC

�Thetokenhasonlyoneaddress.Tokenswithmultipleentrypointsforbalance

updatescanbreakinternalbookkeepingbasedontheaddress(e.g., balances[token_address][msg.sender]

maynotreflecttheactualbalance). OwnerPrivileges

�Thetokenisnotupgradeable.Upgradeablecontractsmaychangetheirrulesover time.UseSlither’s human-

summary printertodeterminewhetherthecontractis upgradeable.



�Theownerhaslimitedmintingcapabilities.Maliciousorcompromisedowners

canabusemintingcapabilities.UseSlither’s human-summary printertoreview

mintingcapabilities,andconsidermanuallyreviewingthecode.

�Thetokenisnotpausable.Maliciousorcompromisedownerscantrapcontracts

relyingonpausabletokens.Identifypausablecodebyhand.

�Theownercannotblacklistthecontract.Maliciousorcompromisedownerscan

trapcontractsrelyingontokenswithablacklist.Identifyblacklistingfeaturesby hand.

�Theteambehindthetokenisknownandcanbeheldresponsibleforabuse.

Contractswithanonymousdevelopmentteamsorteamsthatresideinlegalshelters

requireahigherstandardofreview. ERC20Tokens ERC20ConformityChecks Slitherincludesautility, slither-

check-erc ,thatreviewstheconformanceofatokento manyrelatedERCstandards.Use slither-check-erc

toreviewthefollowing: � Transfer and transferFrom returnaboolean.Severaltokensdonotreturna

booleanonthesefunctions.Asaresult,theircallsinthecontractmightfail. �The name , decimals ,and

symbol functionsarepresentifused.Thesefunctions areoptionalintheERC20standardandmaynotbepresent. �

Decimals returnsa uint8 .Severaltokensincorrectlyreturna uint256 .Insuch

cases,ensurethatthevaluereturnedisbelow255.

�ThetokenmitigatestheknownERC20racecondition.TheERC20standardhasa

knownERC20raceconditionthatmustbemitigatedtopreventattackersfrom stealingtokens.

Slitherincludesautility, slither-prop ,thatgeneratesunittestsandsecurityproperties

thatcandiscovermanycommonERCflaws.Use slither-prop toreviewthefollowing: hasheye
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�Thecontractpassesallunittestsandsecuritypropertiesfrom slither-prop .

RunthegeneratedunittestsandthencheckthepropertieswithEchidnaand Manticore. RisksofERC20Extensions

ThebehaviorofcertaincontractsmaydifferfromtheoriginalERCspecification.Conducta

manualreviewofthefollowingconditions: �ThetokenisnotanERC777tokenandhasnoexternalfunctioncallin

transfer or transferFrom .Externalcallsinthetransferfunctionscanleadto reentrancies. � Transfer and

transferFrom shouldnottakeafee.Deflationarytokenscanlead tounexpectedbehavior.

�Potentialinterestearnedfromthetokenistakenintoaccount.Sometokens

distributeinteresttotokenholders.Thisinterestmaybetrappedinthecontractif nottakenintoaccount.

TokenScarcity Reviewsoftokenscarcityissuesmustbeexecutedmanually.Checkforthefollowing conditions:

�Thesupplyisownedbymorethanafewusers.Ifafewusersownmostofthe

tokens,theycaninfluenceoperationsbasedonthetokens’repartition.

�Thetotalsupplyissufficient.Tokenswithalowtotalsupplycanbeeasily manipulated.

�Thetokensarelocatedinmorethanafewexchanges.Ifallthetokensareinone

exchange,acompromiseoftheexchangecouldcompromisethecontractrelyingon thetoken.

�Usersunderstandtherisksassociatedwithalargeamountoffundsorflash

loans.Contractsrelyingonthetokenbalancemustaccountforattackerswitha

largeamountoffundsorattacksexecutedthroughflashloans.

�Thetokendoesnotallowflashminting.Flashmintingcanleadtosubstantial

swingsinthebalanceandthetotalsupply,whichnecessitatestrictand

comprehensiveoverflowchecksintheoperationofthetoken. hasheye 23MYSOFinanceSecurityAssessment PUBLIC

ERC721Tokens ERC721ConformityChecks

ThebehaviorofcertaincontractsmaydifferfromtheoriginalERCspecification.Conducta

manualreviewofthefollowingconditions: �Transfersoftokenstothe 0x0

addressrevert.Severaltokensallowtransfersto 0x0

andconsidertokenstransferredtothataddresstohavebeenburned;however,

theERC721standardrequiresthatsuchtransfersrevert. � safeTransferFrom

functionsareimplementedwiththecorrectsignature.

Severaltokencontractsdonotimplementthesefunctions.AtransferofNFTstoone

ofthosecontractscanresultinalossofassets. �The name , decimals ,and symbol

functionsarepresentifused.Thesefunctions areoptionalintheERC721standardandmaynotbepresent.

�Ifitisused, decimals returnsa uint8(0) .Othervaluesareinvalid. �The name and symbol

functionscanreturnanemptystring.Thisbehavioris allowedbythestandard. �The ownerOf

functionrevertsifthe tokenId isinvalidorissettoatokenthat

hasalreadybeenburned.Thefunctioncannotreturn 0x0 .Thisbehavioris

requiredbythestandard,butitisnotalwaysproperlyimplemented.

�AtransferofanNFTclearsitsapprovals.Thisisrequiredbythestandard.

�ThetokenIDofanNFTcannotbechangedduringitslifetime.Thisisrequired bythestandard.

CommonRisksoftheERC721Standard

TomitigatetherisksassociatedwithERC721contracts,conductamanualreviewofthe followingconditions: �The

onERC721Received callbackistakenintoaccount.Externalcallsinthe

transferfunctionscanleadtoreentrancies,especiallywhenthecallbackisnot explicit(e.g.,in safeMint

calls). hasheye 24MYSOFinanceSecurityAssessment PUBLIC



�WhenanNFTisminted,itissafelytransferredtoasmartcontract.Ifthereisa

mintingfunction,itshouldbehavesimilarlyto safeTransferFrom andproperly

handlethemintingofnewtokenstoasmartcontract.Thiswillpreventalossof assets.

�Theburningofatokenclearsitsapprovals.Ifthereisaburningfunction,it shouldclearthetoken’s

previousapprovals. hasheye 25MYSOFinanceSecurityAssessment PUBLIC

G.FixReviewResults OnApril10,2023,hasheyereviewedthefixesandmitigationsimplementedbythe

MYSOFinanceteamfortheissuesidentifiedinthisreport.

Wereviewedeachofthefixestodeterminetheireffectivenessinresolvingtheassociated

issues.Foradditionalinformation,seetheDetailedFixLog. IDTitleSeverityStatus

1IncorrectconstantsLowResolved 2TokenscanbestolenthrougharrangerFeeHighResolved

3ArrangercanfrontrunacceptLoanTermsMediumResolved 4RiskofmisconfiguredloansInformationalResolved

5LoanrollbackcantransferfundstocallerMediumResolved

6LPtokenpricecanbemanipulatedUndeterminedResolved 7MissingimportantChainlinkpricefeedsafety checks

MediumResolved 8RiskofdenialofserviceattackviaunlockCollateralMediumResolved

9InsufficienteventgenerationLowResolved 10LackofzerochecksonfunctionargumentsLowResolved

11DocumentationcanbeimprovedInformationalPartially Resolved hasheye 26MYSOFinanceSecurityAssessment
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12Insufficientprotectiononsensitiveownerprivate keys InformationalResolved

13UseofchainIDvalidationallowsre-usingsignature acrossforks InformationalResolved 14Off-

chainsignatureschemamaybeatargetfor phishing HighResolved

15ProjectdependenciescontainvulnerabilitiesMediumResolved 16Insufficientprotectiononcross-

vaultsignature reuse UndeterminedResolved DetailedFixLog TOB-MYSO-1:Incorrectconstants

ResolvedinPR#148.Soliditytimeunitsarenowemployedinconstantdeclarationsto

ensuretheaccurateassignmentofvalues. TOB-MYSO-2:Tokenscanbestolenthrough arrangerFee

ResolvedinPR#148.Anewconstantvariable, MAX_ARRANGER_FEE ,hasbeenintroduced

andassignedavalueof50%.Additionally,avalidationhasbeenincorporatedintotheloan

proposal’sinitializationfunctiontoconfirmthatthearrangerfeeremainsbelowthis threshold. TOB-MYSO-

3:Arrangercanfront-run acceptLoanTerms ResolvedinPR#148.A LOAN_TERMS_UPDATE_COOL_OFF_PERIOD

constanthasbeenadded andsettoadurationofonehour.Thefunction ProposeLoanTerms nowregistersthe

lastLoanTermsUpdateTime withthecurrentblocktimestamp.Subsequently,the acceptLoanTerms

functionensuresthattheelapsedtimebetweenupdatesisequaltoor greaterthantheone-

hourconstant.Thisenhancementeffectivelyprohibitslendersfrom

alteringloantermsmorefrequentlythanonceperhour. TOB-MYSO-4:Riskofmisconfiguredloans

ResolvedinPR#148.Thegraceperiodbetweenreconfigurationshasbeenrevisedfrom30

minutestoafullday.Also,The MIN_TIME_BETWEEN_DUE_DATES constanthasbeen

extendedfromonedaytoaweek.Furthermore,documentationregardingloan

configurationoptionshasbeenenhancedforlenders,borrowers,andarrangers. hasheye
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TOB-MYSO-5:Loanrollbackcantransferfundstocaller ResolvedinPR#148.The safeTransfer

functionisnowacceptingthe _loanTerms.borrower addressasaparameter,ratherthanthe msg.sender address,

enhancingtheoverallsecurityofthetransaction. TOB-MYSO-6:LPtokenpricecanbemanipulated

ResolvedinPR#159,PR#160,PR#157.AnLPtoken’spriceisnowcalculatedusingthe“fair

reserve”concept.Thisimprovesaccuracyandreducespotentialmanipulation.Insteadof

multiplyingtokenreservesbyprice,theconstantvalue k isderivedfromthepool'stoken

reservesandcomputedagainsttheprice.Additionaldocumentationandunittestshave alsobeenincluded. TOB-

MYSO-7:MissingimportantChainlinkpricefeedsafetychecks

ResolvedinPR#147,PR#156.DatareturnedbyChainlinkpricefeedsisnowbeingsanity

checkedtoensuretheoracleisreturningaccurateanduptodateinformation. TOB-MYSO-

8:Riskofdenialofserviceattackvia unlockCollateral ResolvedinPR#138.Alinehasbeenaddedtoverifythat

msg.sender isthe _owner when the autoWithdraw flagissetto true .Additionally,ifazero-length

_loanIds arrayis passedin,the unlockCollateral operationwillnowrevert. TOB-MYSO-

9:Insufficienteventgeneration ResolvedinPR#138,PR#162.Threeevents— Withdrew , QuoteProcessed,

OffChainQuoteUsed ,and OnChainQuoteUsed —havebeenintroducedandarenowbeing

emittedateverylocationrecommendedinoursuggestions. TOB-MYSO-10:Lackofzerochecksonfunctionarguments

ResolvedinPR#161.ANatSpeccommenthasbeenincorporatedtoclarifythattheprotocol

feecanbesettozero.Consequently,thisiswhythereisnominimumvaluecheckforthe _newFee argumentwithinthe

setProtocolFee function. TOB-MYSO-11:Documentationcanbeimproved

PartiallyresolvedinmultiplePRs.Mostoftheimplementedfixeshaveinvolvedenhancing

inlinedocumentation.However,additionalimprovementstodocumentation,extending

beyondcodecommentstovisualaidsandsystemdiagrams,wouldbenefitbothusersand

developersseekingtointeractwiththeprotocol.MYSOprovidedthefollowinginsight

regardingthisfindinganditsstatus: MYSOiscommittedtofullyandaccuratelydocumentallpartsofthesystemand

codebasebeforethesystemisdeployedforwideuse. hasheye 28MYSOFinanceSecurityAssessment PUBLIC



TOB-MYSO-12:Insufficientprotectiononsensitiveownerprivatekeys

ResolvedinPR#163,PR#165.MYSOhasremovedhard-codedAPIkeysforInfuraand

Alchemyservices,andtheyhaveremovedthe console.log statementthatwasprinting process.env.PRIVATE_KEY

to stdout . TOB-MYSO-13:Useof chainID validationallowsre-usingsignatureacrossforks

ResolvedinPR#165.MYSOhasaddedacodecommentin AddressRegistry ,

documentingthatthetokenallowlistiscapableofdelistingalltokensandbrickingthe

protocolinthetheoreticalcasethatanimposterforkemergesthatsharesthesame chainId

astheEthereumMainnet. TOB-MYSO-14:Off-chainsignatureschemamaybeatargetforphishing

ResolvedinPR#163.MYSOhasacknowledgedourrecommendationsregardingthe

potentialphishingattackstargetingtheoff-chainsignatureschema.Becauseadirect

solutiondoesnotexist,theyhaveaddedinlinedocumentationtowarnbothdevelopers

andendusersabouttheassociatedrisks. TOB-MYSO-15:Projectdependenciescontainvulnerabilities

Resolved.Theprojectdependencieshavebeenupdated,and npmaudit nolongerreports anycriticalorhigh-

levelseverityissues.However,itstillreportssixmoderate-severity vulnerabilities. TOB-MYSO-

16:Insufficientprotectiononcross-vaultsignaturereuse ResolvedinPR#138.The lenderVault

addresshasbeenincorporatedintothehash schemaforsigningoff-

chainquotes.Thisimplementationwillhelppreventsignaturesfrom

beingreusedforvaultswithsimilarconfigurationsbelongingtothesamelenderonthe samechain. hasheye
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