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Abouthasheye Foundedin20l12andheadquarteredinNewYork,hasheyeprovidestechnicalsecurity
assessmentandadvisoryservicestosomeoftheworld’ smosttargetedorganizations.We combinehigh-
endsecurityresearchwithareal -worldattackermentalitytoreduceriskand
fortifycode.Withl1G0+employeesaroundtheglobe,we’vehelpedsecurecriticalsoftware
elementsthatsupportbillionsofendusers,includingKubernetesandthelLinuxkernel.
Wemaintainanexhaustivelistofpublicationsathttps://github.com/hasheye-io/publications,
withlinkstopapers,presentations,publicauditreports,andpodcastappearances.

Inrecentyears, hasheyeconsultantshaveshowcasedcutting-edgeresearchthrough
presentationsatCanSecWest,HCSS, Devcon,EmpireHacking, GrrCon, LangSec, NorthSec,
the0’ReillySecurityConference,PyCon,REcon,SecurityBSides, andSummerCon.
Wespecializeinsoftwaretestingandcodereviewprojects, supportingclientorganizations
inthetechnology, defense,andfinanceindustries, aswellasgovernmententities.Notable
clientsincludeHashiCorp,Google,Microsoft,WesternDigital,andZoom.
hasheyealsooperatesacenterofexcellencewithregardtoblockchainsecurity.Notable
projectsincludeauditsofAlgorand,BitcoinSV,Chainlink,Compound, Ethereum2.0,
MakerDAO,Matic,Uniswap,Web3,andZcash.

Tokeepuptodatewithourlatestnewsandannouncements, pleasefollowhasheyeon
Twitterandexploreourpublicrepositoriesathttps://github.com/hasheye-io.Toengageus
directly,visitour”Contact”pageathttps://www.hasheye.io/contact,oremailusat info@hasheye.io.
hasheye,Inc. 228ParkAveS#80688 NewYork,NY10003 https://www.hasheye.io info@hasheye.io hasheye
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NoticesandRemarks CopyrightandDistribution ©2023byhasheye, Inc.
Allrightsreserved.hasheyeherebyassertsitsrighttobeidentifiedasthecreatorofthis
reportintheUnitedKingdom. Thisreportisconsideredbyhasheyetobepublicinformation;itislicensedtoAbacus
Worksunderthetermsoftheprojectstatementofworkandhasbeenmadepublicat
AbacusWorks'request.Materialwithinthisreportmaynotbereproducedordistributedin
partorinwholewithouttheexpresswrittenpermissionofhasheye.
ThesolecanonicalsourceforhasheyepublicationsisthehasheyePublicationspage.
Reportsaccessedthroughanysourceotherthanthatpagemayhavebeenmodifiedand
shouldnotbeconsideredauthentic. TestCoverageDisclaimer
Allactivitiesundertakenbyhasheyeinassociationwiththisprojectwereperformedin
accordancewithastatementofworkandagreeduponprojectplan. Securityassessmentprojectsaretime-
boxedandoftenreliantoninformationthatmaybe
providedbyaclient,itsaffiliates,oritspartners.Asaresult,thefindingsdocumentedin
thisreportshouldnotbeconsideredacomprehensivelistofsecurityissues, flaws,or
defectsinthetargetsystemorcodebase.
hasheyeusesautomatedtestingtechniquestorapidlytestthecontrolsandsecurity
propertiesofsoftware.Thesetechniquesaugmentourmanualsecurityreviewwork,but
eachhasitslimitations:forexample,atoolmaynotgeneratearandomedgecasethat
violatesapropertyormaynotfullycompleteitsanalysisduringtheallottedtime.Theiruse
isalsolimitedbythetimeandresourceconstraintsofaproject. hasheye 2HyperlaneV3SecurityAssessment
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ProjectSummary ContactInformation Thefollowingprojectmanagerwasassociatedwiththisproject:
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samuel.moelius@hasheye.io ProjectTimeline
Thesignificanteventsandmilestonesoftheprojectarelistedbelow. DateEvent September20,2023Pre-
projectkickoffcall October3,2023Deliveryofreportdraft October3,2023Reportreadoutmeeting
October27,2023Deliveryoffixreviewdraft October30,2023Deliveryofsupplementaryreviewdraft
October30,2023Supplementaryreviewreadoutmeeting November7,2023Deliveryofsummaryreport hasheye
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ExecutiveSummary EngagementOverview
AbacusWorksengagedhasheyetoreviewthesecurityofthechangestotheHyperlane cross-
chainmessagingprotocolsmartcontracts,aspartoftheV3upgradeincommit fcfecdf ofPR#2733.
AteamoftwoconsultantsconductedthereviewfromSeptember25toSeptember29, 2023, foratotaloftwoengineer-
weeksofeffort.Withfullaccesstosourcecodeand
documentation,weperformedstaticanddynamictestingofthecodebase,using automatedandmanualprocesses.
ObservationsandImpact ThisreviewwasfocusedonthechangesintroducedinthenewversionoftheHyperlane
smartcontracts.Thecore Mailbox contractsawheavymodification,withsome
functionalityhavingbeengeneralizedintoanewmodularhookpattern.Otherchanges
weresmallerinscopeandspreadacrossanumberofcontracts.Ourreviewfocusedon
identifyinganyunhandlededgecasesthatmayhavebeenintroducedbythese

architecturalchanges, reviewingtheprotocolfeelogictocheckthatfundsarebeing
handledproperlyandcannotbeaccessedwithoutpermission,andexploringhowmalicious
customhookscouldaffecttheprotocol.
ThisreviewwasscopedtoreviewonlythechangestotheSoliditycontracts,andasaresult, wedidnotperformanin-
depthreviewofunmodifiedcontractsorfunctionalitybutdid
refertothemwhennecessarytoimproveourunderstandingoftheoverallsystem.Any

Rustcomponents, suchastherelayerandvalidatorcodebases,werenotinscopeforthis review.
Ourreviewdidnotidentifyanysecurityissues.InappendixB,weprovidealistofcode
qualityrecommendationsthatcouldhelpimprovethereadabilityormaintainabilityofthe
codebutthatarenotdirectlyrelatedtoanysecurityconcerns. Theinclusionofend-to-
endtestsinthetestingsuitehelpsimproveconfidenceinthe functionalityofthecodeandiscrucialforacross-
chainprotocollikethis.Thenewfeatures
inthisversiondosimplifyusers’interactionswiththesystembutalsoincreasetheoverall
complexityofthecodebase, soensuringdocumentationisuptodatebothinsidethe contractsandinhigher-
leveldocumentationwillbeimportantgoingforward. Recommendations
Thecodebasecouldbenefitfromacomprehensivereviewofallon-chainandoff-chain
componentstohelpensurecorrectness.Duetotheshorttimeframeandspecificfocusof

thisengagement, somecontractfunctionalitywasnotreviewedasthoroughly,andnoneof hasheye
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theoff-chaincomponentswerereviewed.AbacusWorksshouldalsocontinuetoupdate
thedocumentationandinvestigatehowthecurrentconfigurationforfuzztestsaffects
coverageandwhethertheuseofthedefaultnumberofrunsisadequate. hasheye 6HyperlaneV3SecurityAssessment
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CodebaseMaturityEvaluation hasheyeusesatraffic-
lightprotocoltoprovideeachclientwithaclearunderstandingof
theareasinwhichitscodebaseismature, immature, orunderdeveloped.Deficiencies
identifiedhereoftenstemfromrootcauseswithinthesoftwaredevelopmentlifecyclethat
shouldbeaddressedthroughstandardizationmeasures(e.qg.,theuseofcommonlibraries,

functions, orframeworks)ortrainingandawarenessprograms. CategorySummaryResult
ArithmeticThecodebaseusesversion0.8oftheSoliditycompiler, whichincludesbuilt-
inoverflowdetection.Thearithmetic inthesystemisgenerallysimple,asitprimarilyrelatesto
gasandfeecalculationsandloopcounters. Satisfactory
AuditingThecontractshaveadequateeventstofacilitate monitoring,whichiscriticalforacross-
chainmessaging protocol.Theuserdocumentationincludesinstructions
forsettingupmonitoringforavalidator,whichconsumes themessagesbeingsentthroughtheprotocol.
Satisfactory Authentication/ AccessControls Theaccesscontrolschemausedbythesystemis
straightforward.Functionsarerestrictedtospecific contracts,orthecontractownerwherenecessary.The
hookandinterchainsecuritymodulemechanisms(ISMs) alsoperformanimportantrolewithrespectto
authorizationinthesystem.Wedidnotidentifyany issuesinthesemechanisms,buttheirmodularnatures
willmakeproperconfigurationcritical. Satisfactory Complexity Management
Whilethenewversionofthecontractsprovidesasimpler interfacetousers,underthehoodtherearelongcall
sequencesandcomplexcontractinheritances,whichcan maketracingtheflowofexecutiondifficultattimes.The
modularityofthehookandISMarchitectureallowsalot offlexibilityinconfiguringthesystem,butthisalso
inherentlyincreasesthecomplexity.Wedidnotidentify
anysignificantcodeduplication,anddespitethelongcall



sequences, individualfunctionsareeasytounderstand. Moderate hasheye 7HyperlaneV3SecurityAssessment
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DecentralizationTheredoesnotappeartobesupportforslashingatthis

time, sovalidatorshaveahighdegreeoftrustinthe system.However,anybodycansetupanindependent
deploymentofthesystemwithadifferentvalidatorset. Thiscouldprovideaviablealternativetountrusting
users,especiallyforcasesoutsideoftokenbridging (whichmayrelymoreheavilyonnetworkeffects). Moderate
DocumentationThesystemhasgooddocumentationofthecurrent
versionforusersandexternalintegrators.Ensurethat thisdocumentationispromptlyupdatedtomatchthe
newversion.MuchofthecodebasehasgoodNatSpec commentcoverage;however,thenewercodeis
commentedlessconsistently.Inparticular,thereisa documentationgaparoundthefunctionalityand
intendeduseofthevarioushooks. Moderate Low-Level Manipulation
Assemblyuseisminimalandmostinstancesaretrivial. Theassemblyblockinthe MetaProxy librarycouldbe
betterdocumented.Thecontractsleveragelibrariesfor handlinglow-Tlevelcalls,andreturnvaluesarechecked
whereappropriate. Satisfactory Testingand Verification TestsforthecodebaseareruninCI,includingend-
to-end tests.Anygapsincoveragearehighlightedinnewpull
requests.Thetestsuitealsoincludessomefuzztests,but theyarerunonlyfortheFoundrydefaultof256runs, so
itisunclearifthefuzztestsmeaningfullyimprovetest coverage. Satisfactory Transaction Ordering
Wedidnotidentifyanyconcernsrelatedtotransaction orderinginthecodebase. Satisfactory hasheye
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A.CodeMaturityCategories
Thefollowingtablesdescribethecodematuritycategoriesandratingcriteriausedinthis document.
CodeMaturityCategories CategoryDescription
ArithmeticTheproperuseofmathematicaloperationsandsemantics
AuditingTheuseofeventauditingandloggingtosupportmonitoring Authentication/ AccessControls
Theuseofrobustaccesscontrolstohandleidentificationand
authorizationandtoensuresafeinteractionswiththesystem Complexity Management
Thepresenceofclearstructuresdesignedtomanagesystemcomplexity,
includingtheseparationofsystemlogicintoclearlydefinedfunctions Cryptographyand KeyManagement
Thesafeuseofcryptographicprimitivesandfunctions,alongwiththe
presenceofrobustmechanismsforkeygenerationanddistribution
DecentralizationThepresenceofadecentralizedgovernancestructureformitigating
insiderthreatsandmanagingrisksposedbycontractupgrades
DocumentationThepresenceofcomprehensiveandreadablecodebasedocumentation Front-Running Resistance
Thesystem’sresistancetofront-runningattacks Low-Level Manipulation
Thejustifieduseofinlineassemblyandlow-levelcalls Testingand Verification
Thepresenceofrobusttestingprocedures(e.g.,unittests,integration
tests,andverificationmethods)andsufficienttestcoverage hasheye 9HyperlaneV3SecurityAssessment
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RatingCriteria RatingDescription StrongNoissueswerefound,andthesystemexceedsindustrystandards.
SatisfactoryMinorissueswerefound,butthesystemiscompliantwithbestpractices.
ModerateSomeissuesthatmayaffectsystemsafetywerefound.
WeakManyissuesthataffectsystemsafetywerefound.

MissingArequiredcomponentismissing, significantlyaffectingsystemsafety.
NotApplicableThecategoryisnotapplicabletothisreview.
NotConsideredThecategorywasnotconsideredinthisreview. Further Investigation Required
Furtherinvestigationisrequiredtoreachameaningfulconclusion. hasheye 10HyperlaneV3SecurityAssessment
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B.CodeQualityRecommendations
Thefollowingrecommendationsarenotassociatedwithspecificvulnerabilities.However,
theyenhancecodereadabilityandmaypreventtheintroductionofvulnerabilitiesinthe future. e The Indexed
contractisinheritedbyseveralcontracts,butitsfunctionalityisnot
currentlybeingused.Considerremovingitifitisnotrequired. e Considerrenamingthe
DestinationRecipientRoutingHook contracttobemore inlinewiththe DomainRoutingHook
contractitinheritsfrom.Similarly,the configCustomHook functioncouldberenamedto setHook
toalignwithasimilar functioninthe DomainRoutingHook contract. e The ERC5164Hook contract’s
_quoteDispatch functionrevertswhilethe _quoteDispatch functioninotherhookcontractsreturns 0
.Updatethisfunction tobeconsistentwiththeothers,ordocumentwhyitisexpectedtobehave differently.
hasheye 11HyperlaneV3SecurityAssessment PUBLIC

C.FixReviewResults 0OnOctober26,2023,hasheyereviewedfixesforfourissuesidentifiedbyAbacusWorks
concurrenttoourreview,aswellasminoradditionalchangestothesmartcontracts.We
reviewedeachfixtodetermineitseffectivenessinresolvingtheassociatedissue.No
additionalissueswereidentifiedduringthisfixreview.



Thefirstissuewastheinabilitytounenrollaremoterouterfromthesystem.Thisissuewas
addressedinPR#2760byaddingthe unenrollRemoteRouter functioninthe Router contractanda remove
functioninboththe DefaultFallbackRoutingIsm and DomainRoutingIsm contracts.
Thesecondissueidentifiedanedgecasewherecallsto Mailbox.process unexpectedly
revertiftheyspecifyarecipientcontractthathasafallbackfunctionbutdoesnothavean
interchainSecurityModule functiontospecifyanon-defaultISM.Thisissuewas
addressedinPR#2767,whichupdatedthelogictocheckforanonzeroreturndatalength
beforeattemptingtodecodethereturnvalueasanaddress.
Thethirdissueidentifiedanedgecasewhereusersreceiveanunclearerrormessageif
theyincludeinsufficientpaymentwiththeircallto Mailbox.dispatch ,asthistriggersan
arithmeticunderflow.ThisissuewasaddressedinPR#2769bycappingthequoted
paymentamounttotheamountprovidedbythecalleranddeferringtheerrorhandlingto
theunderlyinghookthatisbeingunderpaid. Thefourthissuewasapotentialraceconditionwiththe
AbstractMessageIdAuthorizedIsm contract’s verify function.Thisissuecouldallow
anattackertodirectlycall verify aftertheauthorizedentitycallsthe verifyMessageld
functiontomarkamessageasverified, butbeforetherelayertriggersthecallto verify as
partoftheexpectedflow.Thiswouldpotentiallyallowtheattackertotransferfundsmore
timesthanintended.ThisissuewasaddressedinPR#2835byaddinglogictoreducethe
outstandingvaluetobetransferredduringeachcallto verify .However,thisfixisnotyet
includedinthetaggedpre-releaseasofthecommitlistedbelow.
Theremainingcodechangesmainlyconsistofreorganizingthedirectorystructureofthe
contracts,changingvisibilityofsomefunctions,andmakingminorsimplificationstosome
contracts.Fulldetailsoftheadditionalchangescanbefoundonthe audit-remediations taggedreleaseatcommit
d69d76a . hasheye 12HyperlaneV3SecurityAssessment PUBLIC

D.SupplementaryReviewSummary EngagementOverview
AbacusWorksengagedhasheyetoreviewthesecurityofthechangestotheHyperlane cross-
chainmessagingprotocolsmartcontracts,aspartoftheV3upgradeincommit fcfecdf ofPR#2733.
Toensurethechangesreceivedsufficientcoverage, oneconsultantperformeda
subsequentreviewfromOctober25to0ctober27,2023, foratotalofthreeadditional engineer-
daysofeffort.Withfullaccesstosourcecode,documentation,andtheresultsof theSeptember25-
29review,weperformedstaticanddynamictestingofthecodebase, usingautomatedandmanualprocesses.
ObservationsandImpact Thesystemisextremelycomplexbyvirtueofbeinganinterchainmessagingsystem.Thus,
itwouldbenefitfromacomprehensivereviewinitsentirety.
Theneedforacomprehensivereviewisfurtherevidencedbythefollowingevents.While
reviewingthechangesintroducedby fcfecdf ,wefoundadoublespendbugnotrelatedto thosechanges. 1
Fortunately, thebugwasalsonoticedbyAbacusWorks,andfixedbyPR
#2835.However,basedonourunderstandingofthecode, thebugcouldhavebeen catastrophicfortheprotocol.
TheV3auditremediationsdocumentsuggeststhatproducinghelpfulrevertmessagesis
preferabletorelyingonSoliditypanics,andweagree.WeencourageAbacusWorksto
continuethispractice,eventhoughtheviewisnotheldindustrywide. Recommendations
Basedonthefindingsidentifiedduringthesecurityreview, hasheyerecommendsthat
AbacusWorkstakethefollowingsteps: e Remediatethefindingsdisclosedinthisreport.Thesefindingsshouldbe
addressedaspartofadirectremediationoraspartofanyrefactorthatmayoccur
whenaddressingotherrecommendations. e
Seekacomprehensivereviewofthecodeinitsentirety.Interchainmessaging
systemsarecomplexbytheirnature.Moreover,wehappeneduponapotentially 1
Toelaborate,weranSlitheraswenormallydoforSolidityaudits.Slitherproducedafalsepositive
regardingpotentiallylockedetherinthe ERC5164Ism contractviathe
AbstractMessageIdAuthorizedIsm.verifyMessageId function.WhileinvestigatingtheSlither
report,wenoticedthepotentialdoublespendbug. hasheye 13HyperlaneV3SecurityAssessment PUBLIC

catastrophicbugbyaccident.Thesefactssuggestacomprehensivereviewis needed. e
ContinuetopreferinformativerevertmessagesoverSoliditypanics.Doingso
allowsonetodistinguishanticipatedfailures(theformercase)fromunanticipated failures(thelattercase).
hasheye 14HyperlaneV3SecurityAssessment PUBLIC

E.SupplementaryReviewCoverage
Thissectionprovidesanoverviewoftheanalysiscoverageofthereview,asdeterminedby ourhigh-
levelengagementgoals.Ourapproachesincludedthefollowing: e
Documentationreview.WereviewedtheHyperlanedocumentationtogetan
overviewofwhatthesystemdoesandwhatitsmaincomponentsare.Wealso
reviewedtheV3auditremediationsdocument, tounderstandtheissuesdiscovered followingtheSeptember25-
29hasheyeaudit. e Staticanalysis.WeranSlitheroverthecodebaseandreviewedtheresults. e
Testcoverageanalysis.Weverifiedthattheproject’sHardhatandFoundrytests
pass.Wealsocomputedtheirtestcoverageandlookedforobviousgaps. e



Pullrequestreview.WereviewedthepullrequestsmentionedintheV3audit
remediationsdocumentinattempttounderstandhowtheyaddresstheissues namedinthatdocument. e
Manualreview.Wecursorilyreviewedthechangesintroducedbycommit fcfecdf . CoveragelLimitations
Becauseofthetime-boxednatureoftestingwork, itiscommontoencountercoverage
limitations.Thefollowinglistoutlinesthecoveragelimitationsoftheengagementand
indicatessystemelementsthatmaywarrantfurtherreview: e
Interchainmessaging/bridgingsystemsareinherentlycomplex.Thesemantics
ofsuchsystemsdependuponthesemanticsofthechainswithwhichtheyoperate.
Sincesuchsystemsnecessarilyinvolvemultiplechains, theyaremorecomplexthan typical, single-
chainblockchainprojects. e Reviewingadiffisinherentlylimited.Determiningwhetherchangeintroducesa
bugrequiresanunderstandingofhowthecodeoperatespriortothechange.
Withoutsuchanunderstanding, onemustmakeassumptionsabouthowthecode operates. hasheye
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F.SupplementaryReviewFindings 1.ERC165(standardinterfacedetection)notused
Severity:LowDifficulty:Low Type:DataValidationFindingID:TOB-HYPERLANE-1 Target:
solidity/contracts/client/MailboxClient.sol , solidity/contracts/hooks/DomainRoutingHook.sol
Description Inseveralplaces,anaddressiscasttoaninterfacewithoutfirstusingERC165:Standard
InterfaceDetectiontocheckthattheinterfaceisimplemented.Assuminganinterfaceis
implemented,whenitisnot, couldleadtoundesiredbehaviororconfusingerror messages.
Exampleswhereinterfacedetectioncouldbeusedappearinfiguresl.lthroughl.3.Note alsothatthe setHook
functioninfigurel.3appearstolackan onlyContractOrNull
modifier.However,theproblemwouldbecomemootifinterfacedetectionwereused.

63functionsetHook (address_hook)publiconlyContractOrNull(_hook)onlyOwner{
64hook=IPostDispatchHook(_hook); 65}
Figurel.l:ExamplewhereERC165:StandardInterfaceDetectioncouldbeused(lof3) ( hyperlane-
monorepo/solidity/contracts/client/MailboxClient.sol#63-65 )
71functionsetInterchainSecurityModule (address_module) 72public 73onlyContractOrNull(_module)
740nly0Owner 75{ 76interchainSecurityModule=IInterchainSecurityModule(_module); 77}
Figurel.2:ExamplewhereERC165:StandardInterfaceDetectioncouldbeused(20f3) ( hyperlane-
monorepo/solidity/contracts/client/MailboxClient.sol#71-77 )

45functionsetHook (uint32destination, addresshook)publiconlyOwner{
46hooks[destination]=IPostDispatchHook(hook); 47} hasheye 16HyperlaneV3SecurityAssessment PUBLIC

Figurel.3:ExamplewhereERC165:StandardInterfaceDetectioncouldbeused(30f3) ( hyperlane-
monorepo/solidity/contracts/hooks/DomainRoutingHook.sol#45-47 )
Note:AbacusWorksnoticedacasewherethe Mailbox.recipientIsm functionwould
revertiftherecipientdidnotcorrectlyimplementthe ISpecifiesInterchainSecurityModule
interface.TheproblemwasfixedbyPR#2767. SimilarcasescouldbeavertedbyusingERC165. ExploitScenario
Aliceaccidentallycalls MailboxClient.setInterchainSecurityModule withan
addressthatisnotforISM.Hermailboxclientdoesnotfunctioncorrectlyandproduces
confusingerrormessages.Timeandeffortarewastedtryingtodiagnosetheproblem. Recommendations
Shortterm,adjustthecodeinfiguresl.1throughl.3touseERC165:StandardInterface
Detection.Doingsowillhelptocatchcaseswherethefunctionsarecalledwithcontracts
thatdonotimplementtherequiredinterfaces.

Longterm, regularlytestyourcodewithinvalidinputs, includingcontractsthatdonot
implementtherequiredinterfaces.Doingsowillhelptoensurethatsuchcasesare

handledcorrectly, andthatusefulerrormessagesareproduced. hasheye 17HyperlaneV3SecurityAssessment
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2.Useofoutdateddependenciesanddependencymanagementtools
Severity:UndeterminedDifficulty:Undetermined Type:PatchingFindingID:TOB-HYPERLANE-2 Target:
.yarnrc.yml , yarn.lock Description
TheprojectusesanoldversionofYarn,andanoldversionoftheOpenZeppelincontracts.
Useofoutdatedsoftwarecouldmeanbugfixesaremissed.
TheprojectusesYarnversion3.2.0,asshowninfigure2.1.ThemostrecentversionofYarn
inthe3.2.%xseriesis3.2.4,andinthe3.*.*seriesis3.4.1. 1lyarnPath:.yarn/releases/yarn-3.2.0.cjs
Figure2.1:Yarnversiontheprojectispinnedto(version3.2.0) ( hyperlane-monorepo/.yarnrc.yml#11 )
Similarly,theprojectusesOpenZeppelincontractsversion4.8.0,asshowninfigure2.2.The
mostrecentversionofthecontractsinthe4.8.*seriesis4.8.3,andinthe4.*.*xseriesis 4.9.3.
4892"@openzeppelin/contracts@npm:~4.8.0": 4893version:4.8.0
4894resolution:"@openzeppelin/contracts@npm:4.8.0" 4895checksum:
dfab51a7f91735cfble94dd5074736b0dac0207e4ebf26eb46h32defd3bb67adce5a3bb248daa7b841c21
be74863cle37cf92ed194a9c36d3f8c5326d1a24242a 48961languageName:node 48971inkType:hard
Figure2.2:0penZeppelincontractsversiontheprojectispinnedto(version4.8.0) ( hyperlane-
monorepo/yarn.lock#4892-4897 ) Notethatthelatterproblemseemstoberelatedtotheformer.Ifonedeletesthe



.yarnrc.yml fileandrunsthelateststableversionofYarn(versionl1.22.19),the yarn.lock
fileisupdatedtorefertoversion4.9.3o0ftheOpenZeppelincontracts. ExploitScenario
Abugisfoundinversion4.8.0o0ftheOpenZeppelincontracts.ThebugaffectsHyperlane.
MalloryexploitsHyperlane, knowingitusestheoutdated, vulnerablecontracts. hasheye
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Recommendations Shortterm,unlessthereisagoodreasonnotto,usethelateststableversionofYarn
(versionl1.22.19).ForeachofHyperlane’simmediatedependencies,verifythatthemost
recentversionofthedependencyappearsinthe yarn.lock file.Takingthesestepswill
helpensurethatHyperlanedoesnotuseoutdated, vulnerabledependencies. Longterm,regularlyrun yarnupgrade
.DoingsowillhelpensurethatHyperlaneuses up-to-datedependencies. hasheye
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