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Abouthasheye Foundedin20l12andheadquarteredinNewYork,hasheyeprovidestechnicalsecurity
assessmentandadvisoryservicestosomeoftheworld’smosttargetedorganizations.We combinehigh-
endsecurityresearchwithareal -worldattackermentalitytoreduceriskand
fortifycode.With1lG0+employeesaroundtheglobe,we’vehelpedsecurecriticalsoftware
elementsthatsupportbillionsofendusers,includingKubernetesandtheLinuxkernel.
Wemaintainanexhaustivelistofpublicationsathttps://github.com/hasheye-io/publications,
withlinkstopapers,presentations,publicauditreports,andpodcastappearances.

Inrecentyears, hasheyeconsultantshaveshowcasedcutting-edgeresearchthrough
presentationsatCanSecWest,HCSS, Devcon, EmpireHacking, GrrCon,LangSec, NorthSec,
the0’ReillySecurityConference,PyCon,REcon,SecurityBSides, andSummerCon.
Wespecializeinsoftwaretestingandcodereviewprojects, supportingclientorganizations
inthetechnology, defense,andfinanceindustries, aswellasgovernmententities.Notable
clientsincludeHashiCorp, Google,Microsoft,WesternDigital,andZoom.
hasheyealsooperatesacenterofexcellencewithregardtoblockchainsecurity.Notable
projectsincludeauditsofAlgorand,BitcoinSV,Chainlink, Compound, Ethereum2.0,
MakerDAO,Matic,Uniswap,Web3,andZcash.

Tokeepuptodatewithourlatestnewsandannouncements, pleasefollowhasheyeon
Twitterandexploreourpublicrepositoriesathttps://github.com/hasheye-io.Toengageus
directly,visitour“Contact”pageathttps://www.hasheye.io/contact,oremailusat info@hasheye.io.
hasheye,Inc. 228ParkAveS#80688 NewYork,NY10003 https://www.hasheye.io info@hasheye.io hasheye
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NoticesandRemarks CopyrightandDistribution ©2022byhasheye, Inc.
Allrightsreserved.hasheyeherebyassertsitsrighttobeidentifiedasthecreatorofthis
reportintheUnitedKingdom. Thisreportisconsideredbyhasheyetobepublicinformation;itislicensedto
DcentralLabunderthetermsoftheprojectstatementofworkandhasbeenmadepublicat
DcentralLab’srequest.Materialwithinthisreportmaynotbereproducedordistributedin
partorinwholewithouttheexpresswrittenpermissionofhasheye. TestCoverageDisclaimer
Allactivitiesundertakenbyhasheyeinassociationwiththisprojectwereperformedin
accordancewithastatementofworkandagreeduponprojectplan. Securityassessmentprojectsaretime-
boxedandoftenreliantoninformationthatmaybe
providedbyaclient,itsaffiliates,oritspartners.Asaresult,thefindingsdocumentedin
thisreportshouldnotbeconsideredacomprehensivelistofsecurityissues, flaws,or
defectsinthetargetsystemorcodebase.
hasheyeusesautomatedtestingtechniquestorapidlytestthecontrolsandsecurity
propertiesofsoftware.Thesetechniquesaugmentourmanualsecurityreviewwork,but
eachhasitslimitations:forexample,atoolmaynotgeneratearandomedgecasethat
violatesapropertyormaynotfullycompleteitsanalysisduringtheallottedtime.Theiruse
isalsolimitedbythetimeandresourceconstraintsofaproject.

Whenundertakingafixreview, hasheyereviewsthefixesimplementedforissues
identifiedintheoriginalreport.Thisworkinvolvesareviewofspecificareasofthesource
codeandsystemconfiguration,notcomprehensiveanalysisofthesystem. hasheye 2ChainPortFixReview PUBLIC
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ExecutiveSummary EngagementOverview
DcentralLabengagedhasheyetoreviewthesecurityofitsChainPortbridge.FromMay
31toJune24,2022,ateamoftwoconsultantsconductedasecurityreviewofthe client-
providedsourcecode,witheightperson-weeksofeffort.Detailsoftheproject’s

scope, timeline, testtargets,andcoverageareprovidedintheoriginalauditreport.
DcentralLabcontractedhasheyetoreviewthefixesimplementedforissuesidentifiedin
theoriginalreport.0OnJanuary30,2023,oneconsultantconductedareviewofthe client-
providedsourcecode,withoneperson-dayofeffort. SummaryofFindings
Theoriginalauditdidnotuncoveranysignificantflawsordefectsthatcouldimpactsystem
confidentiality,integrity,oravailability.Asummaryoftheoriginalfindingsisprovided below.
EXPOSUREANALYSIS SeverityCount High® Medium3 Lowl0 Informationalé Undetermined3 CATEGORYBREAKDOWN
CategoryCount AuditingandLogging2 Configurationé Cryptography2 DataExposure2 DataValidation3
DenialofServicel Patchingl Testingl Timingl hasheye 5ChainPortFixReview PUBLIC

UndefinedBehavior3 OverviewofFixReviewResults
DcentralLabhassufficientlyaddressedl4ofthe22issuesdescribedintheoriginalaudit report. hasheye
6ChainPortFixReview PUBLIC

ProjectSummary ContactInformation Thefollowingmanagerswereassociatedwiththisproject:
DanGuido,AccountManagerMary0’Brien,ProjectManager dan@hasheye.iomary.obrien@hasheye.io
Thefollowingengineerswereassociatedwiththisproject: VascoFranco,Consultant vasco.franco@hasheye.io
ProjectTimeline Thesignificanteventsandmilestonesoftheprojectarelistedbelow. DateEvent
April28,2022Pre-projectonboardingarchitecturecall May25,2022Pre-projectkickoffcall
June7,2022Statusupdatemeeting#l Junel3, 2022Statusupdatemeeting#2 June2l,2022Statusupdatemeeting#3
June23,2022Deliveryofinitialreportdraft June23,2022Reportreadoutmeeting
June24,2022Deliveryofsecondreportdraft July5,2022Deliveryoffinalreport
September27,2022ReviewoffixesimplementedbyDcentralab Octoberé,2022Deliveryofinitialdraftoffixreview
January30,2023ReviewofadditionalfixesimplementedbyDcentralab February2,2023Deliveryoffinalfixreview
hasheye 7ChainPortFixReview PUBLIC

ProjectMethodology Ourworkinthefixreviewincludedthefollowing: e
Areviewofthefindingsintheoriginalauditreport e Amanualreviewoftheclient-
providedsourcecodeandconfigurationmaterial hasheye 8ChainPortFixReview PUBLIC

ProjectTargets Theengagementinvolvedareviewofthefixesimplementedinthetargetslistedbelow.
ChainPortSmartContracts Repositoryhttps://github.com/chainport/smart-contracts Versions
£10179daled2ecaa4sel0346023¢c245F69Fd3478e 48ff2a78b3d%9aa24b203db308141231¢72767152 (Cardano)
TypeSolidity PlatformEVM ChainPortBackEnd Repositoryhttps://gitlab.com/chainport/chainport-backend
Versions a5b218fcd19fb2ech4e279764c26acact3c2941le 00556e84bfffd965fdb6b91c53a43¢8427d0F6d9 (fees)
eadBa71784c3a3c488483c55hleb6c5afecf51392a (Cardano) TypePython PlatformAWSLambda ChainPortFrontEnd
Repositoryhttps://gitlab.com/chainport/chainport-app Version
32c6ef297ff8168a2aff5ec22¢337f15a0951884 TypesJavaScript,React PlatformWeb hasheye
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SummaryofFixReviewResults
Thetablebelowsummarizeseachoftheoriginalfindingsandindicateswhethertheissue
hasbeensufficientlyresolved.TheDcentralabteamhasacknowledgedtheissuesthat remainunresolved.
IDTitleSeverityStatus 1SeveralsecretscheckedintosourcecontrolMediumResolved
2Samecredentialsusedforstaging, test,and productionenvironmentdatabases LowResolved 3Useoferror-
pronepatternforloggingfunctionsLowUnresolved 4Useofhard-
codedstringsinsteadofconstantsInformationalUnresolved
5UseofincorrectoperatorinSQLAlchemyfilterUndeterminedResolved
6Severalfunctionsreceivethewrongnumberof arguments UndeterminedResolved
7LackofeventsforcriticaloperationsInformationalResolved
8LackofzeroaddresschecksinsetterfunctionsInformationalResolved
9Pythontypeannotationsaremissingfrommost functions LowUnresolved
10UseoflibrarieswithknownvulnerabilitiesLowResolved
11UseofJavaScriptinsteadofTypeScriptLowUnresolved hasheye 10ChainPortFixReview PUBLIC

12Useof.formattocreateSQLqueriesInformationalUnresolved
13ManyrulesaredisabledintheESLintconfigurationInformationalUnresolved
14Congresscanlosequorumaftermanuallysettingthe quorumvalue MediumResolved
15Potentialraceconditioncouldallowuserstobypass PORTXfeepayments LowUnresolved 16Signature-



relatedcodelacksaproperspecification anddocumentation MediumResolved
17Cryptographicprimitiveslacksanitychecksandclear functionnames InformationalResolved
18UseofrequestswithoutthetimeoutargumentLowResolved
19LackofnoopenerattributeonexternallinksLowResolved
20UseofurllibcouldallowuserstoleaklocalfilesUndeterminedUnresolved
21ThefrontendisvulnerabletoiFramingLowResolved 22LackofCSPheaderintheChainPortfrontendLowResolved
hasheye 11ChainPortFixReview PUBLIC

DetailedFixReviewResults 1.Severalsecretscheckedintosourcecontrol Status:Resolved
Severity:MediumDifficulty:High Type:DataExposureFindingID:TOB-CHPT-1 Target:The chainport-backend
repository Description The chainport-backend
repositorycontainsseveralsecretsthatarecheckedintosource
control.Secretsthatarestoredinsourcecontrolareaccessibletoanyonewhohashad
accesstotherepository(e.g.,formeremployeesorattackerswhohavemanagedtogain accesstotherepository).
WeusedTruffleHogtoidentifythesesecrets(byrunningthecommandt rufflehoggit file://.
intherootdirectoryoftherepository).TruffleHogfoundseveraltypesof

credentials, includingthefollowing,whichwereverifiedthroughTruffleHog’scredential
verificationchecks: e GitHubpersonalaccesstokens e Slackaccesstokens
TruffleHogalsofoundunverifiedGitLabauthenticationtokensandPolygonAPIcredentials.
Furthermore,wefoundhard-codedcredentials, suchasdatabasecredentials, inthesource
code,asshowninfigurel.l. [REDACTED] Figurel.l1: chainport-backend/env.prod.json#L3-L4 FixAnalysis
Theissueisresolved.TheDcentralLabteamhasremovedseveraloftheidentifiedsecrets
fromtherepositoryandhasaddedTruffleHogtoitsCIpipeline. hasheye 12ChainPortFixReview PUBLIC

2.Samecredentialsusedforstaging,test,andproductionenvironment databases Status:Resolved
Severity:LowDifficulty:High Type:ConfigurationFindingID:TOB-CHPT-2 Target:Databaseauthentication
Description Thestaging, test,andproductionenvironments'databaseshavethesameusernameand
passwordcredentials. FixAnalysis
Theissueisresolved.TheDcentralabteamhasupdatedthesecredentialstobedifferent foreachenvironment.
hasheye 13ChainPortFixReview PUBLIC

3.Useoferror-pronepatternforloggingfunctions Status:Unresolved Severity:LowDifficulty:High
Type:AuditingandLoggingFindingID:TOB-CHPT-3 Target:The chainport-backend repository Description
Thepatternshowninfigure3.lisusedrepeatedlythroughoutthecodebasetologfunction names. [REDACTED]
Figure3.1:AnexampleofthepatternusedbyChainPorttologfunctionnames Thispatternispronetocopy-and-
pasteerrors.Developersmaycopythecodefromone
functiontoanotherbutforgettochangethefunctionname,asexemplifiedinfigure3.2. [REDACTED]
Figure3.2:AnexampleofanincorrectuseofthepatternusedbyChainPorttologfunction names
WewroteaSemgrepruletodetecttheseproblems(appendixDoftheoriginalaudit
report).Thisruledetected4éerrorsassociatedwiththispatternintheback-end
application.Figure3.3showsanexampleofoneofthesefindings. [REDACTED]
Figure3.3:Anexampleofoneofthe4éerrorsresultingfromthefunction-nameloggingpattern ( chainport-
backend/modules/web_3/helpers.py#L313-L315 ) FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitwillfixthisissueina futurerefactor:"
(Theissue)willbehandledinthenearfutureaspartofaconventions refactor." hasheye 14ChainPortFixReview
PUBLIC

4.Useofhard-codedstringsinsteadofconstants Status:Unresolved Severity:InformationalDifficulty:High
Type:DataValidationFindingID:TOB-CHPT-4 Target:The chainport-backend repository Description
Theback-endcodeusesseveralhard-codedstringsthatcouldbedefinedasconstantsto
preventanytyposfromintroducingvulnerabilities.

Forexample, thechecksthatdeterminethesystem’senvironmentcomparetheresultof the get_env
functionwiththestrings “develop” , “staging” , “prod” ,or “local” .
Figure4.lshowsanexampleofoneofthesechecks. [REDACTED] Figure4.1: chainport-
backend/project/lambdas/mainchain/rebalance_monitor.py#L42-1L43
Wedidnotfindanytyposintheseliteralstrings, sowesettheseverityofthisfindingto
informational.However,theuseofhard-codedstringsinplaceofconstantsisnotbhest
practice;wesuggestfixingthisissueandfollowingotherbestpracticesforwritingsafe
codetopreventtheintroductionofbugsinthefuture. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitwillfixthisissueina futurerefactor:"
(Theissue)willbehandledinthenearfutureaspartofaconventions refactor." hasheye 15ChainPortFixReview
PUBLIC

5.UseofincorrectoperatorinSQLAlchemyfilter Status:Resolved
Severity:UndeterminedDifficulty:Undetermined Type:UndefinedBehaviorFindingID:TOB-CHPT-5 Target:
chainport-backend/project/data/db/port.py#L173 Description Theback-endcodeusesthe isnot
operatorinan SQLAlchemy query’s filter . SQLAlchemy reliesonthe __eq__



familyofmethodstoapplythefilter;however,the is and isnot
operatorsdonottriggerthesemethods.Therefore,onlythecomparison operators( = or = )shouldbeused.
[REDACTED] Figure5.1: chainport-backend/project/data/db/port.py#L173
Wedidnotreviewwhetherthisflawcouldbeusedtobypassthesystem’sbusinesslogic, so
wesettheseverityofthisissuetoundetermined. FixAnalysis
Theissueisresolved.Theoperatorintheexpressionhasheenupdatedto = inplaceof is not . hasheye
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6.Severalfunctionsreceivethewrongnumberofarguments Status:Resolved
Severity:UndeterminedDifficulty:Undetermined Type:UndefinedBehaviorFindingID:TOB-CHPT-6 Target:The
chainport-backend repository Description Severalfunctionsinthe chainport-backend
repositoryarecalledwithanincorrect numberofarguments: e Severalfunctionsinthe
/project/deprecated_files folder e Acallto release_tokens_by_maintainer fromthe rebalance_bridge
function (figuresé.land6.2) e Acallto generate_redeem_signature fromthe regenerate_signature
function(figuresé6.3andé.4) e Acallto get_next_nonce_for_public_address fromthe
prepare_erc20_transfer_transaction function(figuresé.5and6.6) e Acallto get_cg_token_address_list
fromthemainfunctionofthefile(likelyold debuggingcode) [REDACTED] Figureé6.l1:Ther
elease_tokens_by_maintainer functioniscalledwithfourarguments,but atleastfivearerequired. (
chainport-backend/project/lambdas/mainchain/rebalance_monitor.py#L109-L1 14 ) [REDACTED]
Figureé6.2:Thedefinitionofthe release_tokens_by_maintainer function ( chainport-
backend/project/lambdas/release_tokens_by_maintainer.py#L27-L3 4 ) [REDACTED] hasheye
17ChainPortFixReview PUBLIC

Figureé6.3:Acallto generate_redeem_signature thatismissingthe network_id argument ( chainport-
backend/project/scripts/keys_maintainers_signature/regenerate_ signature.py#L38-L43 ) [REDACTED]
Figureé6.4:Thedefinitionofthe generate_redeem_signature function ( chainport-
backend/project/lambdas/sidechain/events_handlers/handle_burn_ event.py#L46-L48 ) [REDACTED]
Figureé6.5:Acallto get_next_nonce_for_public_address thatismissingthe outer_session argument (
chainport-backend/project/web3_cp/erc20/prepare_erc20_transfer_transacti on.py#L32-L34 ) [REDACTED]
Figureé.6:Thedefinitionofthe get_next_nonce_for_public_address function ( chainport-
backend/project/web3_cp/nonce.py#L19-L21 ) [REDACTED] Figureé.7:Acallto get_cg_token_address_list
thatismissingallthreearguments ( chainport-
backend/project/lambdas/token_endpoints/cg_list_get.py#L90-91 ) [REDACTED]
Figureé6.8:Thedefinitionofthe get_cg_token_address_list function ( chainport-
backend/project/lambdas/token_endpoints/cg_list_get.py#L37 )
Wedidnotreviewwhetherthisflawcouldbeusedtobypassthesystem’sbusinesslogic, so
wesettheseverityofthisissuetoundetermined. FixAnalysis
Theissueisresolved.Theaffectedcodehasbeenremovedorupdatedtopassthecorrect numberofarguments.
hasheye 18ChainPortFixReview PUBLIC

7.Lackofeventsforcriticaloperations Status:Resolved Severity:InformationalDifficulty:High
Type:AuditingandLoggingFindingID:TOB-CHPT-7 Target: ChainportMainBridge.sol ,
ChainportSideBridge.sol , Validator.sol Description
Severalcriticaloperationsdonottriggerevents.Asaresult,itwillbedifficulttoreviewthe
correctbehaviorofthecontractsoncetheyhavebeendeployed. Forexample,the setSignatoryAddress
function,whichiscalledinthe Validator
contracttosetthesignatoryaddress,doesnotemitaneventprovidingconfirmationofthat
operationtothecontract’scaller(figure7.1). [REDACTED] Figure7.1:The setSignatoryAddress functionin
Validator:43-52 Withoutevents,usersandblockchain-monitoringsystemscannoteasilydetectsuspicious
behavior. FixAnalysis Theissueisresolved.TheDcentralLabteamimplementedeventtriggersonallcritical
operations. hasheye 19ChainPortFixReview PUBLIC

8.Lackofzeroaddresschecksinsetterfunctions Status:Resolved Severity:InformationalDifficulty:High
Type:DataValidationFindingID:TOB-CHPT-8 Target: ChainportMainBridge.sol , ChainportMiddleware.sol ,
ChainportSideBridge.sol Description

Certainsetterfunctionsfailtovalidateincomingarguments, socallerscanaccidentallyset
importantstatevariablestothezeroaddress. Forexample,inthe initialize functionofthe
ChainportMainBridge contract,

developerscandefinethemaintainerregistry, thecongressaddressforgovernance,and
thesignaturevalidatorandsettheiraddressestothezeroaddress. [REDACTED] Figure8.1:The initialize
functionof ChainportMainBridge.sol
Failuretoimmediatelyresetanaddressthathasheensettothezeroaddresscouldresult inunexpectedbehavior.
FixAnalysis Theissueisresolved.TheDcentralLabteamnowrunsascriptthatverifiesthatimportant
statevariablesarenotsettozerobeforedeployingthecontracts. hasheye 20ChainPortFixReview PUBLIC

9.Pythontypeannotationsaremissingfrommostfunctions Status:Unresolved Severity:LowDifficulty:High
Type:UndefinedBehaviorFindingID:TOB-CHPT-9 Target:The chainport-backend repository Description



Theback-endcodeusesPythontypeannotations;however,theiruseissporadic,andmost
functionsaremissingthem. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitwillfixthisissueina futurerefactor:"
(Theissue)willbehandledinthenearfutureaspartofaconventions refactor." hasheye 21ChainPortFixReview
PUBLIC

10.Useoflibrarieswithknownvulnerabilities Status:Resolved Severity:LowDifficulty:Low
Type:PatchingFindingID:TOB-CHPT-10 Target:The chainport-backend repository Description Theback-
endrepositoryusesoutdatedlibrarieswithknownvulnerabilities.Weused pip-audit
,atooldevelopedbyhasheyewithsupportfromGoogletoauditPython
environmentsanddependencytreesforknownvulnerabilities,andidentifiedtwoknown
vulnerabilitiesintheproject’sdependencies(asshowninfigurel0.1). [REDACTED]
Figurel0.1:Alistofoutdatedlibrariesintheback-endrepository FixAnalysis
Theissueisresolved.TheDcentralLabteamupdatedthebackend’ sdependencies.
However,westillrecommendintegrating pip-audit intotheCI/CDpipelinetohave
continuousscanningforPythonpackageswithknownvulnerabilities. hasheye 22ChainPortFixReview PUBLIC

11.UseofJavaScriptinsteadofTypeScript Status:Unresolved Severity:LowDifficulty:Low
Type:ConfigurationFindingID:TOB-CHPT-11 Target:The chainport-app repository Description
TheChainPortfrontendisdevelopedwithJavaScriptinsteadofTypeScript.TypeScriptisa
stronglytypedlanguagethatcompilestoJavaScript.Itallowsdeveloperstospecifythe
typesofvariablesandfunctionarguments,andTypeScriptcodewillfailtocompileifthere
aretypemismatches.Contrarily,JavaScriptcodewillcrash(orworse)duringruntimeif
therearetypemismatches. Insummary,TypeScriptispreferredoverJavaScriptforthefollowingreasons: e
Itimprovescodereadability;developerscaneasilyidentifyvariabletypesandthe typesthatfunctionsreceive.
e Itimprovessecuritybyprovidingstatictypecheckingthatcatcheserrorsduring compilation. e
Itimprovessupportforintegrateddevelopmentenvironments(IDEs)andothertools
byallowingthemtoreasonaboutthetypesofvariables. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatthemovefrom
JavaScripttoTypeScriptwilloccurinafront-endrefactor. hasheye 23ChainPortFixReview PUBLIC

12.Useof.formattocreateSQLqueries Status:Unresolved Severity:InformationalDifficulty:Medium
Type:DataValidationFindingID:TOB-CHPT-12 Target:[REDACTED] Description
ThebackendbuildsSQLquerieswiththe .format function.Anattackerthatcontrolsone
ofthevariablesthatthefunctionisformattingwillbeabletoinjectSQLcodetosteal
informationordamagethedatabase. [REDACTED] Figurel2.1: chainport-
backend/project/data/db/postgres.py#L4-L24 [REDACTED] Figurel2.2: chainport-
backend/project/lambdas/database_monitor/clear_lock.py#L29-L31
Noneofthefieldsdescribedaboveareattacker-controlled, sowesettheseverityofthis
findingtoinformational.However,theuseof .format tocreateSQLqueriesisan anti-
pattern;parameterizedqueriesshouldbeusedinstead. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitwillfixthisissueina futurerefactor:"
(Theissue)willbehandledinthenearfutureaspartofaconventions refactor." hasheye 24ChainPortFixReview
PUBLIC

13.ManyrulesaredisabledintheESLintconfiguration Status:Unresolved
Severity:InformationalDifficulty:High Type:TestingFindingID:TOB-CHPT-13 Target: chainport-
app/.eslintrc.js Description Thereare34rulesdisabledinthefront-end eslint
configuration.Disablingsomeofthese

rulesdoesnotcauseproblems, butdisablingothersreducesthecode’ ssecurityand reliability(e.g., react/no-
unescaped-entities , consistent-return , no-shadow )and thecode’sreadability(e.g., react/jsx-
boolean-value , react/jsx-one-expression-per-line ). Furthermore,thecodecontains4é6inline eslint-
disable commentstodisablespecific
rules.Whiledisablingsomeoftheserulesinthiswaymaybevalid,werecommendadding
acommenttoeachinstanceexplainingwhythespecificrulewasdisabled. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralabteamnotedthatthisissuewillbe resolvedinafront-endrefactor.
hasheye 25ChainPortFixReview PUBLIC

14.Congresscanlosequorumaftermanuallysettingthequorumvalue Status:Resolved
Severity:MediumDifficulty:High Type:ConfigurationFindingID:TOB-CHPT-14 Target:
contracts/governance/ChainportCongressMembersRegistry.sol Description
ProposalstotheChainPortcongressmustbeapprovedbyaminimumquorumof
membersbeforetheycanbeexecuted.Bydefault,whenanewmemberisaddedtothe

congress, thequorumisupdatedtobeN-1,whereNisthenumberofcongress members. [REDACTED] Figurel4.1:
smart-contracts/contracts/governance/ChainportCongressMembersRegistry.so 1#L98-1119
However,thecongresshastheabilitytooverwritethequorumnumbertoanynonzero

number, includingvalueslargerthanthecurrentmembership. [REDACTED] Figurel4.2: smart-



contracts//contracts/governance/ChainportCongressMembersRegistry.s ol#L69-L77
Ifthecongressmanuallylowersthequorumnumberandlateraddsamember, the
quorumnumberwillberesettoonelessthanthetotalmembership.Ifforsomereason
certainmembersaretemporarilyorpermanentlyunavailable(e.qg.,theyareonvacationor
theirprivatekeysweredestroyed),theminimumquorumwouldnotbereached. FixAnalysis
Theissueisresolved.TheDcentralabteamindicatedthatthisisdesiredbehaviorand
documenteditintheproject’ sREADME. hasheye 26ChainPortFixReview PUBLIC

15.PotentialraceconditioncouldallowuserstobypassPORTXfeepayments Status:Unresolved
Severity:LowDifficulty:Medium Type:TimingFindingID:TOB-CHPT-15 Target:
contracts/ChainportFeeManager.sol Description
ChainPortfeesarepaideitherasa0.3%feedeductedfromtheamounttransferredorasa
0.2%feeinPORTXtokensthattheuserhasdepositedintothe ChainportFeeManager
contract.TodeterminewhetherafeeshouldbepaidinthebasetokenorinPORTX, the
backendcheckswhethertheuserhasasufficientPORTXbalanceinthe ChainportFeeManager contract. [REDACTED]
Figurel5.1: chainport-backend//project/lambdas/fees/fees.py#L219-249 However,the
ChainportFeeManager contractdoesnotenforceanunbondingperiod,a
periodoftimebeforeuserscanunstaketheirPORTXtokens. [REDACTED] Figurel5.2: smart-
contracts/contracts/ChainportFeeManager.sol#L113-L125
Sincependingfeepaymentsaregeneratedaspartofdeposit, transfer,andburneventsbut
theactualprocessingishandledbyaseparatemonitor,itcouldbepossibleforauserto
withdrawherPORTXtokenson-chainafterthedepositeventhasbeenprocessedand
beforethefeepaymenttransactionisconfirmed, allowinghertoavoidpayingafeeforthe transfer. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitiscurrentlyworkingon afix. hasheye
27ChainPortFixReview PUBLIC

16.Signature-relatedcodelacksaproperspecificationanddocumentation Status:Resolved
Severity:MediumDifficulty:High Type:CryptographyFindingID:TOB-CHPT-16 Target:Signature-relatedcode
Description ChainPortusessignaturestoensurethatmessagestomintandreleasetokenswere
generatedbythebackend.Thesesignaturesarenotwelldocumented,andtheproperties
theyattempttoprovideareoftenunclear.Forexample,answerstothefollowingquestions
arenotobvious;weprovideexampleanswersthatcouldbeprovidedinthedocumentation
ofChainPort’suseofsignatures: e Whydoesthesignedmessagecontaina networkId field,andwhydoesithave
tobeunique?Ifnot,anoperationtominttokensononechaincouldbereplayed onanotherchain. e
Whydoesthesignedmessagecontainan action field?The action field
preventsreplayattacksinnetworksthathavebothamainandsidebridge.Without
thisfield,asignatureformintingtokenscouldbeusedonasidechaincontractof
thesamenetworktoreleasetokens. e Whyareboththesignatureandnoncecheckedforuniquenessinthe contracts?
Thesignaturescouldberepresentedinmorethanoneformat,which
meansthatstoringthemisnotenoughtoensureuniqueness. FixAnalysis
Theissueisresolved.TheDcentralLabteamaddedcodecommentstotherelevantsource
filetodocumentanswerstothequestionslistedabove. hasheye 28ChainPortFixReview PUBLIC

17.Cryptographicprimitiveslacksanitychecksandclearfunctionnames Status:Resolved
Severity:InformationalDifficulty:High Type:CryptographyFindingID:TO0B-CHPT-17 Target: chainport-
backend/modules/cryptography_2key/signatures.py Description
Severalcryptographicprimitivesaremissingsanitychecksontheirinputs.Withoutsuch

checks, problemscouldoccuriftheprimitivesareusedincorrectly. The remove_0x
function(figurel7.1)doesnotcheckthattheinputstartswith 0x .Asimilar functioninthe eth-utils
libraryhasamorerobustimplementation,asitincludesacheck onitsinput(figurel7.2). [REDACTED]
Figurel7.1: chainport-backend/modules/cryptography_2key/signatures.py#L10-L16 [REDACTED]
Figurel7.2: ethereum/eth-utils/eth_utils/hexadecimal.py#L43-L46 The add_leading_0
function'snamedoesnotindicatethatthevalueispaddedtoalength of64(figurel7.3). [REDACTED] Figurel7.3:
chainport-backend/modules/cryptography_2key/signatures.py#L19-L25 The _build_withdraw_message
functiondoesnotensurethatthe beneficiary_address and token_address
inputshavetheexpectedlengthoféébytes andthattheystartwith 0x (figurel7.4). [REDACTED] Figurel7.4:
chainport-backend/modules/cryptography_2key/signatures.py#L28-62 hasheye 29ChainPortFixReview
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Wedidnotidentifyproblemsinthewaytheseprimitivesarecurrentlyusedinthecode, so
wesettheseverityofthisfindingtoinformational.However,iftheprimitivesareused
improperlyinthefuture,cryptographicbugsthatcanhavesevereconsequencescouldbe
introduced,whichiswhywehighlyrecommendfixingtheissuesdescribedinthisfinding. FixAnalysis
Theissueisresolved.Thecodenowusesthe remove_0x_prefix functionfromthe eth-utils library. hasheye
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18.Useofrequestswithoutthetimeoutargument Status:Resolved Severity:LowDifficulty:High
Type:DenialofServiceFindingID:TOB-CHPT-18 Target:The chainport-backend repository Description
ThePython requests libraryisusedintheChainPortbackendwithoutthe timeout argument.Bydefault, the
requests librarywillwaituntiltheconnectionisclosedbefore fulfillingarequest.Withoutthe timeout
argument, theprogramwillhangindefinitely. Thefollowinglocationsintheback-
endcodearemissingthetimeoutargument: e chainport-backend/modules/coingecko/api.py#L29 e chainport-
backend/modules/requests_2key/requests.py#L14 e chainport-backend/project/stats/cg_prices.py#L74 e
chainport-backend/project/stats/cg_prices.py#L95
Thecodeintheselocationsmakesrequeststothefollowingwebsites: e https://api.coingecko.com e
https://ethgasstation.info e https://gasstation-mainnet.matic.network
Ifanyofthesewebsiteshangindefinitely, sowilltheback-endcode. FixAnalysis
Theissueisresolved.EveryrequestmadebytheChainPortbackendnowusesa timeout argument. hasheye
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19.Lackofnoopenerattributeonexternallinks Status:Resolved Severity:LowDifficulty:High
Type:ConfigurationFindingID:TOB-CHPT-19 Target: chainport-
app/src/modules/exchange/components/PortOutModal.jsx Description IntheChainPortfront-
endapplication, therearelinkstoexternalwebsitesthathavethe target attributesetto _blank butlackthe
noopener attribute.Withoutthisattribute,an attackercouldperformareversetabnabbingattack. [REDACTED]
Figurel9.1: chainport-app/src/modules/exchange/components/PortOutModal.jsx#L126 FixAnalysis
Theissueisresolved.Everylinktoanexternalwebsitenowincludesthe rel="noopener noreferrer" attribute.
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20.Useofurllibcouldallowuserstoleaklocalfiles Status:Unresolved
Severity:UndeterminedDifficulty:High Type:DataExposureFindingID:TOB-CHPT-20 Target: chainport-
backend/modules/infrastructure/aws/s3.py Description TouploadimagesofnewtokenstoS3,the
upload_media_from_url_to_s3 function usesthe urllib library(figure20.1),whichsupportsthe file://
scheme;therefore,ifa maliciousactorcontrolsadynamicvalueuploadedtoS3, shecouldreadarbitrarylocal
files. [REDACTED] Figure20.1: chainport-backend/modules/infrastructure/aws/s3.py#L25-29
Thecodeinfigure20.2replicatesthisissue. [REDACTED] Figure20.2:Codetotest urlopen ’ssupportofthe
file:// scheme Wesettheseverityofthisfindingtoundeterminedbecauseitisunclearwhetheran
attacker(e.g.,atokenowner)wouldhavecontrolovertokenimagesuploadedtoS3and
whethertheserverholdsfilesthatanattackerwouldwanttoextract. FixAnalysis
Theissuehasnotbeenresolved.TheDcentralLabteamnotedthatitwillfixthisissueina futurerefactor:"
(Theissue)willbehandledinthenearfutureaspartofaconventions refactor." hasheye 33ChainPortFixReview
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21.ThefrontendisvulnerabletoiFraming Status:Resolved Severity:LowDifficulty:High
Type:ConfigurationFindingID:TOB-CHPT-21 Target:The chainport-app repository Description
TheChainPortfrontenddoesnotpreventotherwebsitesfromiFramingit.
Figure21.lshowsanexampleofhowanotherwebsitecouldiFrametheChainPortfront end. [REDACTED]
Figure2l.1:AnexampleofhowanotherwebsitecouldiFrametheChainPortfrontend FixAnalysis
Theissueisresolved.Theservernowreplieswith X-Frame-Options:DENY toprevent
otherwebsitesfromiFramingit.However,theDcentralLabteamalsoaddedaCSPtofixthe issuedescribedinTO0B-
CHPT-22;theaddedCSPmeansthatthis X-Frame-0Options option isredundantandcansafelyberemoved.TheCSP's
frame-src doesthesamejob. hasheye 34ChainPortFixReview PUBLIC

22.LackofCSPheaderintheChainPortfrontend Status:Resolved Severity:LowDifficulty:High
Type:ConfigurationFindingID:TOB-CHPT-22 Target:The chainport-app repository Description
TheChainPortfrontendlacksaContentSecurityPolicy(CSP)header,leavingitvulnerable tocross-
sitescripting(XSS)attacks. ACSPheaderaddsextraprotectionagainstXSSanddatainjectionattacksbyenabling
developerstoselectthesourcesthatthebrowsercanexecuteorrendercodefrom.This
safeguardrequirestheuseoftheCSPHTTPheaderandappropriatedirectivesinevery serverresponse.
FixAnalysis Theissueisresolved.ACSPheaderhasbeenaddedtotheChainPortapplication. hasheye
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A.StatusCategories Thefollowingtabledescribesthestatusesusedtoindicatewhetheranissuehasbeen
sufficientlyaddressed. FixStatus StatusDescription
UndeterminedThestatusoftheissuewasnotdeterminedduringthisengagement.
UnresolvedTheissuepersistsandhasnotbeenresolved.
PartiallyResolvedTheissuepersistsbuthasbeenpartiallyresolved.
ResolvedTheissuehasheensufficientlyresolved. hasheye 36ChainPortFixReview PUBLIC

B.VulnerabhilityCategories

Thefollowingtablesdescribethevulnerabilitycategories, severitylevels,anddifficulty
levelsusedinthisdocument. VulnerabilityCategories CategoryDescription
AccessControlsInsufficientauthorizationorassessmentofrights



AuditingandLoggingInsufficientauditingofactionsorloggingofproblems
AuthenticationImproperidentificationofusers
ConfigurationMisconfiguredservers,devices,orsoftwarecomponents
CryptographyAbreachofsystemconfidentialityorintegrity DataExposureExposureofsensitiveinformation
DataValidationImproperrelianceonthestructureorvaluesofdata
DenialofServiceAsystemfailurewithanavailabilityimpact
ErrorReportingInsecureorinsufficientreportingoferrorconditions
PatchingUseofanoutdatedsoftwarepackageorlibrary
SessionManagementImproperidentificationofauthenticatedusers
TestingInsufficienttestmethodologyortestcoverage TimingRaceconditionsorotherorder-of-
operationsflaws UndefinedBehaviorUndefinedbehaviortriggeredwithinthesystem hasheye
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SeveritylLevels SeverityDescription
InformationalTheissuedoesnotposeanimmediateriskbutisrelevanttosecuritybest practices.
UndeterminedTheextentoftheriskwasnotdeterminedduringthisengagement.
LowTheriskissmallorisnotonetheclienthasindicatedisimportant.
MediumUserinformationisatrisk;exploitationcouldposereputational,legal,or moderatefinancialrisks.
HighTheflawcouldaffectnumeroususersandhaveseriousreputational,legal, orfinancialimplications.
DifficultyLevels DifficultyDescription
UndeterminedThedifficultyofexploitationwasnotdeterminedduringthisengagement.
LowTheflawiswellknown;publictoolsforitsexploitationexistorcanbe scripted.
MediumAnattackermustwriteanexploitorwillneedin-depthknowledgeofthe system.
HighAnattackermusthaveprivilegedaccesstothesystem, mayneedtoknow

complextechnicaldetails, ormustdiscoverotherweaknessestoexploitthis issue. hasheye
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